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CHAPTER
ONE

ASTERA API MANAGEMENT - SYSTEM REQUIREMENTS

Note: The overall speed and performance of the application depend on the configuration of your machine. More
memory and higher processing speed on the system will result in faster performance, especially when transferring
large amounts of data as the application takes advantage of the multicore hardware to parallelize operations.
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CHAPTER
TWO

ASTERA APl MANAGEMENT — PRODUCT ARCHITECTURE

Astera API Management is built on a client-server architecture. The client is the part of the application which a user can
run locally on their machine, whereas the server performs processing and querying requested by the client. In simple
words, the client sends a request to the server, and the server, in turn, responds to the request. Therefore, database
drivers are installed only on the Centerprise server. This enables horizontal scaling by adding multiple clients to an
existing cluster of servers and eliminating the need to install drivers on every machine.

The Astera API Management client and server applications communicate on REST architecture. REST-compliant
systems, often called RESTful systems, are characterized by statelessness and separate concerns of the client and
server, which means that the implementation of both can be done independently if each side knows what format of
messages to send to the other. The server communicates with the client using HTTPS commands, which are encrypted
using a certified key/certificate signed by an authority. This saves the data from being intercepted by an attacker as the
plaintext is encrypted as a random string of characters.

Database drivers
reside on Centerprise
REST-enabled server
Every dient machine
connected to the
server can use those

drivers

Communication
between Centerprise
chient and server
takes place in HTTP
commands
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CHAPTER
THREE

INSTALLING CLIENT AND SERVER APPLICATIONS

In this section, we will discuss how to install and configure Astera API Management Server and Centerprise Lean
Client applications.

3.1 How to Install Data Services Server

1. Run ‘DataServicesServer.exe’ from the installation package to start the server installation setup.
2. You’ll be directed to the welcome screen. Click Next to continue.
ﬁ Astera Data Services Server 10 - InstallShield Wizard x

Welcome to the InstallShield Wizard for
Astera Data Services Server 10

The InstallShield(R) Wizard will install Astera Data Services
Server 10 on your computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

3. On the next screen you will see the license agreement. You can only continue if you choose to accept the terms of
the license agreement. Click Next to continue.




Data-Services

ﬂ Astera Data Services Server 10 - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

Astera Software License Agreement ~

IMPORTANT: THIS IS A LEGAL AGREEMENT BETWEEN YOU AND ASTERA
SOFTWARE FOR THE ASTERA SOFTWARE PRODUCT ACCOMPANYING THIS
AGREEMENT, WHICH MAY INCLUDE COMPUTER SOFTWARE, ASSOCIATED

MEDIA, PRINTED MATERIALS AND ELECTRONIC OR ONLINE DOCUMENTATION
{'SOFTWARE"). BEFORE COMPLETING THE INSTALLATION OF THE SOFTWARE,
YOU MUST READ, ACKNOWLEDGE AND ACCEPT THE TERMS AND CONDITIONS

OF THE SOFTWARE LICENSE AGREEMENT THAT FOLLOWS (*AGREEMENT"). IF
YOU DO NOT ACCEPT THE TERMS AND CONDITIONS OF THE AGREEMENT, YOU
MAY RETURN, WITHIN TEN (10) DAYS OF PURCHASE, THE SOFTWARE TO THE
PLACE YOU OBTAINED IT FOR A FULL REFUND. »

(@) 1 accept the terms in the license agreementl Print

{1 do not accept the terms in the license agreement

InstallShield

< Back I Mext = Cancel

4. On the next screen, enter the user details and click Next to continue.
ﬁ Astera Data Services Server 10 - InstallShield Wizard

Customer Information

Please enter your information.

User Name:

IUsman|

Organization:
IAstera

InstallShield

5. Select the type of installation (Complete or Custom) you want to proceed with and click Next.

6 Chapter 3. Installing Client and Server Applications
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ﬂ Astera Data Services Server 10 - InstallShield Wizard

Setup Type

Choose the setup type that best suits your needs.

Please select a setup type.

(@ Complete
& All program features will be installed. (Requires the most disk space.)

OCustom
Choose which program features you want installed and where they will
be installed. Recommended for advanced users.
InstallShield

6. Select Install to complete the installation.
ﬁ Astera Data Services Server 10 - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.
If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.
InstallShield
< Back I EII"IS’(EI” Cancel

7. Select Finish to finish the installation process.

3.1. How to Install Data Services Server
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ﬂ Astera Data Services Server 10 - InstallShield Wizard x

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Astera Data
Services Server 10. Click Finish to exit the wizard.

3.2 How to Install Centerprise Lean Client

1. Run the ‘CenterpriseDatalntegrator’ application from the installation package to start the client installation setup.

2. You’ll be directed to the welcome screen. Click Next to continue.

8 Chapter 3. Installing Client and Server Applications
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ﬁ Centerprise Data Integrator 10 - InstallShield Wizard X

Welcome to the InstallShield Wizard for
Centerprise Data Integrator 10

The InstallShield(R) Wizard will install Centerprise Data Integrator
10 on your computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

3. On the next screen you will see the license agreement. You can only continue if you choose to accept the terms of
the license agreement. Click Next to continue.

3.2. How to Install Centerprise Lean Client 9
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ﬁ Centerprise Data Integrator 10 - InstallShield Wizard

License Agreement

Flease read the following license agreement carefully.

Astera Software License Agreement &

IMPORTANT: THIS IS A LEGAL AGREEMENT BETWEEN YOU AND ASTERA
SOFTWARE FOR THE ASTERA SOFTWARE PRODUCT ACCOMPANYING THIS
AGREEMENT, WHICH MAY INCLUDE COMPUTER SOFTWARE, ASSOCIATED

MEDIA, PRINTED MATERIALS AND ELECTRONIC OR ONLINE DOCUMENTATION
(*SOFTWARE"). BEFORE COMPLETING THE INSTALLATION OF THE SOFTWARE,
YOU MUST READ, ACKNOWLEDGE AND ACCEPT THE TERMS AND CONDITIONS

OF THE SOFTWARE LICENSE AGREEMENT THAT FOLLOWS ("AGREEMENT"). IF
YOU DO NOT ACCEPT THE TERMS AND CONDITIONS OF THE AGREEMENT, YOU
MAY RETURN, WITHIN TEN (10) DAYS OF PURCHASE, THE SOFTWARE TO THE
PLACE YOU OBTAINED IT FOR A FULL REFUND. 5

(@)1 accept the terms in the license agreement Print

()1 do not accept the terms in the license agreement

InstallShield

< Back Mext = Cancel

4. On the next screen, enter the user details and click Next to continue.
ﬁ Centerprise Data Integrator 10 - InstallShield Wizard

Customer Information

Please enter your information.

User Name:

IUsman

Organization:
IAstera|

InstallShield

5. Select the type of installation (Complete or Custom) you want to proceed with and click Next.

10 Chapter 3. Installing Client and Server Applications
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ﬁ Centerprise Data Integrator 10 - InstallShield Wizard

Setup Type

Choose the setup type that best suits your needs.

Flease select a setup type.

() complete
ﬁ All program features will be installed. (Requires the most disk space.)
@ Custom
Choose which program features you want installed and where they will
be installed. Recommended for advanced users.
InstallShield

< Back

Mext >

Cancel

If you select custom installation, you can choose specific component(s) that you want to download.

3.2. How to Install Centerprise Lean Client

11
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ﬁ Centerprise Data Integrator 10 - InstallShield Wizard

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

: Feature Description
...... =5

This feature requires 251MB on
your hard drive.

Install to:
C:\Program Files\Astera Software\Centerprise Data Integrator 10\ | Change...
InstallShield
Help | ‘ Space ‘ ‘ < Back Mext > | | Cancel

We want to install the complete package therefore, We’ll select Complete on the Setup Type screen and click Next.

6. Select Install to complete the installation.

12 Chapter 3. Installing Client and Server Applications
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@ Centerprise Data Integrator 10 - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.
If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.
InstallShield
< Back I Glnstall I ‘ Cancel

7. Select Finish to finish the installation process.

3.2. How to Install Centerprise Lean Client

13



Data-Services

ﬁ Centerprise Data Integrator 10 - InstallShield Wizard X

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Centerprise
Data Integrator 10. Click Finish to exit the wizard.

This is how you install Astera API Management Server and Centerprise client applications. The next step is to establish
a connection between the client and server.

14 Chapter 3. Installing Client and Server Applications



CHAPTER
FOUR

CONNECTING TO AN ASTERA API MANAGEMENT SERVER USING
LEAN CLIENT

After you have successfully installed Centerprise client and Astera API Management server applications, open the
client application and you will see the Server Connection screen as pictured below.

@ Server Connection x

E enterpariigé"lo "'

o

Connect to Astera Server:
Recently Used: v

Server Information

Server: |H1'rps:;',f192.153.100.1sa |
Server URI HTTPS://192.168.100.186:9263 o

Port Number 9263
Timeout (sec) Connect I

Version: 10.1.0.38

Enter the Server URI and Port Number to establish the connection.
The server URI will be the IP address of the machine where Astera Data Services Server is installed.
Server URI: (HTTPS://IP_address)

Note: You can get help of your network administrator to get the IP address of the machine where Astera API Man-

15
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agement Server is installed. Or you can launch the command prompt and type the command ipconfig to get the IP
configuration details for the machine and use that information to provide Server URIL.

wymand Prompt - O X

The default port for the secure connection between the Lean client and Astera API Management Server is 9263.

If you have connected to any server recently, you can automatically connect to that server by selecting that server from
the Recently Used drop-down list.

Click Connect after you have filled out the information required.

The client will now connect to the selected server. You should be able to see the server listed in the Server Explorer
tree when the client application opens.

To open Server Explorer go to Server > Server Explorer or use the keyboard shortcut (Ctrl + Alt + E).

16 Chapter 4. Connecting to an Astera APl Management Server using Lean Client
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Server Explorer vyaXx

Configure - ;'
v Server Connections
v B8 DEFAULT
[ +Ps://152.168.100.186:9263

The yellow icon with an exclamation mark means that the server is not configured. Before you can start working with
the Centerprise Lean client, you will have to create a repository and configure the server.

17
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CHAPTER
FIVE

HOW TO CONNECT TO A DIFFERENT ASTERA APl MANAGEMENT
SERVER FROM THE LEAN CLIENT

You can connect to different servers right from the Server Explorer window in Lean Client. Go to the Server Explorer
window and click on the Connect to Server icon.

Server Explorer

Configure~ < ¥ £

v [ Server Connections
v [ DEFAULT
Q4 HTTPS://192.168.100.186:9263

A prompt will appear that will confirm if you want to disconnect from the current Server and establish a connection to
a different server. Click Yes to proceed.

Note: A client cannot be connected to multiple servers at once.

Are you sure you want to disconnect from current Server and
connect to another Server?

Yes No

You will be directed to the Server Connection screen. Enter the required server information (Server URI and Port
Number) to connect to the server and click Connect.

19
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(& Connect to Server Pt

Connect to Astera Server:

Recently Used: | w ‘

Server Information

Server. [HTTPS://ASTWKS241] |
Server URI HTTPS://ASTWKS241:9263 o

Timeout (sec) Connect

If the connection is successfully established, you should be able to see the connected server in the Server Explorer
window.

Server Explorer

Configure~ ¥ 7
v Eﬂ Server Connections
v @ DEFAULT
{3 HTTPS://ASTWKS241:9263

20 Chapter 5. How to Connect to a Different Astera APl Management Server from the Lean Client



CHAPTER
SIX

HOW TO BUILD A CLUSTER DATABASE AND CREATE REPOSITORY

Before you start using the Astera API Management server, a repository must be set up. Astera Server supports SQL
Server and PostgreSQL for building cluster databases, which can then be used for maintaining the repository. The
repository is where request logs, request queues, and deployment information is stored.

To see these options, go to Server > Configure > Step 1: Build repository database and configure server.
G Centerprise - Trial

File Edit View Server Tools Project Window 5Social Help

Configure 4 I"  Step 1: Build repository database and configure server... |

Toolbox :::::0

malalRAn Welbeiq

Manage

>me to Astera Help

Security

lasmolg Jaslag

Release Updates
.

The first step is to point to the SQL Server or PostgreSQL instance where you want to build the repository and provide
the credentials to establish the connection.

21
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(& Database Connection X

(O) Use Shared Connection

(@ Specify Database Information

Recently Used: i
Data Provider: w
0] 4 Cancel

Note: The Astera API Management Server will not create the database itself, just the tables. A database will have to
be created beforehand or an existing database can be used. We recommend the Astera API Management Server to have
its own database for this purpose.

6.1 Building a Repository on SQL Server

1. Go to Server > Configure > Step 1: Build repository database and configure server.
2. Select SQL Server from the Data Provider drop-down list and provide the credentials for establishing the connection.

3. From the drop-down list next to the Database option, select the database on the SQL instance where you want to
host the repository.

22 Chapter 6. How to Build a Cluster Database and Create Repository
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(= Database Connection Pt
(O Use Shared Connection
(@ Specify Database Information
Recently Used: l
Data Provider: SQL Server il
[] Use Windows Authentication Advanced Connection Info...
User |d: ‘sa |
Password: R |
Server Name: |LocALHOST ]
Database: Repository v
Schema:
Port: 1433
Test Connection...
OK Cancel

4. Click Test Connection to test whether the connection is successfully established or not. You should be able to see
the following message if the connection is successfully established.

6.1. Building a Repository on SQL Server

23
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Connection Test Results X

Provider type: 5QL Server.
Running connectivity tests...
Attempting connection
Connection opened successfully,
Server version 15.00.2000.

Disconnecting from server.

TEST COMPLETED SUCCESSFULLY.

OK

5. Click OK to exit out of the test connection window and again click OK, the following message will appear. Select
Yes to proceed.

This action will reset the repository, if it already exists. Do you
wish to continue?

I

The repository is now set up and configured with the server to be used.

The next step is to log in using your credentials.

24 Chapter 6. How to Build a Cluster Database and Create Repository
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6.2 Building a Repository on PostgreSQL

1. Go to Server > Configure > Step 1: Build repository database and configure server.

2. Select PostgreSQL from the Data Provider drop-down list and provide the credentials for establishing the con-
nection.

3. From the drop-down list next to the Database option, select the database on the PostgreSQL instance where you
want to host the repository.

(& Database Connection x
(O Use Shared Connection
(®) Specify Database Information
Recently Used: w ~
Data Provider: PostgreSQL o
Advanced Connection Info...
User Id: |r1_|nr||r|gman J
Password: | “““““ J
Server Name: |astpgsqa[!l1 .astera.com J
Database: repository 1 HEV
Schema:
Port: 5432
Test Connection...
v
0K Cancel

4. Click Test Connection to test whether the connection is successfully established or not. You should be able to see
the following message if the connection is successfully established.

6.2. Building a Repository on PostgreSQL 25
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Connection Test Results b4

Prowider type

Running connectivity tests
Altempting connection
Connection apened successfully
Server version 11.2
Disconnecting from senver

TEST COMPLETED SUCCESSFULLY

5. Click OK and the following message will appear. Select Yes to proceed.

This action will reset the repository, if it already exists. Do you
wish to continue?

Yes No

The repository is now set up and configured with the server to be used.

The next step is to log in using your credentials.

26 Chapter 6. How to Build a Cluster Database and Create Repository



CHAPTER
SEVEN

HOW TO LOGIN FROM LEAN CLIENT

Once you have created the repository and configured the server, the next step is to login using your Astera Centerprise
Client account credentials.

You will not be able to design any API flows on the Lean client if you haven’t logged in. The options will be disabled.

@ Centerprise - Trial
File Edit View Server Tools Project Window Seocial Help

New »
o:

stera Help ADOD
Featured Articles

Connect and Manage Amazon
Redshift with Centerprise

How 360-Degree Data Integration e b o
Enables the Customer-Centric o hmezon e
Business

Read more »

7.1 Log in to your user account

1. Go to Server > Configure > Step 2: Login as admin.

@ Centerprise - Trial
File Edit View Server Tools Project Window Social Help

Configure »

Step 2: Login as admin

Toolbox :::::: - X

MaIAIBAQ WelBeig

Manage

yme to Astera Help ADODS

Segurity

IBSMOIg JBAISS

Release Updates Featured Articles

Connect and Manage Amazon
Redshift with Centerprise

Your Feedback is Important to Us : ‘

As part of our ongoing effort to improve your experience, we would

27
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2. This will direct you to a login screen where you can provide your user credentials.

& Log in to Server - | X

User Credentials

Server: HTTPS://192.168.10.96:9262

Email/Username: |admin |

Password: -----...I I
Remember Me Forgot Password?

Login

If you are logging in for the first time, you can login using the default credentials as follows: Username: admin
Password: Adminl23

After you log in, you will see that the options in the Centerprise Lean Client are enabled.

@ Centerprise - Trial

File Edit View Server Tools Project Window Social Help

New » 27 Dataflow Ctrl+Shift+D o

Open Ctri+O |4} Report Model Ctrl+Shift+R

Close # Subflow Ctrle Shift+S -x
= Workflow Ctrl+ Shift+W
I Shared Actjon Ctrl Shift-+1

[ saveAl  CwlsShift+S T Date Model Ctrl+ Shift«M

33 Load Setting stera Help A u @
@ Schedule
©'  Edi Custom Repository ~ Ctrl+ Shift+E

Exit 9 EdiTrade Partner Profile  Ctrle ShiftT Featured Articles

Files > ™ Query
XML File
% XML Schema File Connect and Manage Amazon
Text File Redshift with Centerprise

You can use these options until your trial period is active. For fully activating the options and the product, you’ll have
to enter your license.

7.2 How to automatically reconnect on client startup

If you don’t want Centerprise to show you the server connection screen every time you run the client application, you
can skip that by modifying the settings.

To do that go to Tools > Options > Client Startup and select the Auto Connect to Server option. On enabling the option,
Centerprise will store the server details you entered previously and will use those details to automatically reconnect to
the server every time you run the application.

28 Chapter 7. How to Login from Lean Client
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@ Centerprise - Trial

File Edit View Server Tools Project Window Social Help

oo . ’ﬁ Aa Data Formats 0
B : Qptions i
;f Toolbox Manage Server License .x
m
:f Sequences
32 Package Install
“VveiLuiile to Astera Help 4“@
Release Updates Featured Articles
Connect and Manage Amazon
. Redshift with Centerprise
How 360-Degree Data Integration built
Enables the Customer-Centric : nd destination '
@ Options s
General Options Query Client Startup
] Auto Connect to Server
OK Cancel
The next step after logging in is to unlock Centerprise using the License key.
29
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CHAPTER
EIGHT

HOW TO VERIFY ADMIN EMAIL

Once you have logged into the Astera Centerprise client, you can set up an admin email to access the Centerprise server.
This will also allow you to be able to use the “Forgot Password” option at the time of log in.

In this document, we will discuss how to verify admin email in Astera Centerprise.

8.1 Verifying Admin Email

1. Once logged in, we will now proceed to enter an email address to associate with the admin user by verifying the

email address.

Go to Server > Configure > Step 3: Verify Admin Email

G Centerprise - Data Integrator

File Edit View Server Tools Project Window Social Help

- Configure

' Job Schedules

Toolbox Job Monitor

20 ] B

Deployment
Manage

Security

Server Explorer

»

|:,1 Step 3: Verify admin email

[} Step 4 Enter License Key

-

Crl+ Alt+E

Toolbox Data Source Browser

Data Preview

Release Updates

touch points

fo-end use
of customer
arketing

Welcome to Astera Help

Your Feedback is Import:
Us

As part of our ongoing effort to improve your e|
would

like to request your feedback via a short online
Please take

our survey and let us know which new connect:

ADOP

Featured Articles

Connect and Manage Amazon
Redshift with Centerprise

Read more »

Using Vertica as a Database
Source -

2. Unless you have already set up an email address in the Mail Setup section of Cluster settings, the following dialogue
box will pop up asking you to configure your email settings.

31
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Email settings are either missing or not properly configured.
Do you want to configure?

I

Click on Yes to open your cluster settings.

@ Centerprise - Data Integrator

File Edit View Sever Tools Project Window Social Help

Ba . HEB « ¥ Aa B (228

dmin~ #f Server Connected

Toolbox R R IP  Cluster Settings v X Server Explorer vax
General| [ Mail Setup | Path Mappings

Name: [perauLT |

JasMOIG RIS

Configure- <

v [ Server Connections

v [ DEFAULT
Staging Directory (@ HTTPSA\LOCALHOST:9261
Path: [ |

Deployment Directory
Path: ‘ ‘

Cloud File System

[ Client and server share the same file system

Purge Frequency

Purge Job Info After 7 3| Days
Purge Server Events After 7 =] Days

Server Pause Options

[ Pause Servers
v

—

Toolbox  Data Source Browser < > Project Explorer  Server Explorer  Report Properties

Data Preview vax

Source Record Count 1000 ]

JobProgress  Verify  Data Preview

Click on the Mail Setup tab.

3. Enter your email server settings.

32 Chapter 8. How to Verify Admin Email
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@ Centerprise - Data Integrator
File Edit View Sever Tools Project Window Social Help

r eEB Aa|T3 BB Q.

3 Toolbox v R X  StartPage v X Server Explorer vax
g General | [ Mail Setup | Path Mappings Contigue- O B FH S 2,
s Sender Address v [ server Connections
[sameermadeem@astea.com \ v [l perauy
G HTTPSA\LOCALHOST:9261
Host [smtp.office365.com |
Port 587 Use SSL
Timeout
Max Attachi it Si
ax Attachment e T
User credentials
[ Use defauit credentials
Logen
Password
Send Test Email
Toolbox  Data Source Browser Project Explorer  Server Explorer  Report Properties
Data Preview vax
Source Record Count 1000 ]
JobProgress  Verify  Data Preview
4. Now, right-click on the Cluster Settings active tab and click on Save & Close in order to save the mail setup.
@ Centerprise - Data Integrator - X

File Edit View Sever Jools Project Window Social Help

F-reHB Aa £ (2

Toolbox v A X  StatPage m—
Close
General | | Mail Setup | Path Close All But This

New Horizontal Tab Group

1B5MOIG JBAIS

Sender Address

New Vertical Tab Group
sameer.nadeem@astera.com ]
Save

Host [smtp.of] save & Close |

port B Copy Full Path

Open Containing Folder

Timeout 10000

Max Attachment Size
! Mb

User credentials

[ Use default credentials

Logon sameer.nadeem @astera.com

Send Test Email

Toolbox Data Source Browser
Data Preview

Source Record Count 1000 B

JobProgress  Verify  Data Preview

dmin~ §f Server Connected

v X Server Explorer vax

Configure < §
v @8 Server Connections
~ (@ DEFAULT
(@ HTTPS:A\LOCALHOST:9261

Project Explorer  Server Explorer  Report Properties

vax

5. Re-visit the Verify Admin Email step by going to Server > Configure > Step 3: Verify Admin Email.

This time, the Configure Email dialogue box will open.

8.1. Verifying Admin Email

33
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@ Configure Email X

Email Verification

Email sameer.nadeem@astera.com Send OTP

OTP | |

oK Cancel

6. Enter the email address you previously set up and click on Send OTP.
7. Use the OTP from the email you received and enter it in the Configure Email dialogue and proceed.

On the correct entry of the OTP, an email successfully configured dialogue will appear.

Centerprise Data Integrator 9 X

Email has been configured successfully.

8. Click OK to exit it. We can confirm our email configuration by going to the User List.

Right-click on DEFAULT under Server Connections in the Server Explorer and go to User List.

@ Centerprise - Trial - X
File Edit View Server Tools Project Window Social Help
Be . (=] Aa =S o admin « & Server Connected

£ |Toolbox % [ Sartbage “x
5 . Configure» <% £

2 o @}

3 v [ Server Connections

3 vi=

= Job Monitc

. Welcome to Astera Help ADOP B Job Monior

g [55 Delete Stale Jobs

@ [ Job Schedules

H 2

H . =, Deple t

3 Release Updates Featured Articles T Deploymen

' Data Model Deployments
ol Browse ADM Databases

Connect and Manage Amazon
. Redshift with Centerprise

Your Feedback is Important to Us ntroducing
cor :H}'\

source and destination points

s Logout
' Change Password

inbuit

Role List

As part of our ongoing effort to improve your experience, we would
like to request your feedback via a short online survey. Please take B3 Cluster Monitor
our survey and let u‘5 know which new connectors you would Read more » B9 Cluster Settings
like Astera Centerprise to support 5 server Profiles

& Serverlog

The survey should take about 5 minutes to complete.

Using Vertica as a Database

Source
- Source data from Vertica

databases in your ETL flows

Read more »

. Project Expl... EENCESCIM Report Prop...

Job Progress Verify Data Preview

9. This opens the User List where you can confirm that the email address has been configured with the admin user.

34 Chapter 8. How to Verify Admin Email
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Start Page User Management - X

Centerprise Users

[ ] L]
C - o
Id User Name Name Email Roles Account Active
1 | admin admin sameer.nadeem@astera.com | rROOT Yes

8.2 Using Forgot Password feature

The feature is now configured and can be utilized when needed by clicking on Forgot Password in the log in window.

& Log in to Server - O x

User Credentials

Server HTTPS:\\LOCALHOST:9261

Email/Username: || |

Password: I I

] Remember Me Forgot Password?

Login

This opens the Password Reset window, where you can enter the OTP sent to the specified e-mail for the user and
proceed to reset your password.

8.2. Using Forgot Password feature 35
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(& Password Reset s

’ . o .
Reset your password by using onetime code

Email ‘ Send OTP

oTP \

oK Cancel

This concludes our discussion on verifying admin email in Astera Centerprise.

36 Chapter 8. How to Verify Admin Email



CHAPTER
NINE

CONFIGURING THE DEPLOYMENT DIRECTORY IN ASTERA API
MANAGEMENT

Before API deployments can be created in Astera API Management, the deployment directory must be defined. It is
used to maintain runtime executable archives of all the deployments made on the server.

Without defining the deployment directory, creating a deployment will produce an error, asking the user to set the
directory, in the Job Progress window.

Job Progress vax

2- Deploying Deployment

CH*"Q A O ®

> 2 ASTWKS241:9263 2

4brx

05/10/2022 16:14:09: An emror has occured: Server deployment and staging directories are required for  deployment. Please speciy the: deployment directory and the staging directory in the Cluster Settings and try again.

JobProgress  Verify  Data Preview

1. Right-click on the cluster’s node in the Server Explorer window and select Cluster Settings from the context menu.

37
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|
S

Configure - {} ﬁ SE

v Server Connections
v [ DeFauLT
@ HTT == Job Monitor
[~ Delete Stale Jobs
%, Deployment
Login
» Logout
i Change Password
£ UserList
& RoleList
Server Log

£

B Cluster Monitor
I@ Cluster Settings I
%

Server Profiles

—. Client Certificates

Project Explorer Report Properties

This will open a new tab.
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Cluster Settings - X

IGenera\ Mail Setup ‘ Path Mappings

Name: ‘DEFAULT |

Staging Directory

Path: | C:\Users\usman.qasim\Desktop\Directeries\Staging ‘

C:\Users\usman.qasim\Desktop\Directories\Staging

Deployment Directory

Path: C:\Users\usman.qasim'\Desktop\Directories\Deployment

C:\Users\usman.qasim'\Desktop'\Directories\Deployment

Deployment Directory — Path: This is where we browse and add a location for our deployment directory.
As you can see above, the directory has been set.
Note: The directory can be set from both local and remote locations.

2. Now, save the Cluster Settings to enable deployment generation on the server.

x
Save

General | M. Close
A
Name: Save & Close ‘
Copy Full Path
Staging Dire Open Containing Folder
Path: Close All But This Directories\Staging |
C:\Users\usman.qasim\Desktop\Directories\Staging
Deployment Directory
Path: C:\Users\usman.qasim'\Desktop\Directories\Deployment

C:\Users\usman.qasim\Desktop\Directories\Deployment

Cloud File System

[ Client and server share the same file system

[ Allow local file access

This concludes our discussion on the configuration of the deployment directory in Astera API Management.
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CHAPTER
TEN

API PUBLISHING

10.1 Designing an API Flow

10.1.1 What is an API Flow?

An API flow is an artifact to design a data or a function service endpoint incorporating various data connectors, trans-
formations, quality checks, task-based operations, integrating services, and much more. It defines an end-to-end flow
for processing an input, applying transformations and integrations, and routing to response definitions.

Astera API Management holds the ability to create an API Flow as a REST endpoint by defining its request and response
objects with in-built abilities to apply sort, filter, pagination, and error handling on responses.

10.1.2 Creating an API Flow

Let’s see how we can create API flows contained in a project:

1. To create an API Flow, navigate to the main toolbar, select Project, and click on it. Then, hover over New and select
a project type. API Flows can only be deployed from a project, but they can be added to any project type.

File Edit View Server Tools Project Git Window Social DevMode Help

Ba New ¥ [7d Integration Project Ctrl+Shift+A
Open T Data Warehousing Project Ctrl+Shift+P
Toolbox %4 Build Archive (*.Car) for the Project "J Virtualization Project Ctrl+Shift+Z
4% Verify and Build Archive (*.Car) for the Project | ~J RESTClient Project Cirl+Shift+Y |
=] Properties
Close
Verify
¥ Refresh

Replace Parameter Info

alfal @ £1&1

Replace Distinct Parameter Info

[, Project Explorer

ﬁ?

. Generate Documentation

Source Control 3
1 C:\Users\usman.qasim\De...\APIProj.cprj

2 C:\Users\usman.qasim\D..\APIFlows.cprj

3 C:\Users\usman.qasim\Deskt...\test.cprj

4 C:\Users\usman.qasim\Deskto...\123.cprj

5 G\Users\usman.qasim\D...\RestProj.cprj

& C:\Users\usman.qasim\Deskt..\Proj.cprj

Server Browser Toolbox  REST AP I C\Users\usman.qgasim\Desktep\Proj.cprj
8 C:\Users\usman.qasim\Des...\Proj_1.cprj

Verify
iy 9 C:\Users\usman.qasi...\TestProject.cprj

¢I¢I1I¢|¢I¢I1I¢I¢|¢I

10 CAUsers\usman.qasim\..\Project_1.cprj

2. Once the project is created, head to the Project Explorer. Right-click on any of the folders in the project and select
Add New REST API.
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@ Centerprise
File Edit View Sever Tools Project Git Window Social DevMode Help

ey
[- gl Aa

Toolbox

ServerBrowser Toolbox  RESTAPI Bro...
Verify
Sevety  Context Message

9 .

00 oySs

Run Baseline
Run Current

Regression Results admin~ & Server Connected

P Aw R dichic)

Import New AP|

Add New Item...

Add Existing Items...

Add New Folder

Add Existing Folder...

Verify

Verify for Forward Engineering

troj.cpj
ST APls

‘Add New REST API Jhared Connections

£ %%%% 8y BEd

& x @

Group and Deploy all AP Flows under this folder
Run all items under this folder

Run all items under this folder in Pushdown Mode
Create Database Tables for all Flow Documents...
Repair Metadata File paths

Rectify Api flow maps

Repair File paths for Linux

Remove from Project

Source Control »
Copy ﬂ Server Explorer Report Properties
Cut rax
Delete

Rename

Qpen Folder in Windows Explorer

By default, your API Flow file will contain the two required objects, REST Request~~,~~ and REST response, which
act as start and stop objects for an API flow. This flow will be saved with a .API extension.

File Edit View Server APIFlow Tools Project
F-reEHB - Aa =t

Toolbox AR API4API

- Zoom 100% - [ | °= B

Search. e -
» Database Write Strategy
» Data Warehouse

v Services

» Consume e
v Publish

7 Apply Query Parameter © [ Request

{:} REST Request

L} REST Response

(3 8 Parameters
(&) £ Headers
& B Requestinfo

m Submission Destination
> Workflow Tasks

> TextProcessors .

Server Browser REST API Bro....

Verify

Git Window Social DevMode Help

N I

NIEO & &

Configuring the REST Request Object

© [ Response
[ Body
& Responselnfo
[ Headers

admin~ & Server Connected

v X Project Explorer vrx

EG#&#zo@Mm

v 7 APIProj.cprj
v 1 RESTAPIs
£ APIAAPI

Shared Connections

Project Explorer  Server Explorer Report Properties

vax

The REST Request object is used to define the request endpoint resource, input parameters, and message payloads

expected from the API user which would then be used in the flow processing.

1. To start, right-click on the object and select Properties from the context menu.
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@ Centerprise
File Edit View Sever APIFlow Tools Project Git Window Social DevMode Help

FreoHB XR T e DB RSO,

Toolbox v 5 x CERC
Search - - zoom00% - [ @ TN

Database Write Strategy

Data Warehouse

Rl

Services

-

Consume

v Publsh

?  Apply Query Parameter
{:} REST Request

£} REST Response
@ Submission Destination
»  Workflow Tasks

»  TextProcessors .

Server Browser Toolbox  REST APl Bro...

Verify

[ propeties...

Rename
5 Preview Output
7

Preview Input

Preview Raw Request
Quick Profile

[H O «f

Collapse Tree Sub-nodes

i

B 01 Reau 4 Sorted
3 & 5% Par
E E ned Saveas Shared Action

Source

o Transformation

Generate XML schema for layout

Exclude from Pushdown

© Hep..

X Delete

X cu
53 Copy

Once done, the parameter configuration window will open.

ﬂ Request : Input Parameters

ORSL I
URI, Guery and Header Parameters

Name Parameter Location

Data Type

Default Value

admin~ & Server Connected

v X Project Explorer vax

BEERE0 Ol

i

Search.
v 7 APIProj.cprj
v 1 RESTAPIs
& APUAPI

" Shared Connections

Project Explorer  Server Explorer Report Properties

vax

Editing: Request v

Parameter Description Required

Prev Next QK Cancel

Here, you can define all the expected parameters from the request. To define a parameter, specify a name, location, and

the data type.

Name: To define the name of the parameter.

10.1. Designing an API Flow
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Parameter Location: Here, the location of the parameter is selected between either URI, Query, or Header.

Data Type: To define the parameter’s data type expected from the request. Sending an incorrect data type would result
in a 400 BadRequest error response.

Default Value: Add a default value, if any, to be used for optional query or header parameters when the incoming
request is missing these parameters.

Parameter Description: These will be used in the auto-generated Open API Swagger specification.

Required: This checkbox is selected if the parameter must be included for a request to be valid. The API returns a
400-Bad Request error response if required parameters are not provided.

ﬂ Request : Input Parameters O bt
@ P Editing: Request o
URI, Guery and Header Parameters
Name Parameter Location Data Type Default Value Parameter Description Required
W o-ieio [T v Imecer |
2 ProductName Query ™| String | Boston Crab Meat |
3 Contenttype |Header ~ | String | application/json (|
4 ~ ~ O
Prev Next oK Cancel

2. Once done, select Next, and the API Configuration screen will appear.
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Q Request : APl Configuration O X
@ - @ - Editing: Request -
HTTP Method: Get y
Resource: | l 0
Example URL | =

Published Description: | <<This description will be included in the auto-generated OpenAP!
specification for deployed APls > >

Request Info Fields

[[] Show Advanced Fields o

[[J Show User Context Fields ()

Request Processing Type

[] Sychronous 0
[ Asynchronous @)

Prev MNext 0K Cancel

HTTP Configuration for REST Request Object

HTTP Method: There are five methods based on which the request object can be configured. The method depends on
the resource operation happening in the flow. These options are,

1. Get: Used when the flow is fetching data from a resource based on the given request parameters.
2. Delete: Used when the flow deletes an object based on the given request parameters.

3. Post: Used to create a new object resource. In addition to request parameters, the POST method also allows a request
payload which can be defined as the input layout.

4. Put: Used to update an existing resource. It also allows input parameters and a payload in the request definition.

5. Patch: This method qualifies to partially update an existing resource. It also allows input parameters and a payload
in the request definition.

Note: For this demonstration, we will be configuring a GET API flow.

Resource: The resource entity for the REST API operation. It becomes part of the request URL. Here, since we are
designing an API to read order items, we will call our resource “Orderltems”.
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# Request : APl Configuration | X

@ - @ - Editing: Request -

HTTP Method: Get )
Resource: - o

Post =
Example URL Delete By
Published De_scription: Patcit‘:u UTSUIIIONT Wl UT I cluded in the aur’o-genem ted OpenApf

specification for deployed APls> >

Request Info Fields

[[] Show Advanced Fields o

[[] Show User Context Fields o

Request Processing Type

[ Sychronous o
[ Asynchronous @)

Prev Next QK Cancel

Note: Nested resources can also be defined using a /.
Example URL: Tt displays the complete request URL formed with the appended resource and parameters.

Published Description: A description for the API operation on the given resource. You could use the default generated
description or modify it to your own description. This description for the API endpoint will be used in the auto-

generated Open API Swagger specification.
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G Request : APl Configuration

©--

Editing: Request

HTTP Method: Get »

Resource: “ | €y

ample URL l By

ublished Description: | <<This description will be included in the auto-generated OpenAP|
specification for deployed APls> >

Request Info Fields

[[] Show Advanced Fields 0

[] Show User Context Fields 0

Request Processing Type

[] Sychronous 0
[ Asynchronous )

Prev Next

0K Cancel

Show Advanced Fields: Enabling this will display additional information fields in the requestinfo node. These include
information about the incoming request that can be further used in the API flow, such as connection, local address,

local port, IP Address, etc.

Show User Context Fields: Enabling this will display user profile fields from the incoming request in the requestinfo
node. These fields show information such as username, email address, whether the user is locked out or not, etc.

Synchronous: API request executes synchronously such that an API call blocks and returns to the client only when a

response from the server is ready.

Asynchronous: To deploy the API as an asynchronous operation. This implies that the requestee does not need to wait
for the response to be processed. On making a request, the server responds with a 202 Accepted message and starts to

process. The client can periodically check the status and read the response when available.

To learn more about Synchronous and Asynchronous, click here.

10.1. Designing an API Flow
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ﬁ Request : APl Configuration

©-@-

Editing: Request

HTTP Method: Gt »

Resource: “ | o

Example URL ‘ ‘ By

Published Description: | <<This description will be included in the auto-generated OpenAP|
specification for deployed APls> >

Request Info Fields

[] Show Advanced Fields @)

[] Show User Context Fields 0

Request Processing Type

[] Sychronous o
[ Asynchronous )

Prev ‘ Next

oK

Cancel

1. For our use case, we are using the Get method to find order items by ‘OrderID’.
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a Request : APl Configuration O X
@ - @ - Editing: Request
L)
HTTP Method: ‘ Get iy
Resource: | QOrderltems | 0
Example URL ‘HTI'PS:\\LOCALHOST:QEG'Ifnpi!publishing/OrderItems/{OrderlD}?Pr:‘ H\
Published Description: | Find Orderitems by OrderlD g‘
Request Info Fields
[ Show Advanced Fields (1]
4] Show User Context Fields @)
Request Processing Type
Sychronous 0
[] Asynchronous @
v
Prev | Mext [ oK Cancel
2. Click OK, and your request object will be configured using the Ger method.
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e
@ Request A
[ [] Request
= E Parameters
J. OrderlD

? ProductName

“New Member>

[ Headers

5 B Requestinio
RegquestURL
HTTPMethod
Content
ContentType
ContentLength
RequestTime
UserName
RegquestlD
IsHTTFS
|IPAddress
Connection
LocallPAddress
LocalPort
Protocol
RemoteFort
Scheme
Apphcationhame

o User

As you can see above, the object has been configured by our requirements.

Note: Under the requestinfo node, additional fields will appear depending on which checkbox is selected in the AP/
Configuration window.

This concludes the configuration of the REST Request object in Astera Centerprise.

Configuring The REST Response Object

An API endpoint flow begins with a request object and ends at one of the many responses defined as per the flow
execution route.

Note: At least one response object must be configured to complete the API endpoint flow.

1. To start, right-click on the object and select Properties from the context menu.
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e
ponse ;
B [ Request Ef Properties... I
B £l Response Rename
[ ¥ Parameters o @[ Body
(3 £ Headers [ & Responseint Rename to Match HTTPS Status
() B Requestinfo [# [ Headers i
Preview Qutput
=] =]

Preview Input

RS RS

Preview Raw Response

Quick Profile

Collapse Tree Sub-nodes

55 Resize 2
114 Sorted

Save as Shared Action

Generate XML schema for layout

9 Help...

Then, the response configuration window will open, where you can specify the HTTP status code to be returned.
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ﬁ Response : Qutput Configuration O x

@ - Editing: Response -

Response Configuration

HTTP Status Code: 200 OK v

Response Layout

() Mapped Content Layout ) @ Custom Layout )

Content Type: application/json v |

Published Description: | <<This description will be included in the auto-generated OpenAP|
specification for deployed APls>>

Prev MNext 0K Cancel

HTTP Status Code: APIresponse will be based on this selection of the HTTP status code and the API flow orchestration
designed. These codes can be designed based on successful runs or errors etc.

To learn more about multiple responses in an API flow, click here.
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ﬂ Response : Output Configuration O *
@ - Editing: Response =

Response Configuration

HTTP Status Code: 200 QK v

Response Layout 201 Created

202 Accepted

203 Non Authoritative Information
204 No Content

205 Reset Content

Content Type: |06 Partial Content

207 Multi Status

208 Already Reported

Published Description: |226 IMUsed pto-generated OpenAP|
300 Multiple Choices
300 Ambiguous

301 Moved Permanently
301 Moved

302 Found

302 Redirect

303 See Other

303 Redirect Method
304 Not Modified

305 Use Proxy

306 Unused

307 Temporary Redirect
307 Redirect Keep Verb
ﬁ ;:Ln;g;ir:;ledlrect MNext oK Cancel

(O Mapped Conté

Mapped Content Layout: Selecting this option allows you to map a pre-serialized response string and its content type
as input to the response object.
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ﬁ Response : Qutput Configuration O x

@ - Editing: Response -

Response Configuration

HTTP Status Code: 200 OK v

Response Layout

I@ Mapped Content Lay:)utl O O customlayout €@

Content Type: application/json

Published Description: | <<This description will be included in the auto-generated OpenAP|
specification for deployed APls>>

Prev MNext 0K Cancel

Custom Layout: Selecting this will allow you to build a layout for the response on the next screen based on the content
type defined.

Content Type: You can select a standard media type for the response payload and define its custom layout on the next
screen. Currently, you can only define custom layouts of JSON type.
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ﬁ- Response : Qutput Configuration (| X

9@ - Editing: Response -

Response Configuration

HTTP Status Code: | 200 OK v

Response Layout

(O Mapped Content Layout ) I ® Custom Layout I )

Content Type: -

application/json

Published Description: | <<This description will be included in the auto-generated OpenAP!
specification for deployed APls> >

Prev . Next [ 0K Cancel

Published Description: This description becomes a part of the auto-generated open API definition.

2. Once done, click Next and you will be taken to the next screen.

10.1. Designing an API Flow
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ﬁ Response : Qutput Layout | X
@ - @- - |'le _-? Editing: Response -
Response Layout Editing elements for <Body.root>

Name Data Type Default Value

- [ - I
= [ Body
EJ root

Mext oK Cancel

Here, the output layout of the response object can be defined.

On the left side of the screen is the hierarchy of the nodes in your layout. You can add or delete a single instance or
collection members here to create the desired layout.
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ﬁ- Response : Qutput Layout O X
@ - @ - I"I(E' _-'li Editing: Response -
Response Layout Editing elements for <Body.root>

Name Data Type Default Value

- I - I
= [ Body
[ root

Prev Mext 0K Cancel

The right side of the screen is where the layout is to be added. There are three ways to map the output layout,

e Manually defining objects and fields,
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ﬁ Response : Qutput Layout | X
@ - @- - M’!’. _-'ll Editing: Response -
Response Layout Editing elements for <Body root>

Name Data Type Default Value

- [ - I
= [ Body
EJ root

Prev Mext 0K Cancel

* Using a sample text.

Selecting this option will open a new window where a sample text, based on the Content-type defined, is given to
generate the layout accordingly.
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ﬁ- Response : Output Layout

CREOR [FS] ES

Response Layout

= [ Body
[ root

Clicking this will open a new sample text window where the text can be pasted.

Editing: Response

Editing elements for <Body.root>

Name Data Type

- - I

Prev

Mext

Default Value

oK

Cancel

10.1. Designing an API Flow
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a Response : Output Layout O >
T iting: -
@ . @ - B8 BB Editing: Response
@ Generate Sample Json Text *
bR =B s
1 5[ ~
2 8B {
3 "id": @,
4 H "category": {
5 "id": @,
6 "name”: "string"
70k
8 "name”: “doggie”,
9 = “photoUrls”: [
10 "string"”
un |1
12 B "tags": [
13 E {
14 *id": o,
15 "name”: “string”
16 | }
17 1.
18 "status”: “available” -~
Verification Result Unverified.
Generate Cancel
Prev Next oK Cancel

Clicking Generate will produce a layout.
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ﬁ Response : Qutput Layout

O A
@ - @- - i,.](&_ _I'-3 Editing: Response -
Response Layout Editing elements for <Body.root>
Name Data Type Default Value
= [ Body 2 name String v
= & root 3 | status String v
id (Integer) od v
name (String)
status (String)
e 0 category
id (Integer)
name (String)
= &% photoUrls
_data__ (String)
= 5% tags
id {Integer)
narne (String)
Prev Next oK Cancel

* Generate default layout

Selecting this option will generate a default Centerprise layout which can be used to output an error and any additional
messages.
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§ Response : Output Layout | X
@ . @ . ;"]'3 =3 Editing: Response -
Response Layout Editing elements for <Body.root>
Name Data Type Default Value
2 seng |
= [ Body 2 Additionalinfo String v
= I root 3 v

ErrorMessage (String)

Additionallnfo (String)

Prev MNext oK Cancel

As we click on this option, the box is populated.
3. Once done, click Next and you will be led to the Qutput Parameters screen.

Here, you can define header parameters to be returned as part of the response.
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{s} Response : Qutput Parameters O x

@ = @ - Editing: Response -

Header Paramaters

Name Data Type Default Value

- -

Prev Mext 0K Cancel

4. Click Next when done and you will be led to the Pagination screen.

The pagination screen allows you to set a form of pagination on the REST Response data. You can configure Cursor
Pagination for 200 OK responses to retrieve ordered data in small discrete sets, as requested. The first request returns
the records as per Page Size and a cursor field which can then be iteratively used to read the next set of records.

To learn more about pagination, click here.
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{} Response : Response Configuration | X
@ - @ - Editing: Response -

Configure Pagination

[] Enable cursor pagination

Page Size: 10 = 0

Prey Mext 0K Cancel

Enable Cursor Pagination: Selecting this is going to enable Cursor Pagination on the data payload returned.
Page Size: This determines the size of a page in cursor pagination.

5. Once that has been done, select Next and you will be led to the General Options screen.
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ﬂ Response : General Options O *
,@ - (3 Editing: Response -

Comments A

General Options
[] Clear Incoming Record Messages

[ ] Do Not Process Records with Errors
[ ] Do Not Qwverwrite Default Values with Nulls

Enable Sort Optimization

v

Next l OK Cancel

6. Click OK and the REST Response object will be configured. You can now map the fields and parameters from the
flow to the response object.

10.1. Designing an API Flow 65



Data-Services

E ] Response
B [ Body
(=] 22 root
OrderlD
ProductlD
Productlame
UnitPrice
Quantity
Discount
o ExtendedPrice a
“New Member>
] §® Responselnio
Responselrl
HitpStatusCode
HitpStatusDescripton
Content
ContemtType
ContentLength
[# ] Headers

Body: This node will show the output layout hierarchy that has been configured within the properties.

Responseinfo: Upon expansion, this node will display additional information that can be mapped to an output to be
processed further in the test-flow, after the API response has been submitted.

Headers: Expanding this node will show any headers that have been defined within the object.

This concludes the REST Response object configuration in Astera API Management.

Using the REST Request and REST Response objects in a flow

Since we have now configured the REST Request and REST Response objects, we can map them together and use them
in a flow. The API flow feeds the input Order ID to a database lookup and returns the output in the response.

The following is a use case built on ‘Order_Details’ data.
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- - n-Zoomwo%vEB_E \Do o B N
a
T . @ order Detaits &
B @ Request B [ Order_Details
E1G~ Parameters OrderD
/. OrdefD - TepeT
? ProductName Product}
E1E] Headers UnitP
T Contenttype Quant
El! Requestinfo Dis iy
RequestURL ExtendedPri
HTTPMehod
Content
ContenfType
ContentLength
RequestTime
UserName
RequestD

This concludes using the designing of an API flow.

10.2 Request Context Parameters

[5) [} Response
B[] Body
[ 5% root
OrderdD
ProdudiD
ProductMName
UnitPrice
Quantity
Discount
ExtendedPrice
<New Member=
[ & Responseinfo
# [ Headers

TrYvyvyvy

Request Context Parameters allow us to use Request Parameters anywhere within the scope of the API flow. They can
be used at any point within the flow following the Request object.

For our use case, we will look at the parameters defined in our flow.

RequestContextParameters....

- X
- w-zoomss% -[HET—EN [HQ 8 8 N
a A
==
B[] Request B [0 5QLQuery Source [ [ Expression
B Parameters & 0 Output - product_d - 2 [ RESP_200
? category_name product_d - —- product_name -— B[] Body
a Headers product_name - - model_year - B 2 root
B & Requestink brand_id /= list_price - - product_g
RequestURL category_d /] category_name -— —— product_name
HTTPMethod model_year - Requested_by -— - model_yaar
Content list_price - <New Membes - list_price
ContentType B £ GueryParams - category_name
ContentLengh $Etanlem <New Member
RequestTime SMaxlEems [(E) & Responseinfo
UserName $WhereClaise ::spg:::::’&
HitpStatusDescapion
Content
ContentType
ContentLength
B [ Headers
- T Requested by
<New Membeo
v
€ >
1. Right-click on the REST Request object and select Properties from the context menu.
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™ - “% - Zoom 83% vﬂ!-.;l

~
a8
Expression A
B0 Request [ [ Expression
B Par. " Rename - product_d - B[] RESP_200
7 category_name - — product_name - B[] Body
ﬂ Headers Pre-estimation Test - model yesr | o &8 root
) [ Requestink J= fist_price - - product_d
s RequestURL Post-estimation Test // category_name —— —— product_name
TTEM -/ Requested by - - model_year
gm,,“"'” E Resize | <New Member \ - fist_price
—— category_name
g:::::z; 113 Sorted <New Membes
RequestTime Delete Action and Reroute Maps [E) & Responssinio
UserName . :esp;onseuﬂ
ttpStatusCode
Save as Shared Action HitpStatusDescrption
o o Content
~  Source ContentType
G
Transformation 20 il‘:amc::rl:e“’|
Singleton L T Requested by
Single <New Member
Generate XML schema for layout
Exclude from Pushdown h
< >
9 Help...
Align »
X Delete
3 cut
Ea Copy
P paste
This will open a new window.
{3} Request : Input Parameters a X
@ @ - ¥ Editing: Request -
URI, Query and Header Parameters
Name Parameter Location Data Type Default Value Parameter Description Required

|30 I category_name [[# 13,1
.2

Prev

o~ TN
o 0

MNext H oK Cancel
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As you can see in the image above, we have defined a query parameter. This can be directly used as a variable further
in the API flow to design the flow logic and set values.

Following the request object, the flow uses a SOL Query Source object to read all products where the category name
matches the request parameter value. Since a SQL Query Source requires a SQL query to be defined, let’s see how we
can use the incoming query parameter in the context of the SQL query.

SQLQuerySource : SQL Query a X
@ . @ . Editing: SQLQuerySource -
1 elect * from production.products where category_id-(Select category_id from production.categories where category_name='{RestRequestContext.Parameters.category_name}') ~ i}
< >
Prev Next oK Cancel

These Context Parameters can also be used in other objects as variables. As another example, we have used them to

define expressions.

2. We will open the Properties of the Expression object.
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= Cg B— B . = -
> - x—ZoomBS%vEn E N me oh B D
a ~
@orr . RO T m
B ) Request - (2] [[] SQLQuery Source ][] Expression roperties...
) 5% Parameters B [ Output | product_d Rename
7 category_name product_d - —- product_name
] Headers product_name - r*a model_yesr 75 Preview Output
5 & Requestinbo brand_id [ ist_price )
RequestURL category_d / category_nami Preview Input .
HTTPMethod model_yex -/ Requested by . -
Contant list_price - <New Membat F €
ComentType B [ QueryParams Post-estimation Test -
ContentLangh SStarthem o o ost-estimation les er
R i SMaxiems
u::::n!lm SWhereClaise Collapse Tree Sub-nodes
- B
E Resize P | itin
113 Sorted
_’k:{ Show Lineage
Delete Action and Reroute Maps
>
Save as Shared Action
Detached v
- >

Generate XML schema for layout

Exclude from Pushdown

]

Help...

by K X
(&)
s

This will open the configuration window for the object.

3. Click on a field and open the Expression Builder. Here, all request parameters are available and can be referenced
to be used in expression functions.
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2 Expression : Layout Builder O X

~ @ - 4 Editing: Expression -

Object Layout & Expression Builder y

Name |Functions: Objects

1 pfod::| Categories: <All> v m O Expression

prod
model_|

| Search... | "'] I RestRequestContext
#-I Yariables

SAbort() )
list_prig| | SAddEvent()

SAddTrace()

Caleqon | g5 etvariable() v
< >

Reques

- O ;=W N

Help on this functior

Expression:

RestRequestContext.Parameters.category_name ~

Compile Status:  Successful .
Compile
Message:

oK Cancel

ancel

Here, you can see that we have defined Request Context Parameters using the values we had in the REST Request object.
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AU Expression : Layout Builder O X
@ PO Editing: Expression <
Object Layout
Name Data Type Input Output Variable Expression
2 product_name | String y o O
3 model_year Integer i G| %G| O
4 list_price Decimal v % U
5 category_name String v O O RestRequestContext. Parameters category_name
6 Requested_by String v O M O RestRequestContext Requestinfo.UserName
.7 v O O O
m
< >
Prev Next oK Cancel

These parameters can be used anywhere ahead in the entire API flow.

This concludes the working of the Request Context Parameters.

10.3 Configuring Sorting and Filtering in APl Flows

The Apply Query Parameter object is used to filter and sort data in an API flow in accordance with the user application.
Its location in an API flow can depend on when sorting or filtering is required in the processing of the API request.
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10.3.1 Configuring the Apply Query Parameter object

1. To start, right-click on the object and select Properties from the context menu.

& Coneprin

P fde s feeaw  aPifics Jook Pt Gt Wiedow  fovisl Dechizds  pep
FeaoHB X5 Lol ™ (wh WY

Tz =B K APFowhR

™ - u - Zoom 100% = T il .,

5 Funckon TSI
v Daia Profing
» Emsute
b DEEDESH WItE SY
v Dol Warshoum
* Servemt
G
= Publigh
T Appry Dusny Parsmier
L} nest magees
-ﬁ REST Aespoma

it setmenon Deenano
 WonSew Tass

> Taot Procwusen

The layout builder window will open.

7 ApplyQueryParam : Layout Builder

@-3 +

Fangont:
F Porview Dutput
T Pepvew ngun
Chaick Profie

Collapia e Sub-scden
5 Foue ®
i Somed
lit Snow Lneage

Duwirty Suxton and Ravasts Mgt

Sawn an Shaned Action

Geratrat KM b hirmia s Lyt
Enchass fram Puthdown

L [7

K [elete
X e
T Comy

Editing: ApplyQueryParam

Editing elements for <ApplyQueryParam>

2] ApplyQueryParam

Name Data Type Default Value

- - I

Prev Mext

OK

sdmin = @ S Consacied

B Propect bxploras K

—_—— b — = 0= |
3 & &

v I3 APProjape
w B RESTAPR
G AWl AP
Anas Connecsoms

Cancel

This is where the layout of the incoming data is going to be mapped. It can be automatically mapped from a preceding

object.
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Note: The left-side window shows the node hierarchy of the Apply Query Parameter object.

For our use case, we have a flow that fetches order items from the database for the given OrderID in the request. Now,
to allow sorting and filter operations on this response data, we will add the Apply Query Parameter object right after
the Database Lookup object and before the REST Response object.

The position of this object in a flow can depend on where it is required. It can be placed anywhere between objects in

the API flow.

Thus, our layout builder is populated according to our flow.

? ApplyQueryParam : Layout Builder

®-O 1+ V¥

Editing elements for <ApplyQueryParam>

Name

Data Type

L3 OrderlD Integer

= 1 ApplyQueryParam
Discount (Rea
ExtendedPrice
OrderlD (Integer
ProductlD (Integer
ProductName (String

Quantity (Integer

[=- T T = ¥ R - B

UnitPrice (Rea *

ProductiD
ProductName
UnitPrice
Quantity
Discount

ExtendedPrice

Integer
String
Real
Integer
Real

Real

| bt
Editing: ApplyQueryParam -
Default Value
5
~
Prev MNext 0K Cancel

2. Once done, click Next. Here, you can enable filter and sort functions on the API response data.
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? ApplyQueryParam : Apply Query Parameters O X

@ . Editing: ApplyQueryParam -

Apply Filter Parameters o

Apply Sort Parameters 0

Note: if both are checked, the incoming data is first fitered and then sorted.

Prev Mext 0K Cancel

Apply Filter Parameters: This allows users to send filter parameters of response layout fields in the request URL.
Apply Sort Parameters: This allows users to send sort_by parameter of response layout fields in the request URL.

3. Select Ok after you are done with this window and the configuration will be completed.
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BIE

- w-200mi00% - (A T=EN DO ¢ 8 N

5] ¥ parameters

/. OrdenD °0rder_DetaiIs A oAl‘P'YQ“‘“YPa”"‘ A [ [ Response

B [ Body
? Productiame ; = L] ApplyQueryParam =
] Headers _’-_ ao g:::am'b - OrderD - B g":: o
B Requestinfo ProdudD - ProduciD -— P:o:uuD
ProguctName - ProductMame % ProductName
UnitPrice - tiniirics = UnitPrice
Quantiy - Quantly = Quantity
Discount - Discount e Discount
ExtendedPrice - Extendedrrice = ExtendedPrice
<New Member> <New Members
=) B Responseinfo
Responseld
Http StatusCode
HitpStatusDescription
Content
ContenfType
ContenfLength
=) I Headers
<New Member>
< >

The Apply Query Parameter object has been configured to return responses as per the sort or filter parameters requested.

10.3.2 Applying Filter and Sort Parameters in Request

1. To further examine filter and sort functionalities, deploy the flow you have used the Apply Query Parameter object
in.

- w-Zoomiook - [ ETEN QO 8 8 N\

Response A
Reques[ A QOrder_Detnils A oApplyQueryPﬂrﬂm A

=1 ] Response
3 ] Request 3 [] Order_Details [ [] ApplyQueryPamam B [H Boay
) % parameters -_/—s OrderD [ — OrderlD - B root
[ OrderdD ProdudiD -_— ProdudD -_L._ OrderD
? ProductName Producthame - Producthiame ProducD
[ Headers UnitPrice -— UnitPrice -_Lh-j Producitiame
B8 Requestinfo Quantiy | —— Quantiy -_L.. UnitPrice
Dis count [ Discount -_L.. Quantity
ExtendedFice - ExtendedPrice - Discount
<New Member= E:en :::ﬁb?
<New Member>
& Responselnfo
[ Headers
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2. To deploy the API flow, select the third option from the right, on the designer toolbar

(3o}

= -zomin - ] E@ TS BN [ ©

a
Rasponse A
oy

[ [ Response
T B[] Order_Detain [ [] ApplyQueryPamam B} Body
S Persmeters -_/_’ S - OrderiD [ 52 root
b oo FEe - ProdudiD -_L“ OrderD
? ProductName Producthame | =l e -_L. i
K3 Houdors i e UnitPrice -L.' ProductName
B Requestinfo Quantly | =l i - Frodut
2k e Discount % Quantity
ExtendedPrice - ExtendedPrice -_L.. Discount ‘
<New Member= ExtendedPrice

<New Member>
& Responselnfo
n Headers

This will open a new screen,
3. Provide the Deployment Name and the Config File Path, if any, and click Ok.

Generate Test Flow for API: Selecting this option will generate a flow to execute a test request for the API in run-time,
to use after deployment.

2" Deployment

X
Method: m
Resource: Orderltems/{OrderlD}
Deployment Name: |RE5TDepI oyment] |
Example URL: |HTTPS:\\LOCALHOST:Q.ZEVEPUpubIishing!Orderitems/{OrdeﬂD}?PmductName:<String> |EEh
Config File Path: | |
[ Generate Test Flow for API
OK Cancel
4. Once done, you can open the generated test flow from the job progress window.
Job Progress ~ax
2- Deploying Deployment123 abx
OH*QAD Ko

» VMQAS01:9261 2 : 8/18/2022 5:05:33 PM: Verfying curent document for the deployment

6 VMQA501:3261
7 VMQA501:9261

8/18/2022 5:05:33 PM: Creating temporary file for deployment

8/18/2022 5:05:33 PM: Building project archive (*.car) file for the deployment
12 VMQA501:9261
13 VMQAS01S261
15 VMQAS01:9261
16 VMQA501:9261

21 wassorszs1

8/18/2022 5:05:39 PM: Deploying REST APl endpoint URL = HTTPS.//LOCALHOST.9261/api/publishing/Orderktems /{Order| D) ?Product Name=<String> for deployment Deployment 123"
8/18/2022 5:05:39 PM: The deployment has been successfully completed.

8/18/2022 5:05:39 PM: Active AP| [Sync] [GET] Orderkems/{OrderiD) retrieved from deploymert *Deployment 123" to generate Testflow.

8/18/2022 5:05:39 PM: Generating Testflow for deployed AP flow [Sync] [GET] Orderkems/{OrderD).

[N} ISRV

8/18/2022 5:05:43 PM: Testflow generated successfully. file .//C\Users\usman gasim\OneDrive %.20-%.
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Note: Since the test flow was generated during the deployment, it already has a REST Connection, and REST Client

auto-populated with the request configuration.

e Homaux - @ E 8\ DO X

0 REST Connection

eAm Flow

5. Right-click on the REST Client object and select Properties from the context menu.

[y API Flow : REST Client

®© @-
Shared Connection: |IB'I'C¢IH:I'I||
https://VMQA446:9261/api/publishing
REST Request
HTTP Method: | Get v
Resource: Orders/{OrderlD}
Content Type: |applicaﬁonfpon v

Editing: API Flow -

| pev | Nea || 0K | Cancel |

6. Click Next and you will be led to the Parameters screen.
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@ . @ . Editing: API Flow e
This kst is driven from the resource URL. Any parameters within '{J" will be dizplayed here.
Override Inherited Parameter « Name Parameter Key Inherited Parameter Parameter Location Data Type Format Default Value
k1 _ filterDiscount  Discount{gt] No Query ' String = ¥15
2 OJ sort_by No Query ~  String b ~ | UnitPrice-asc
3 O] OrderlD No URI * | String e V|3
.d n v v ~
Prev Next OK Cancel

Here, you can use the sort_by parameter or the filter parameters, with the appropriate syntax, to obtain accurate data.

To sort the response data, we can define the query parameter ‘sort_by’. This parameter takes comma-separated values
for multiple fields that need to be sorted. The syntax for each sort is as follows:

FieldName - SortOrder - Where the sort order can either be asc for ascending or desc for descending.

For example, a sort value as UnitPrice-asc, ProductName-desc would first sort the data by Unit Price in ascending order,
then apply a second sort by Product Name in descending order.

FieldName [Operator] - To add a filter on any of the response fields, you can define a query parameter with this syntax.
The supported operators include,

* Equals to—eq

* Not equal to — neq

* Greater than — gt

* Greater than or equals to — gte
e Less than -1t

* Less than or equals to - Ite

For example, to apply a filter on discount, we have defined a query parameter Discount[gt] as the parameter key and
5 as the value for this filter, implying to only show discount records greater than 5 in the response data. Additionally,
more such filter parameters can also be added for other response fields.

Note: This parameter name is defined as a Parameter Key because the name consists of special characters [] which are
not allowed in the Name column. Parameter Key is used instead of Name in the actual API request.

7. Click Ok.
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= ] AP1 Flow
= £ Input
[5) 7] Headers
“New Member>
[E) K* Parameters
[. OrderD
? sort_by
? firerDiscount
“New Member>
E £ Output
5 & Responseinfo
ResponselUd
HttpStatus Code
HitpStatus Descripton
Content
ContentType
ContentLength
i: Headers
Body

The parameters have been added.

8. Next, right-click on the REST Client object and select Preview Output to make an API call with the defined param-
eters.

Object Path

Object Path
=] Cutput

Object Path ResponseUrl HttpStatusCode HittpStatusDescription Content ContentType Contentlength
Responselnfo hitps://vmqa301: 200 oK { spplication/json 235

Object Path
Body
The status code “200° shows that the API call was made successfully.

This concludes the usage of the Apply Query Parameter object after deployment, within an test flow.

10.4 Enable Pagination

You can configure an API flow to paginate response data from the REST Response object.

Pagination is a process that is used to divide large data into smaller discrete pages, thus allowing for less clutter and
better readability. It also means that server request processing will be faster as a small subset is to be returned. Hence,
improving the overall API performance and readability.

For our use case, we have an API flow that is configured to retrieve a collection of order items using a database lookup
along with filter and sort functionalities enabled. Now, let us see how pagination can be configured in this flow.
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@ Request A

(= ] Request
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/. OrderD J
? ProductName
) Headers
B8 Requestinfo

=] [] Order_Details

OrderdD
ProduciD
ProductName
UnitPrice
Quantity
Discount
ExtendedPrice

rrrrYY
RRRRER]

NEO & & N\

©order Details &

o ApplyQueryParam A

= ] ApplyQueryPaam

OrderD
ProduciD
ProductName
UnitPrice
Quantity
Discount
ExtendedPrice
<New Member=

s

[ ] Response

G Body
[ &% root

OrderD
ProduciD
ProductName
UnitPrice
Quantity
Discount
ExtendedPrice
<New Member=

& Responseinfo

[ Headers

1. Right-click on the REST Response object and select Properties from the context menu.
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gt "YrvYrv vy

Search...

[= ] Response
= [ Body
2% root
OrderD
Produdil

e

Product? ;ﬁ‘

UnitPrice {

Quantity
Discount
Extende:
=Mew Me
&' Responsel
[ Headers

1
-

=
1z

)

u",“§< x

Rename

Rename to Match HTTPS Status
Preview Qutput

Preview Input

Preview Raw Response

Quick Profile

Pre-estimation Test
Post-estimation Test

Collapse Tree Sub-nodes

Resize

Sorted

Delete Action and Reroute Maps
Save as Shared Action

Singleton

Generate XML schema for layout
Help...

Align

Delete

Cut

Copy

This will open the Properties window.
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ﬁ Response : Output Configuration O X

@ . Editing: Response >

Response Configuration

HTTP Status Code: 200 OK w

Response Layout

Mapped Content Layout @ Custom Layout @
ep ! Y

Content Type: application/json "l

Published Description: | <<This description will be included in the auto-generated OpenAPI
specification for deployed APls > >

Prev Mext QK Cancel

2. Click Next until you reach the Response Configuration window.

This is where you can set up pagination options to better structure the response data fetched for a successful 200-OK
request.
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{:} Response : Response Configuration | X

@ - @ - Editing: Response -

Configure Pagination

Enable cursor pagination

Page Size: 10 = O

-

MNext 0K Cancel

Enable Cursor Pagination: Checking this box lets the incoming data be paginated by a cursor. Cursor-based pagination
works by returning a pointer to the last item in the dataset page, using which the client can make successive requests to
read the next set of records iteratively. Once all records have been read, the cursor value becomes null, thus indicating
that no more records are left to be read.

Page Size: This counter determines the number of records returned in a single requested page.

3. Click OK and the REST Response object will be configured in accordance with the cursor pagination and page size.
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- zeomioox - [l ETEN DO o8 B N

R " Ihsponu A
Qo

[ Request [ L] Order_Details [ [] ApplyQueryPamm B[ Body
[E) &8 Parameters -_/_.— OrderD - OrderD -—L_,, = &% root
/. OrdedD ProduciD - - ProdudiD -—L_-, OrderD
? ProductName ProductMame - > Productame -—L_._ ProductD
) Headers UnitPrice = - UnitPrice -_L— Producthame
& Requestinfo Quantity -— Quantiy - UnitPrice
Discount - Discount -—L—b Quantly
ExtendedPrice - ExtendedPrice -—L., :350'; thn
endedPrice

<New Member=
<MNew Member>

i Responseinfo
[} Headers

Note: Any request made to this endpoint will return the first n (page size) records along with a ‘cursor’ field in the
response payload. This cursor field can then be reiterated in the next request as a Query Parameter named ‘Cursor’ to
fetch the next n (page size) records.

At runtime, these paginated calls are cached at the server. To learn more about it, click here.

10.5 Asynchronous API Request

In Astera API Management, we can process an API request either synchronously or asynchronously.

In Synchronous execution, the response to the API call does not return until the process has been completed or there
has been an error.

In Asynchronous execution, the response to the API call is returned immediately with a polling URL while the request
continues to be processed.

To check the functionality of such execution, we have created an API flow that will process the request Asynchronously.
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10.5.1 Processing an API Request Asynchronously

For our use case, we are deploying an API flow, which calls another 3rd party API and may take long to respond.

Async01.API

.- - vaoomlw%vEEE—E_\ mo 8 BN

a [ o J
Breerenn
5[] Request I—————— (=] [[] Find_pet_by_ID

& Parameters # E nput

[# ] Headers 5] # Output |

B Requestinfo Responseinfo

B[l Body

B root
id -
name |

Yy

Ty

[E L] Response
B[ Body
2 B root
id
name
status
<New Member=
B3 category
id
name
<New Member=

1. To enable Asynchronous execution, right-click on the Request object and select Properties from the context menu.
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S A Properties...

1 B Request Rename
5E Parameters :
[ Headers /0 Preview Output by

Requestinfo
1 Req /5 Preview Input

m Preview Raw Request

pon!
Quick Profile y
B B 1ot
Post-estimation Test ime
o o Collapse Tree Sub-nodes
E Resize »
113 Sorted

Save as Shared Action

Source

v  Transformation

Generate XML schema for layout

Exclude from Pushdown

)

Help...

Align b
Delete

Cut

Copy

Pt K X

This will open the Properties window.
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ﬁ Request : Input Parameters O X

@ - ¥ Editing: Request -
URI, Query and Header Parameters
Name Parameter Location Data Type Default Value Parameter Description Required

- - - I N

Prev MNext oK Cancel

2. Click Next and you will be led to the API Configuration screen.

By default, the synchronous option has been selected,
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ﬁ Request : APl Configuration | X
@ . @ . Editing: Request <
HTTP Method: Get o
Resource: ‘!pet
Example URL: lHTI'PS:HLOCALHOST:9263./apinuinshingfpct’{petld} ‘ G
Published Description: | Find /pet by petid lE
Request Info Fields
[] Show Advanced Fields
[] Show User Context Fields
Request Processing Type
1 Synchronous
[ Asynchronous
Prev Next oK Cancel

After we select the Asynchronous checkbox, the API controller path in the Example URL also changes to ‘publishin-
gAsync’.
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ﬁ- Request : APl Configuration O b4
@ - @ - Editing: Request -
HTTP Method: Get
Resource: ‘;’pet
Example URL: JHTTPS://LOCALHOST:9263/api/ publishingAsync/pet/{petld}] S
Published Description: | Find /pet by petld Qf
Request Info Fields
[[] show Advanced Fields
[J Show User Context Fields
Request Processing Type
[ Synchronous
1 Asynchronous
Prev Next oK Cancel

If we plan to deploy both processing types, the Example URL just shows the Synchronous API example,
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ﬁ Request : APl Configuration | X
@ . @ . Editing: Request i
HTTP Method: |Get v
Resource: |i’pet
Example URL: [HTTPS://LOCALHOST:9263/api/ publishing/pet/{petid} | [&]
Published Description: | Find /pet by petld [z‘
Request Info Fields
[] Show Advanced Fields
[ Show User Context Fields
Request Processing Type
M Synchronous
i Asynchronous
Prev Next 0K Cancel

3. Click OK and deploy this flow through the option present in the API flow toolbar.

Async01.API - X

- - thoom1m%vE:§:\ Ee aﬁ o,

8
m 0 0 [
B

([ Request ERL
esponse
EE :ammer:er! % Responselnfo B[] Body
eade B[] Body EE root
[#] B Requestinfo B root P id
id - =y name o
name - B status
status - <New Member=
B category [E [ category
id -—\: — - id
\- name
<New Member=
o ] o

This will open a new window where the deployment name can be defined.
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gﬁ API Deployment

Method: n

Resource: pet/{petid}
Deployment Name: |MyPetService| |
Example URL: HTTPS://LOCALHOST:9263/api/ publishing/ pet/{petid} | Bg
Config File Path: | |
[[] Generate Test Flow for API

0K Cancel

4. Once the deployment has been created, you can view it in the Server Browser.

As you can see, the GET endpoint icon here represents Asynchronous processing,

Server Browser

Y o O =&
HTTPS://LOCALHOST:9263

Search...

W Default View

> & Security
v [# MyPetService
= pet/{petid)

If we had selected both processing types, the endpoints would have looked like this,

Server Browser

B— s

Y oo Do QO

HTTPS://LOCALHOST:9263

Search...

W Default View

> ok Security

v [#] MyPetService
w pet/{petid)
= pet/{petid)
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To show each of the steps associated with Asynchronous API requests, we will be using the Postman API Client to
execute a request on the deployed Astera API.

5. Open your Postman Client, create a new collection and add a new request to it.
+ ? [=0=1-]

v Centerprise APIs

GET PetStore

We have named our first request as ‘PetStore’

6. Select the appropriate method and enter the API URL copied from the API Browser,

Server Browser 1 x
(=] ~ B—
Y T e _:b <
HTTPS://LOCALHOST:9263

Search..

YW Default View
& Security
v [A MyPetService

s, pet/{petl _'zTé.l Copy URL to Clipboard

=] Show Runtime Trace

o Deactivate
F!= Do not Require Authentication

We can see the respective Postman request below,
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GET PetStore + e

APls | PetStore

GET v HTTPS://LOCALHOST:9263/apifpublishingAsync/pet/{petid}

Params Authorization ® Headers (7) Body Pre-request Script Tests

Type Bearer.. Token

The authorization header will be

automatically generated when you

send the request.
Learn more about authorization 2

Response

7. Click on Send.

It shows us that the request was accepted.
GET PetStore [ + ooe

APls | PetStore

GET v HFTPS:ULOCALHOST:Q263/3pi/pub\ish'\ngAsync/peU(pel\d}

Params Authorization @ Headers (7) Body Pre-request Script Tests Settings

Query Params
KEY VALUE

Key Value

Body Cookies Headers (7) Test Results

Pretty Raw Preview Visualize Text =

1  Request Accepted.

Settings

No Environment ~ F(f)
v ow a= B
Send ¥ =

Cookies o>

eyJhbGciOiJIUzITNilsInRScCIBIkpXVCJ9.ey.

No Environment

[@) save ~

DESCRIPTION

€ Status: 202 Accepted  Time: 243 ms  Size: 2618

Cookies

oo Bulk Edit

Save Response v

o Q

We have received a location response header and this parameter contains the successive status API’s URL that can be

used to inspect the API request’s processing status.
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GET PetStore o + oo

APls | PetStore

GET v HTTPS://LOCALHOST:9263/api/publishingAsync/pet/{petid}

Params Authorization @ Headers (7) Body Pre-request Script Tests

Query Params
KEY VALUE

Key

Body Cookies Headers (7) TestResults
KEY
Content-Type
Date
Server
Content-Encoding
Location
Transfer-Encoding

Vary

No Environment v

[3) Save ~ oo Z B

Settings Cookies

DESCRIPTION eee  Bulk Edit

@;’5 Status: 202 Accepted Time: 243 ms  Size: 261B Save Response v
VALUE
text/plain; charset=utf-8

Tue, 18 Oct 2022 06:52:08 GMT

e © ©

Kestrel

@ br

@I https://VMQA501:9263/api/Async/Status/3 I

@ chunked

@ Accept-Encoding

8. Next, send a follow-up request to the status API URL received in the location header.

GET Status e + e
APls | Status
GET v https://VMQAS501:9263/api/Async/Status/3
Params Authorization @ Headers (7) Body Pre-request Script Tests

Query Params
KEY VALUE

Key

No Environment v

[@) Save v eoe Z B

Settings Cookies

DESCRIPTION oo Bulk Edit

Description

9. Click Send and you will be able to view the status of the API call in the response body.
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GET Status ] 4+ cee
Status
GET v https://VMQA501:9263/api/Async/Status/3
Params Authorization @ Headers (7) Body Pre-request Script Tests

Query Params

KEY VALUE

Body Cookies Headers (8) TestResults

Pretty Raw Preview Visualize JSON =

"Status": "Completed"

W

‘Status: Completed’ means that the request we sent was completed.

Apart from this, the other status possibilities are,

Running: The request is still being processed.

Settings

Error: The request processing has encountered an error.

Unknown: The request for the given ID was not found or purged.

No Environment v

[@) save ~ as0 V4

Send v

Cookies

DESCRIPTION eee  Bulk Edit

@ Status: 200 OK Time: 71ms Size: 302B  Save Response v

@ Q

10. The location response header received with a ‘Completed’ status API call is then used to make the successive API

call to retrieve the API results.
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GET Status e + e Mo Environment ~
APIs | Status ) save ~  ow Ve S
GET ~  https://VMQA501:9263/api/Async/Status/3 Send ~
Params Authorization @ Headers (7) Body Pre-request Script Tests Settings Cookies

Query Params

KEY VALUE DESCRIPTION oee  Bulk Edit
Body Cookies Headers (8) Test Results @‘A Status: 200 OK  Time: 71 ms Size: 302 B Save Response v

KEY VALUE

Content-Type @ applicationfjson

Date @ Tue, 18 Oct 2022 06:58:45 GMT

Server @ Kestrel

Content-Encoding @ br

Location @l https://VMQASQ1:02623/api/Async/Result/2 |

Transfer-Encoding @ chunked

Vary @ Accept-Encoding

Strict-Transport-Security @ max-age=2592000

11. Make a request to this result API to see the actual API response processed.

GET v https://VMQA501:9263/api/Async/Result/3 Send ~

Params Authorization @ Headers (7) Body Pre-request Script Tests Settings Cookies

Query Params

KEY VALUE DESCRIPTION eac  Bulk Edit

Body Cookies Headers (7) Test Results @ Status: 200 OK Time: 32 ms Size: 325 B Save Response v

Pretty Raw Preview Visualize JSON  ~ = [a] Q

"id": 1,
"name": "doggy",
"status": "available",
“category": {

"id": 5,

"name": "size"
i,
"photourls": [1,
“tags": []

[ I R A

o
@
=)

—

The result of an Asynchronous request is preserved for a duration of 24 hours after which it is purged/removed.

As you can see, after 24 hours, the status becomes ‘Unknown’ and the Status/Result APIs return a ‘404 Not Found’
response.
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GET Result o +

Result # &

GET v https://VMQA501:9263/api/Async/Result/3

Params Authorization @ Headers (7)

Query Params

KEY

Body Cookies Headers (5) Test Results

Pretty Raw Preview Visualize

Body Pre-request Script Tests Settings

VALUE

Text ~ =

No Environment v
[B) save v ooe Vi
Send ~
Cookies
DESCRIPTION oo Bulk Edit

@ Status: 404 Not Found Time: 16 ms Size: 280 B Save Response v

@ Q

1 (404) Not Found: The resource you are trying to access was not found, please provide correct parameters and body.

10.5.2 Callback URL

Attaching a Callback URL in an Async request allows the API client to get the response at the server specified in the
URL, rather than polling for a response at various intervals.

The Callback URL’s functionality is implemented for the Asynchronous API Requests. A query parameter called call-
backUrl defining the URL of the listening server is required in the Asynchronous request. Once the request is sent to
the Astera server, it stores this call-back URL and periodically checks for the availability of the response. When the
status is “completed” i.e., when the response is available, the Server sends it to the address that was specified in the

URL.

The visual representation of the process will look like this,

1. Callback URL to the Listening Server,

Client

4

Listening Server
<host>

Result APl Request

-

Async Response Returned

Centerprise
Server
[aee ] Loop Conditionto
[+ ] Check Request
w Statusuntilitis

"Completed”.
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2. Callback URL to the Local Host,

Client | Centerprise

<host> i Server
: [eee ] Loop Conditionto
D = Check Request
“ Status until it is
L "
— — “Completed”.

Result APl Request

Async Response Returned

Let us consider such a use-case in which a callback URL query parameter with the value “http::” is defined in the
Asynchronous request.

It is necessary to encode the callback URL. After that the request will look something like this,

Agync/TestProcessonmbetwesn

PUT fpublishingAsync TestProcessarfinbetweenjasync FealbackUrls http RIAK ZFE 2FVMOAA 2 1R IAID00% ZF m

Params & il 31 o j iy @ Pre-re Tests @ Cookies

KEY VALLIE DESCRIPTION ] Buik Edit

Once the request is sent, the Astera server checks if the Status of the request is completed or not, and when it is, the
response is sent, and it can be seen at the specified destination address.

Note: We have created a listening server at our end using the JavaScript Code. Its purpose was to continuously send
requests till it receives the status response from the Astera Server and display its headers parameters on the terminal
screen.

Now, the returned Result API’s URL in the Location header parameter can be used to retrieve the response body of the
initial Asynchronous call.

This concludes the article on Asynchronous API Request Execution and Callback URL with respect to Astera API
Management.
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10.6 Multiple Responses Using Conditional Route

An API flow can be conditioned to return a different response as per the designed flow. The server could return a
successful response for a valid request or return a missing parameter response for an incomplete request.

To define an API with multiple responses, we have mapped two REST Response objects through a Route Transformation
object conditioned on the request received. The Route conditions should be defined to take care of routing all the
incoming data to either of the two responses at a time, avoiding any unexpected responses due to race conditions.

[ Rou i - 1
O e

- First_Name B [0 RESP_200
- Last_Name B[ eegy
8 - Emal_Adirass B8 roct
—- Mobsg_phonz numbar - First_Name
- Wabgia ) Emal_Ad¥rass a
B [ Requost B [l DBLockp i Naw Mampas - Motila_phona_numbar
[E) 5 Paramstars Firgt Name = B [ Founa - Comgany
/. =mal i -L Last_Name - Frst_Name - —- Vianee
<Naw Mambas Emall_Address - Last Name - Naw Mambes
[ [ Haadars Mabiis_phone_number - Eman_Address - B & Responsainto
& Requestini Camgany - Matse_prons_numoer e ) Headers
Watens - Comgany =
Wansia - o o o
B ) Detault
: N\ _CZz==n
B [ RESP_204NoContat
c 0 B sovy
B [ constantvaie B0 root
Value SSTgEr WahEgTa, ouupouﬂm A - Erorlesse
Addtonainio
B [ ReeponseTeaxt <Naw Mamba>
ResponsaTax -

[E & Reaponssinic
=Naw Mamba=- E [ Heagers

Since there is no data flowing for a ‘No Content’ response, such responses can be controlled using Anchor Maps. These
are mapped with the Route Transformation outgoing node for the respective rule.

To create an anchor map, press the icon on the API flow toolbar and create a map from the UnderProcess rule node of
the Route Transformation to the ‘Resp_200_02" Response object.

This concludes the working of multiple responses in an API flow.

10.7 Workflow Tasks in an API Flow

An API flow orchestration allows the usage of various workflow tasks. These include tasks like Send Mail, System File
Actions, Run Exe Programs, Run Flow tasks, FTP tasks, etc, which can be utilized in accordance with the API action.

Inside the toolbox, the Workflow Tasks tab lists all the available tasks that can be used when designing an API flow.
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API1LAPI

L1k

- - nvZonm‘[m%vEﬁE_E_\ i-—

Request

1 [] Request

[ F® parameters
[ £ Headers
[® 8 Requestinfo

Q% A

= ] Response
3 [{ Body
[# ¥ Responseinfo
[® ] Headers

For our use case, we have designed an API flow for the ‘Get Product by name’ endpoint.

WF_Tasks.AP|

™ - "9 - Zoom 86% vEEE—E \mo ﬁ:’, a—-:\’

B £ Request 5[] DELookup
() [ Parameters ProductiD
[ [ Headers ProductName
B Requestinio SuppiierD
B [{] Body CatagoryD
B0 reet QuantityPerUnit
- ProductName UndPrice
<New Member> UnitsInStock
UnitsOnOrder
ReorderLeval
Discontinuad
a

3 [ ConstantValue
Value Alice Mutton L

l!lll!lll

SE22RAREE

B [ Route

B g nput
Product/D
ProductName
SupplieriD
CategorylD
QuantityPerUnit
UnitPrice
UnitsInStock
UnitsOnOrder
Reorderlevel
Discontinued
<New Member>

(@ [ InStock

[ Default

B [ ConfirmationMail
B0 Input
B[ Cutput
Status
EmorMessage
EmorStack

CompletedSuccessfuly  m—

-/—- B [0 ltemNotAvailable
@ B input
3 B output
Status
ErrcrMlessage
ErrorStack

CompletedSuccessfuly =

[ [] Response
B [{ Body
& B root

| OrderPlaced

- EmailSent

<New Member>
[ & Responseinio

[ [ Headers

@Rﬂponu1 'y

[ [ Response1
B[] Body
B0 reot
OrderPlaced

EmailSent

=New Member>
& §® Responseinio
@ [ Headers

As you can see in the flow above, two Send Mail workflow tasks have been used. Once a request is received with the
product name, it is sent as an input to the Database Lookup object to fetch a matching record. It is then passed through
a Route Transformation which routes the data to send a confirmation mail for a successful match or a ‘Not Found’ mail

notification otherwise.

The user will either receive a mail that says the item is available or a mail that states that the item is unavailable, and

10.7. Workflow Tasks in an API Flow
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the API will return the respective responses.

Note: If no data mappings are available to orchestrate the flow, as in this case when using a Send Mail object, the user
can make use of Anchor Maps to control the flow.

To learn more about how Anchor Maps are used, please refer to the respective document here.

Similarly, here is another way we have used workflow tasks within an API flow,

APIFlow.API - X

e~ -w-20m8% -[EETSEN EHQ 8 82 N

a
: B [ Response
Ri t A [ [ ConfirmationMal =
B e e

[ Constantvaiue

Alice Mtk B [ Request ] RunDatahow B0 Output
Value Alice Mutin - @ B For EIEJ Lot P & ::1::::
@ £ Headers SJobFieFa o | <New Membes
@ [ Requestnio @ [ Output Erertak ‘ 2 Responseinio
Eg]nﬂﬂﬂf CompletedSuccesshly = B0 Nn::s
root
- ProductName
New Member

i O Oromone 4
ItemNotAvailable
EIU — E) [ Responset
B0 Output S
Stans ol b
S R OrderPlaced
iy - EmailSent
<New Membes>
CompletedSuccesshly W 2 Responseinia
[0 Headers

Instead of using the DB Lookup and Route Transformation object, the entire process has been replaced with a Run
Dataflow object that can run any ETL pipeline.

The dataflow which will be triggered in the API is doing the same work as the previous API flow. However, it is now
less cluttered.

This concludes the functionality of Workflow tasks in an API flow.
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10.8 Enable File Download-Upload Through APls

Users can utilize APIs to upload and download files to and from the Astera API Management server.

1. Head to the Server Explorer, right-click on the cluster node, and select Server Profiles from the context menu.

Server Explorer vax
Configwe- O P FEE R BB ¥ ¢

v [ Server Connections

v @B DEFAU' T
@ HT == Job Monitor

—s Delete Stale Jobs
T Job Schedules
= Deployment
+  Data Model Deployments
[-!il Browse ADM Databases
Realtime Events Monitor

== Realtime Jobs

» Logout
i Change Password
‘_I?L User List
%, RolelList
a. Serverlog
B Cluster Monitor
B Cluster Settings
IE Server Profiles I

[: . Client Certificates

Project Explorer Server Explorer

This will open a new window.
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Server Profiles - X
DEFAULT Editing Server Profile <DEFAULT>
Profile Settings  Publishing Settings
Mame DEFAULT
ax Concurrent Jobs 5 =
Event Seve Info v
eYver eve e e e e e e eve
Active Components [] Lineage Manager ~
[J Connections
[ Analytics
= Al
b1 Agent

] Authorization

4] Virtual Data Model

[ Db Agent

4] Portal Manager

(A Client Health Manager

[~] Preview Job Manager

B4 In Proc Job Manager

[ Config Ui Support v

2. Create a new profile by clicking on the following icon,
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Server Profiles - X

RIX &

Editing Server Profile <DEFAULT>
Profile Settings  Publishing Settings

MName DEFAULT

[ 3

Concurrent Jobs 5

4

Event Severit Info

arver everis ae e et hased o e e of severh

Active yonents [] Lineage Manager ~
[J Connections
[ Analytics
2 Al
b1 Agent
[ Authorization
[~ Virtual Data Model
[ Db Agent
[ Portal Manager
(A Client Health Manager
[~] Preview Job Manager
B4 In Proc Job Manager
[ Config Ui Support v

3. Once the new profile is created, select the Publishing Settings tab,
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Server Profiles - X

Editing Server Profile <ServerProfile2>

DEFAULT Profile Settings Publishing Settings
-
API Runtime Caching Policy
Max Concurrent AP| Pipelines: 100 %|
Non-Paginated Pipeline Cache Capacity : 500 ;‘
Non-paginated APl Cache Time-to-Live(ms): 30000 ;
Paginated Pipeline Cache Capacity: 500 ;
Paginated AP| Cache Time-to-Live(ms): 8000 i‘
APl Runtime Logging and Tracing
Request Validator Logs: :Info v
Processor Logs: :Info v|
Purge Event Logs After: ﬁ Day(s)
API File Server Configration
[] Enable File Uploads
[ Enable File Downloads o

4. Go to the API File Server Configuration section. Here, we can configure the file action functionalities.
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Server Profiles - X

B XH
Editing Server Profile <ServerProfile2>

DEFAULT Profile Settings Publishing Settings

AP IS LUYYinng and inasiny

e
Request Validator Logs: Info ~
Processor Logs: Info e
Purge Event Logs After: 60 = Day(s)

API File Server Configration

[[] Enable File Uploads
P

[C] Enable File Downloads

File Expiration Time: 10 = Hour(s)

Server File Directory:

Service Type Configration
[] Actasa Relay Server for Agent

Configure Agent

Server Name: [ ‘

Server UR: l ‘

Enable File Uploads: Selecting this checkbox will let the user upload files onto the specified server directory.
Enable File Downloads: Selecting this checkbox will let the user download files from the server.

File Expiration Time: This counter determines how long the file will be kept in the Server File Directory before it is
automatically removed.

Server File Directory: This is where the file path will be given to the Server File Directory. All the file uploads will be
saved here, which can also be downloaded.

Note: We can download a file from anywhere on the server as long as that location is accessible by the server using
the Download Path Generator object.

5. Select both checkboxes and provide a file path.

Note: The Server File Directory file path can be at any location that is accessible by the Astera server, be it on local or
remote.
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Server Profiles - X

B XH

ServerProfile2 Editing Server Profile <ServerProfile2>
DEFAULT Profile Settings Publishing Settings

ST IS LUY LYY gl oy

Request Validator Logs: .Info !
Processor Logs: . Info v

Purge Event Logs After: ﬁ Day(s)
API File Server Configration

[4] Enable File Uploads

[ Enable File Downloads

File Expiration Time: 10 }% Hour(s)

Server File Directory: WOneDrive - Astera Software\Desktop\Server File Directon ‘

c\Users\usman.qgasim\OneD...\Server File Directory

Service Type Configration
[] Act as a Relay Server for Agent

Configure Agent

Server Name: [ l

Server URI: [ l

6. Once done, save the changes to the server profile.
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Server Profiles - X

Editing Server Profile <ServerProfile2>

DEFAULT Profile Settings Publishing Settings

FAC UL LUY Yy ol nasiny

Request Validator Logs: :Info Sl
Processor Logs: :Info il

Purge Event Logs After: ﬁ Day(s)
API File Server Configration

[ Enable File Uploads

] Enable File Downloads

File Expiration Time: 10 I% Hour(s)

Server File Directory: WOneDrive - Astera Software\Desktop\Server File Directon ‘

c\Users\usman.qgasim\OneD...\Server File Directory

Service Type Configration
[] Act as a Relay Server for Agent

Configure Agent

Server Name: [ l

Server URI: [ l

7. Next, right-click on the Server URL node in the Server Explorer and select Server Properties from the context menu.

10.8. Enable File Download-Upload Through APIs 109



Data-Services

Server Explorer

Configure~ ¥ £ = ’
v [ Server Connections
v iﬂ DEFAULT
(] HTTPS://LOCALHOST:9263

IE“ Server Properties I

| Manage Server License

Manage Client Activation
Show Server Information

Get Server Access Token

Get Centerprise Server AP| Path
Generate Diagnostics File

VErFE W

Generate Lineage and Impact

-
'5’:'-
-

This will open the Server Properties window.
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Server Connection Propertie... - X

Server Connection Properties

Cluster DB Info: Provider:SqlServer; ServerLOCALHOST; Database:CPRepo; User:sa;

Profile: DEFAULT v

Server Temporary File Directory (Use a high-performance local drive path)
Path:

Diagnostic Options
[] Track DB connections
[ Track file streams

Purge Options
Purge Window

Purge Chunk Size 10000 o] Start Hour [0 =

Purge Timeout (Seconds) 600 li End Hour 24 ’;

] Turn On Instrumentation

(This negatively affects the performance of the server and should only be used when instructed by Astera support)

Certificate Settings
File Path: | |

Password: l l

8. Select the Profile that you have just configured and save it.
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Server Connection Propertie... - X

Server Connection Properties

Cluster DB Info: Provider5qlServer; Server:LOCALHOST; Database:CPRepo; Usersa;

Profile: ServerProfile2 v

Server Temporary File Directory (Use 2 high-performance local drive path)
Path:

Diagnostic Options
[] Track DB connections
[ Track file streams
Purge Options
Purge Window
Purge Chunk Size 10000 = Start Hour 0

Purge Timeout (Seconds) 600 = End Hour 24

a4

[C] Turn On Instrumentation

(This negatively affects the performance of the server and showuld only be used when instructed by Astera support)

Certificate Settings
File Path: | |

Password: l ‘

File upload and download functionalities have now been enabled with this profile on the server.

10.8.1 Enable Download-Upload for Non-Admin/Non-Root Users

For a non-admin or a non-root user, we must go to the user roles and enable the Upload Download File APIs option,
otherwise, the user cannot proceed with the upload document.

1. Right-click on a non-root role and select Edit Role Resources from the context menu,
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Server Browser X

B E
Y- -io:o O -
HTTPS://ASTWKS241:9263

Search...

W Default View

v o Security

. & User

v 2% Roles
« ROOT

®  Edit Role Resources
&8 Create Copy Of this Role

oP

€e Lo

_... Delete Role

This will open a new window.
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.,
Y = ’:} t.-o :E Resources All ~ Permission All - Search |5 *ﬁ
Assigned Role Permission
Search...
URL Description Method Permission ~
28 an )
Edit =
> CJurk// Wind res|
Cmd://
’ D " Context ﬂ
View res|
Browser u
Output Control =
Flow ﬂ
Lineage n
ScheduleFile VES
Dataflow ﬂ
SharedAction m
Workflow n
Project/Project... E
Project/Project. .. =
ProaiectPraisct (ves] v
2. Expand the Url node and select the files node under api to enable download-upload,
Edit Resources of DEVELOPER - X
B— - -
Y- < M‘D a5 Resources All ~ Permission All - Search o9 £
Assigned Role Permission
Search...
URL Description Method Permission ~
a8 an
=l Project/Project... =
v Lurks Project/Project... n
v api
Dlep ProjectProject.. =
» [:lauth
Project/Project... E
> Dacccunt
s [Jadm Project/Project... u
» [JOData Project/Project... =
» [JRunRscript Project/Project... E
» DGEIRF'ngrr::i Project/Project... E
» [JRunPyscript Project/Project... =
GetPyP 33
> [1GetPyProgre Project/Project... E
> []GetRModelHeaders
[Jab Project/Project... ﬂ
>
v files Project/Project... ﬂ
v E{path) File u
[ Get QueryEditor/Qu... =
fAPost QueryEditor =
> [Cplots Formats =
> OAsync apilServerinfol.. s
> [Jpublishing _ )
o » apiffiles/{path}  Urllapiffilesi{p... GET “
» [JpublishingAsync
apiffiles Url:iapiffiles?... POST ﬂ
s [license v
<
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10.8.2 Uploading a File

For our use case, we will be using the Postman API Client from another remote machine.

1. Add a new request to your Postman collection by right-clicking on the collection and selecting Add Request from

the context menu.

,-9‘ My Workspace

8 + | =

New  Import

Collections
v Centerprise APls ¢ oo
s} _
Qo GET M
) Share
APls
GET As
Move

E_] GET AS

Environments

Run collection

Edit

(=

Mock Servers

Add request

Monitors

History

Add folder
Monitor collection
Mock collection

Create a fork

View changelog

View documentation

Rename Ctri+E
Duplicate Ctri+D
Export

Delete De

2. Select the HTTP method as POST, provide the file API URL deployed at the Astera Server and define a
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multipart/form-date request body,

“HTTPS://ServerHostName:9263/api/files”

Note: ServerHostName is referring to the Server Machine Name for Astera API Management.

POST v HTTPS://VMQA501:9263/api/files

Params Authorization @ Headers (9)

none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE
Upload

Body @ Pre-request Script Tests Settings

3. Define a Key of your choice and select its value type as File,

POST ~  HTTPS://VMQA501:9263/apifiles
Params Authorization @ Headers (9) Body ® Pre-request Script Tests
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE
Upload
Text
4. Browse your desired file to the VALUE,
POST v HTTPS://VMQA501:9263/apiffiles
Params Authorization @ Headers (9) Body @ Pre-request Script Tests
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE
Upload Movie.xlsx X

Settings

Settings

Send v

Cookies

DESCRIPTION seo  Bulk Edit

Send ~

Cookies

DESCRIPTION eoa  Bulk Edit

Send v

Cookies

DESCRIPTION eec  Bulk Edit

5. Click Send and the file will be uploaded to the specified file directory on the Astera Server.
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POST ~ HTTPS://VMQAS501:9263/apiffiles Send ~
Params Authorization @ Headers (9) Body ® Pre-request Script Tests Settings Cookies
none @ form-data x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION ooo  Bulk Edit
Upload Movie.xlsx %
Body Cookies Headers (7) Test Results @ Status: 200 0K Time: 102 ms  Size: 333 B Save Response v
Pretty Raw Preview Visualize ] Q
i .
i
“"FileName": "Upload",
"Path": "Pub://files/8gbkcWISGEiHmsNdeW15dA/Movie.x1sx"
i

1

As seen from the response above, the respective file has been uploaded.

The FileName is the key defined whereas the path is the relative path of the uploaded file on the Astera Server.

Note: Custom parameters can be defined with the same upload file call as well,

This allows the user to define custom values and overwrite predefined values from Astera API Management. ‘Time-
ToLive’ refers to the time that the file is kept before it expires. ‘AccessPermission’ defines who has access permission

other than the user.
MNew Reguest L ] + ooe

New Request

No Environment v

[@) save ~ oo £

POST v HTTPS://VMQA501:9263/apiffiles Send v
Params Authorization @ Headers (11) Body @ Pre-request Script Tests Settings Cookies
Accept-Encoding @ gzip, deflate, br
Connection @ keep-alive
TimeToLive 3
AccessPermission Everyone
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10.8.3 Downloading a File

1. To download a file from the server, create a new request on Postman.

Download v eoe Z
GET v Send v
Params Authorization Headers (6) Body Pre-request Script Tests Settings Cookies
Query Params

KEY VALUE DESCRIPTION ooc  Bulk Edit

Enter the URL and click Send to get a response

For our use case, we will be downloading the same file that we previously uploaded to the server.
2. Keep the HTTP method as GET and enter the request URL.
“HTTPS://ServerHostName:9263/api/files/{filepath}”

Note: ServerHostName is referring to the Server Machine Name for Astera API Management.

We are using the same file upload API resource as GET for the download function. However, the difference is that we
provide the relative path of the uploaded file as a resource.

Download E) save v ow &
GET v HTTPS://VMQA501:9263/api/files/Pub://files/8gbkcWISGEIHmMsNdeW1SdA/Movie.xlsx Send ~
Params Authorization Headers (6) Body Pre-request Script Tests Settings Cookies

Query Params

KEY VALUE DESCRIPTION ece  Bulk Edit

3. For the server to identify the relative file from the request URL, we need to encode the value.
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Download @) save v oeo V4
Set as variable e
GET v HTTPS://VMQAS501:926 3/api/files/[gIlBIIEEE: ool Sl LTl SIS TNl g SRR Send i
Undo
Params Authorization Headers (6) Body Pre-request Script Tests g Redo Cookies
Query Params Cut
Copy .
KEY VALUE ose  Bulk Edit
Paste
Select All

Find: Pub://files/8gbkcWISGEIHmsNdeW1SdA/Movie.xlsx
I EncodeURIComponent I

DecodeURIComponent

Note: If we send this request from the Astera API Client, then the object automatically encodes the resource (file path).

4. Click Send and the request will fetch the file’s content in the response body.

Download [X) save v ooe Va
GET ~  HTTPS://VMQAS501:9263/api/files/Pub%3A%2F % 2Ffiles%2F 8gbkcWISGEIHmMsNdeW1SdA% 2FMovie.xIsx Send ~
Params Authorization @ Headers (7) Body Pre-request Script Tests Settings Cookies

Query Params

KEY VALUE DESCRIPTION oco  Bulk Edit

Body Cookies Headers (5) TestResults @ Stawus: 200 OK Time: 43 ms  Size: 9.24 KB Save Response v

5. The response can then be saved to a file using the following option,

Download [B) save v oeo V4
GET v HTTPS://VMQAS501:9263/apiffiles/Pub%3A%2F%2Ffiles%2F8gbkcWISGEiIHMsNdeW1SdA%2FMovie.xIsx Send ~
Params Authorization @ Headers (7) Body Pre-request Script Tests Settings Cookies

Query Params

KEY VALUE DESCRIPTION oeo  Bulk Edit

Body Cookies Headers (5) Test Results @A Status: 200 OK  Time: 43 ms Size: 8.24 KB Save Response ~

Pretty Raw Preview Visualize Text ~ =

Save to a file

This is how a file can be downloaded from the Astera API Management server.

Note: On providing an invalid, wrong, non-encoded, and none-existing file’s file, the request will result in a ‘404 Not
Found’ error with an appropriate message,
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Download & & [2) save ~ oo i
GET ~ HTTPS://VMQA501:9263/api/files/Pub://files/8gbkcWISGEIHMsNdeW1SdA/Movie.xIsx Send ~
Params Authorization @ Headers (7) Body Pre-request Script Tests Settings Cookies

Query Params

KEY VALUE DESCRIPTION eoc  Bulk Edit
Body Cookies Headers (7) Test Results @) Status: 404 NotFound Time: 102ms  Size: 334 B Save Response
Pretty Raw Preview Visualize Text = () Q

The resource you are trying to access was not found, please provide correct parameters and body.

10.8.4 Generating Downloadable path for files through Astera APl Management
Astera API Management offers the user the ability to generate the downloadable path for any destination file using the
Download Path Generator object.

This functionality can be seen within the scope of an API flow.

For our use case, we have the following API flow,

, = 3 B— B = >
[ ol g Zoom 7% ~ |5 W £ \\‘ " o {45 g0 A,
5]
0 Oc-vor— YNNG 5
- _ o =[] Request (= [} Excalsource [ [] DeimitedDest
Be PUD /MESdemUoGR 2 §X Paramsters B [ nput - FirsiNama
[ me -— Fislam - EEiName
<New Mambar>- Worksnat - 2
(&) £ Headers B0 output —- Roe
B8 Requestinto FirstNams = Dar
LasiNama - <New Mamber>-
D - B0 re
Ras =— FiaPan

In the above flow, we can see that a file path has been given to an API Request object through a Variables object. We
are trying to consume the uploaded file here using its relative path.

The flow then maps the request object to an Excel Source object, used as a transformation, and writes the records to a
Delimited Destination object.

The Delimited Destination object has an additional File node. This enables us to create a new destination file on each
run. Each file is created by appending a unique ID to the destination path given in the object, eliminating the chances
of overwriting an existing file. This FilePath field outputs the unique path generated at runtime.

This can be enabled for any destination object.

1. Right-click on the Delimited Destination and select Properties. Next, check the Create new file on each run option.
This will add the unique file path node to the destination object.
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n DelimitedDest : Destination Delimited File

@ @ . Editing: DelimitedDest ~

File Location
File Path:

‘ c:\UploadDownload\Output\Excel.csv
c\UpleadDownload\Output\Excel.csv

Options

[ First Row Contains Header

Field Delimiter |<Comrna> ~ | (Select an itermn from list or enter a field delimiter not in the list)

Record Delimiter |<CR><LF> v |

Encoding Western European (1S0) v
Text Qualifier [ Apply Text Qualifier to All Fields

[J Append to File (If Exists)
[] Hierarchical Destination
[ omit Byte Order Mark (only applies to certain UTF encodings)
[] Write to Multiple Files
m Create new file on each run

Prev MNext oK Cancel

2. Drag and drop a Download Path Generator object from the toolbox onto the API flow.

In order for us to obtain a downloadable path for our file, we require the use of this object.

Toolbox ARl  Excel AP - X

Search... ™ - “NW - Zoom 7% =~ E EE E \ B o & a- n,

~
»  Sources

» Destinations

]
2 CIE=n
e Pu0 - f v

E10 Request & [0 Excalsource
» Transformations €] [l Peramstens B[ wput
—] Lme -— Fream
<Naw Mampars Workshest
» Function Transformations & [ Hesders 10 ovtput
[ B Requestinto Frsmams
» Data Proiiling mame

R

» Resources

» Database Write Strategy
» Data Warehouse

¥ Services

» Consume

¥ Publish

? Apply Query Parameter

@ Download Path Generator

@ REST Request
@ REST Response
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3. Map the input using the File Path field from the Delimited Destination object and map the output towards the API
Response object.

~-%-zome% - EHTCEN DO ¢ B N

: : pCREEER
fi 3 [ Download

O e B0 ertos 56 pamm

file Fub//files/4esnUR ... = ) B Parameters B0 Input e Firsihame - 2l L’:::am
> e Frirerd B Lestliame <New Membe>
- :IN:: Mambes Workshest e D oo
s Ou - Role

[ B Requestnio Ben :,,:,;m - by DownloadPath_Fisfsth
LastName - <New Membes
0 - E1 [ File
Rols - FigFan -

[ ] Response

B B Responsainio
Responsald
HitpStatusCode
HttpStatus Desompton

- Content

ContentType
ContentLength

@ [ Headers

This downloadable file path can now be used in further applications where the file is required.

Note: The Download Path Generator object cannot be previewed at design time because the downloadable path is
generated at run-time.

Below, we can see the request being sent from Postman and the user receiving the downloadable path in the response.

APl | New Request > g =
GET ~  HTTPS://LOCALHOST:9263/api/publishingfexcel/Pub%3A%2F%2Ffiles% 2F8gbkcWISGEIHmsNdeW1SdA% 2FMovie.xlsx Send ~
Params Authorization @ Headers (7) Body Pre-request Script Tests Settings Cookies
User-Agent (@ PostmanRuntime/7.29.2
Accept @ *=
Accept-Encoding @ gzip, deflate, br
Connection @ keep-alive
Key Value Description
Body Cookies Headers (6) Test Results @ Status: 200 OK Time: 354ms  Size: 244 B Save Response v
Pretty Raw Preview Visualize (] Q

Pub://files/LTePcSWta0em3YWZk85£98/ExcellYCyQLu6TUe5NYDQx _D1Dg. csv

This concludes our document on enabling and using file download/upload in Astera API Management.
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10.9 Database CRUD APIs Auto-Generation

Users can auto-generate CRUD API endpoints for any database using the Data Source Browser. CRUD APIs are meant
for Create-Retrieve-Update-Delete operations on the database table records.

1. Click on View in the main menu bar and select Data Source Browser from the drop-down menu.
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a
Toolbox Ctrl+Alt+X
Datasets Browser Ctrl+Alt+X
Visualization Browser Ctrl+Alt+V
Visualization

Dataprep Editor Ctrl+Alt+Z
Analytics Browser Ctrl+Alt+G
Model Properties

Server Explorer Ctrl+Alt+E
Server Browser Ctrl+Alt+X
Verify Ctri+Alt+L
Job Progress Ctrl+Alt+T
Test Progress Ctrl+None
Data Preview Ctrl+Alt+W
Analytics Test Ctrl+Alt+C
Visualization Ctrl+Alt+D
Model Info Ctrl+Alt+M
Quick Profile Ctrl+Alt+A
Diagram Overview Ctrl+Alt+K
Raw Data Preview Ctrl+Alt+)
Data Source Browser Ctrl+Alt+D
Sql Snippets Ctrl+Alt+5S
Project Explorer Ctrl+Alt+P
Pending Changes Ctrl+Alt+C
History Ctrl+Alt+H
Output Ctrl+Alt+0
Lineage and Impact Ctrl+Alt+B
Find All Ctrl+Alt+5
REST API Browser Ctri+Alt+F
Git Changes Ctrl+Alt+G
Git Branches Ctrl+Alt+M
Regression Results Ctri+Alt+|
Trace Comparison Ctrl+Alt+|

This will open the Data Source Browser.
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Toolbox Data Source Browser

2. Add a new database server by selecting the Add Database Server option.

Y 4o &7 (7]

Toolbox Data Source Browser

This will open a configuration window to define a database connection. A database server can be configured from any
of the listed providers.
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@ Database Connection

Recently Used:

Data Provider:

Amazon Aurora My5qgl
Amazon Aurora PostgreSql
Amazon Redshift

Astera Data Model

Azure SQOL Server

DB2

MariaDB

Microsoft Access
Microsoft Dynamics CRM
MySQL

Metezza

OData

ODBC

Oracle ODP Net

Oracle ODP .Net Managed
PostgreSQL

Salesforce

Salesforce REST

SAP HANA

Snowflake

SOL Server

SOLite

Tableau

Teradata

Vertica

OK Cancel

3. Add all the essential details to configure the database server connection and click OK.
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(& Database Connection X
Recently Used: 'SQL Server: LOCALHOST; DB: . User: sa. v
Data Provider: SQL Server bt
[] Use Windows Authentication Advanced Connection Info...
User |d: ‘sa |
Password: PO |
Server Name: |LOCALHOST |
Database:
Schema:
Port: 1433

Test Connection...

0] 4 I Cancel

Now, the Data Source Browser will be populated with all the databases from the connected server.
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LOCALHOST (SQL Server)

> | J CenterpriseDEF
> |J ConnVaultRepo
> [] DB_Dimensional
> | DWRepository

> | master

> | model

> u msdb

> | Northwind

> | J RepositoryConn1
> |J Southwind

> u tempdb

Y u WorldWidelmporters_New

Toolbox Data Source Browser

4. Right-click on any database and select Generate CRUD flows from the context menu.

Note: It is necessary for a project to be open when CRUD API flows are generated, since they are added under a CRUD
folder created in the project.
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BB C¢

LOCALHOST (SQL Server)

> | J CenterpriseDEF
> |J ConnVaultRepo
> L_] DB_Dimensional
> | DWRepository
> | master

> | model

> u msdb

> M=

o i i] New Query Ctrl+N

Validate Metadata and Data Integrity

l
y i‘EE Create Data Model

W

o FalE

Generate CRUD flows I

Export all tables to Excel files
Export all tables to Delimited files

Refresh

Toolbox Data Source Browser

This will open a new window.

Here, you can select the tables and the respective CRUD operations to generate API flows.
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@ CrRUD X
CRUD Endpoints
] ApiPublishingTrace )
M Auser
][] BusinessEntity
(Hi=] Categories
[JE ClusterSettings
A CustomerCustomerDemo
[JE CustomerDemographics
5 Customers
[JE DataModelDepConfig
[JE] Deployment
[JE Employees
[JE EmployeeTerritories
[J EventData
[JES] Eventlistener
[J& EventQueue
[JE EventSchedulelnfo
] EventSubscriber
& Jebinfo
[JE JobQueue
LJE JobTrace
[JE Mapping
[JE Order Details
[J&E Orders
[JE PendingFileDrop v

Generate Cancel

For our use case, we will be selecting the Orders table. The following operations are available for each table:

1. Find all records — A Get method that fetches all the records

2. Get record by ID — A Get method along with a path parameter for a key that fetches the records based on the key.
3. Create a new record — Selecting this creates a new record.

4. Update a record by ID — Selecting this option lets the user update a record by ID

5. Delete a record by ID — Selecting this option lets the user delete a record by ID.
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& CrRUD

CRUD Endpoints
» [JE Mapping
» [JEE] Order Details
v V@ Orders
)« Orders
[ Orders

Orders

Mer Orders

M= Orders
» [JEE] PendingFileDrop
» JE Products
» [JE Region
» [JFE] Request
» [JE RestApiDepConfig
» [JE] RestApiEndpoints
» [JfE] Role

= ScheduleDepConfig

» [JE] ScheduledTask

» [JEE] ServerEvent

» [JE] ServerHealthinfo
» [JE] ServerProfile

» [JiE ServerRequestQueue

» I ServerSharedConnection

Endpoint Configuration

Key: OrderlD

Description:  |Find All Orders

[ Async

M Sync

[ Enable Filter
Enable Sort

[ Enable Pagination

» [JE SharedConnectionsDepConfig
» [JE Shippers

Generate Cancel

The user can even select configurations inside each endpoint, whether they want to enable sort or filter, or whether their
execution type is Synchronous or Asynchronous.

5. Once done, click Generate and the CRUD flows will be generated.

Job Progress

CRUD flow Generation

CHOAD

1234
1235
1236
1237
1238
1239
1240
1241
1242

HTTPS://LOCALHOST:9261
HTTPS://LOCALHOST:9261
HTTPS://LOCALHOST:9261
HTTPS://LOCALHOST:9261
HTTPS://LOCALHOST:9261
HTTPS://LOCALHOST:9261
HTTPS://LOCALHOST:9261
HTTPS://LOCALHOST 9261
HTTPS://LOCALHOST 8261
HTTPS://LOCALHOST:3261

N

RERERBRRBRRBRRBR

: 8/18/2022 5:39:20 PM: Generating CRUD flow [PUT] Orders for Orders table

: 8/18/2022 5:39:20 PM: Generating CRUD flow [DELETE] Orders for Orders table.

: 8/18/2022 5:39:21 PM: Generating CRUD flow [POST] Orders for Orders table.

: 8/18/2022 5:39:21 PM: Generating CRUD flow [GET] Orders for Orders table.

. 8/18/2022 5:39:21 PM: Generating CRUD flow [GET] Orders for Orders table.

: 8/18/2022 5:39:22 PM: Successfully Generated [PUTIOrders.AP| CRUD flow [PUT] Orders for Orders table.

: 8/18/2022 5:39:22 PM: Successfully Generated [GET)Orders.AP| CRUD flow [GET] Orders for Orders table.

: 8/18/2022 5:39:22 PM: Successfully Generated [POST]Orders. AP| CRUD flow [POST] Orders for Orders table.

: 8/18/2022 5:39:22 PM: Successfully Generated [GET)Onders1.API CRUD flow [GET] Orders for Orders table

: 8/18/2022 5:39:22 PM: Successfully Generated [DELETE]Orders API CRUD flow [DELETE] Orders for Orders table.

You can then view the API endpoints in the Project Explorer.
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EEaROCCHEE =

Search...

v . Pub_Doc.cprj
v~ CRUD
v @ _LOCALHOST Northwind_dbo
v 7 _Orders

5> (&} [DELETE]Orders.API

> {€) [GET]Orders.API

» {8} [GET]Orders1.API

> {& [POST]Orders.API

> {€} [PUT]Orders.API

6. Now, you can directly group and deploy with a single click,
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0

@ L]

Add New Item...
Add Existing ltems...
Add New Folder
Add Existing Folder...

Verify
Verify In Pushdown

Forward Engineer

Add New REST AP

Tle &

Group and Deploy all AP| Flows under this folder

1 %% @

i

|1}
>

& x @

or open any of the API flows to see pre-configured API flows or make any changes.

Run all items under this folder

Run all items under this folder in Pushdown Mode
Run Baseline

Run Current

Create Database Tables for all Flow Documents...
Repair Metadata File paths

Repair File paths for Linux

Remove from Project

Source Control

Copy

Cut

Delete

Rename

Open Folder in Windows Explorer
Repair Dataprep

10.9. Database CRUD APIs Auto-Generation
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[GET]Orders.API - X

- - Zoom7s% - [ @ —EN, [0 & 8 N

a
COD (g NI CETNND

This concludes the working of the Database APIs CRUD auto-generation in Astera Centerprise.

10.10 Pre-deployment Testing and Verification of API flows

10.10.1 Instant Data Preview

When designing an API flow, users can benefit from the functionality to instantly preview and verify the input and
output data for any action in the flow. Carrying out data-driven testing of the API functionality at design time helps
identify any possible hindrances sooner.

To define test values for the API flow, the Request object must be set as a transformation and any test data can be
mapped to it. Right-click on the Request object and select Transformation.
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a8
Request

=] || Request
& &Y Parameters Rename .
f. username
? cursor

= ] Headers
T Accepk )
T Userdgent wn  Resize ’

B Requestinfo 1l Sorted

Save as Shared Action

«  Source

Transformation

Generate XML scherna for layout

Exclude from Pushdown

0 Help...

*  Delete
Cut Ctrl+X
=& Copy Ctrl+C

Since the request object is a Singleton object, only the first record is processed through the flow. This behavior compli-
ments the runtime behavior of a single API call and provides ease in previewing the respective results. Let’s preview
the Request object to observe this.

10.10.2 Raw Request/Response Preview

The Preview Raw option alternatively allows the users to view the API request and response in a raw unformatted form.
This option is useful as it not only displays the data as a raw HTTPS packet but also gives us the benefit of copying,
saving, or sharing the JSON body of both the request and response.

Let’s take an example API flow and see how we can preview the raw request in Centerprise,

This API flow uses the GET HTTPS Method and allows the API user to view the Customers table’s records based
on the value of the URI parameter username. For demonstration, Header parameters i.e., Accept, UserAgent, Query
parameter i.e., cursor, and RequestInfo parameters i.e., HTTPMethod, Content-Type are also defined.
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Start Page GetCustomeronName. APl

- w-zoomionk - B EHTEN [EO 06 & N

B -1b

B Parameters

;i [E] [] DatabaseSource B[] Route
- username
8 o Qutput Bl input
Variables A s )
] ; curser CustomerD - CustomerD:
username NishaKszmi sNew Member= Companyhame -— Companyhame
cursor - B u Headers C Ci
Accepts 50 - il T Acceps ContactTite -— ContactTile
UserAgert Ce: 90 mm 7 + UserAgent Address - - Address
HTTPMethod GET - <New Member- City - Gity Rcsponse A
[ B Requestinfo Region - - Region
| RequestURL PostalCode - PostalCode B [ Response
. HTTPMehod Courty -— County &[] Body
Contert Phone - Phone B root
- ContenfType Fax | = Fax - CustomerD
ContentLengh 1 QueryParams <New Member> , - Campanyhame
RequestTime B usemame - - Contacthame
UserName CustomerD B - ContactTite
CompanyMame - 1 Address
Contacttame - 1 City
ContactTite - 1 Region
address - - PostaCote
city -t - Gounty
Region - - Phone
PostalCode - -1 Fax
Courty E <New Members
Phone - (5 & Responselnfo
Fax - (@ [ Headers
B [ Defaur

1. The Raw Data Preview window will automatically open when a raw request/response is previewed. However, we
can manually open the window as well. To do that, go to the Menu bar > View > Raw Data Preview or use the shortcut
Ctrl+Alt+J.
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File Edit View Server Tools Project Window Social

F.:E Toolbox Ctrl+Alt+X
' DataSets Ctrl+Alt+X
g Server E Visualization Browser Ctel+ AV
E Visualization
o - .
= T Dataprep Editor Ctrl+Alt+7
= .
g' HTTPS: Analytics Browser Ctrl+Alt+G
4 Search. Server Explorer Ctrl+Alt+E
]
= ¥ o Verify Ctrl+ Alt+L
o ¢
* lob Progress Ctrl+Alt+T
o 9
= L
o A Test Progress Ctrl+Mone
LA
& A Data Preview Ctrl+Alt+W
[# Analytics Test Ctrl+Alt+C
isuahzation tri+Alt+
Visualizati Ctrl+Alt+D
[# Cuick Profile Ctrl+Alt+ A
[#] Diagram Overview Ctrl+Alt+ K
aw Data Preview tri+Alt+
Fil Raw Data Previ Ctrl+ Alt+)
) Data Source Browser Ctrl+Alt+D
% Server Browser Ctrl+Alt+ X
A Sgl Snippets Ctrl+Alt+5
[# Project Explorer Ctrl+Alt+P
[# Pending Changes Ctri+Alt+C
Isto tri+Alt+
History Ctrl+Alt+H
[# Output Ctrl+Alt+0
ineage and Impact tri+Alt+
Fi Lineage and Imp Ctrl+ Alt+B
In tri+Alt+
Ei Find All Ctrl+Alt+5
[#] REST AP| Browser Ctrl+Alt+F
egression Results tri+Alt+
% Regression Resul Ctrl+Alt+I
A Report Browser Ctrl+Alt+R
A Report Properties Ctrl+Alt+]
[# Data Model Browser Ctrl+Alt+M
[#] Load Settings Entity Browser Ctri+Alt+L
i Cuery Preview Chrl+Alt+C
[#] PatchCustomens2

10.10. Pre-deployment Testing and Verification of API flows
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S mm
Raw Data Preview for action Request (first record). Duration: 00:00:00.283

Raw  RequestInfo Parameters Body

Job Progress Verify Data Preview Quick Profile Raw Data Preview

2. Right-click on the header of the Request Publish object. Select the Preview Raw Request option from the context
menu.

Note: Preview would only work when Request has some incoming data mapped to it.
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a
Request ry

B B Request E Properties... l
= 65 Parameters Rename
f. username
? cursor /o Preview Output E
=Mew Member= p Preview Input =
= E] Headers -
T Accepts m Preview Raw Request L
} Userfgent Quick Profile -
o =Mew Member= =
= B8 Requestinfo L
RequestURL =
HTTPMethod =
Content Collapse Tree Sub-nodes =
ContenfType .
b |
Contentengih E e
RequestTime 113 Sorted
UserMame
o o Save as Shared Action

Source

v  Transformation

Generate XML schemna for layout

Exclude from Pushdown

ﬂ Help...
¥ Delete
K cut Ctrl+X
EE Copy Ctrl+C

In a raw API Request, you can see:

e URL: Contains the HTTPS Method, Resource, URI, and Query parameters.Host: The server on which the API
is deployed.

* RequestInfo: Default parameters containing information related to the server and request.
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* Header: User-defined parameters containing meta-data associated with the request.
* Body: In case of a request other than GET, an input JSON body.

This is how a complete request looks in the Raw Data Preview window,

Raw Data Preview

= ED

Raw Data Preview for action Request (first record). Duration: 00:00:00.249
Raw Request Info  Parameters Body

GET /customerName/{username}?cursor=
Host: HTTPS://VMQA421:9262

Accepts : application/json
UserAgent : Centerprise 9.0
HTTPMethod : GET

ContentType : application/json

Job Progress Werify Data Preview Quick Profile

The Requestinfo, Parameters, and JSON Body are displayed in separate tabs.

«{ Raw Data Preview ==

= = =
Raw Data Preview for action Request (first record). Duration: 00:00:00.243 Raw Data Preview for action Request (first record). Duration: 00:00:00.24% Raw Data Preview for action Request (first record). Duration: 00:00:00.249
Raw Parametar; Body Raw  Requestinfo Bndy Raw  Requestinfo Parameters

Name Value Name Parameter Lo...  Value
> ... [ e

HTTPMethod GET cursor Query

Content Accepts Header application/json

ConteniType  application/json UserAgent Header Centerprise 8.0

ContentLength

RequestTime

UserName

Job Progress Verify Data Preview Quick Profile Raw Data Prev Job Pregress Verify Data Preview Quick Profile Raw Data Prev Job Progress. Verify Data Preview Quick Profile Raw Data Prev

In case of a request other than GET, we’ll be able to see the Input JSON Body in the Body tab. Similar to this:

Data Preview

Ba m
Raw Data Preview for action Request (first record), Duration: 00:00:01.518
Raw  Reguestinfo Parameters Body

1 8{

2 "CustomerID™: TALFKI",

3 “Companyhame”: “Alfreds Futterkiste”,
4 “ContactName": “Maria Anders”,

5 “ContactTitle™: "Sales Representative™,
B “address”: “Obere Str. 577,

7 "City™: "Berlin”,

8 “Region™: null,

9 "PostalCode™: T12289",

18 "Country": "Germany",

11 "Phone™: "832-8874321%,

12 “Fax": "@30-2878545"

13 1}

Job Progress Venify Data Preview Quick Profile
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In a raw API response, you can see:

Date: It specifies the date and time at which the client receives the response.

HTTPS Status Code: It defines the standard response status expected from the executed flow i.e., 200 for OK or
400 Bad Request, etc.

HTTPS Status Description: The standard response description matching the HTTPS Status code i.e., OK for a
200 code or BAD REQUEST for a 400 code, etc.

Header Parameters: User-defined parameters containing meta-data associated with the response.
Content: It contains the whole response body content in a string-like text.

Content-Type: It describes the format type of the response body content.

Content-Length: It specifies the number of bytes in the content of the response body.

Body: 1t shows the response content parsed as per a defined Custom Response Layout.

Let’s see how we can preview the raw response in Centerprise,

1. Right-click on the header of the Response Publish object. Select the Preview Raw Response option from the context

menu.
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. Respons:a

= ] Response
B [E Body
= B root

CustomedD
CompanyMame
ContactMame
ContactTitle
Address

City

Region
PostalCode
Country
Phone

Fax

TYYYvYgvverervy

<Mew Member=

[# & Responselnfo
[# 7] Headers

=]

F Y

A

gel
5ol

Properties...

Rename

Preview Output

Preview Input

Preview Raw Response

flz

P 5% x

Quick Profile

Pre-estimaticn Test

Post-estimation Test

Collapse Tree Sub-nodes

Resize r
Sorted

Delete Action and Reroute Maps
Save as Shared Action

Singleton

Generate XML scherna for layout
Help...

Align 2
Delete

Cut

Copy

Paste

This is how the whole response looks in the Raw Data Preview,
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Raw Data Preview for action Response (first record). Duration: 00:00:01.694

Raw  Responselnfo Parameters Body

200 0K
Date: 05/68/2022 9:22:39 pm
Location @ HTTPS://VMQA421:9262/api/publishing/customeriame/ {username}/redirect dcursor=<string>
Vary : Accept-Encoding
Server : Apache
ResponseUrl : https://VMQA221:9262
HttpstatusCode : 200
HttpstatusDescription : OK
Content : {"CustomerID":"ALFKI","Companyliame”:"Alfreds Futterkiste","Contactlame”:"Maria Anders”,"ContactTitle”:"Sales Representative”,"Address”:"Obere Str. 57","City":"Berlin”,"Region”:null,"PostalCode”:"12268","Cou
ContentType : application/json
ContentLength : 264
{
"CustomerID": "ALFKI",
"CompanyName”: "Alfreds Futterkiste”,
"ContactName”: "Maria Anders”,
"ContactTitle": "Sales Representative”,
“Address”: "Obere Str. 577,
"City": "Berlin”,
“Region”: null,
"PostalCode”: "12269",
"Country”: "Germany”,
"Phone": "83@-8874321",
"Fax": "030-@076545"

<

Job Progress Verify DataPreview QuickProfile Raw Data Preview
Similarly, the RequestInfo, Header Parameters, and JSON Body are displayed in separate tabs.

= =
Raw Data Preview for action Response (first record). Duration: 00:00:01.634 Raw Data Preview for action Response (first record). Duration: 00:00:01 634 Raw Data Preview for action Response (first record). Duration: 00:00:01.634
Raw arameters Body ow | oyl Raw  Responselnfo  Parameters
Value Name Parameter Lo Value 1B
b hitps:/VMQAA21:0262 v [ HTTPS:VMQA421.0262/a 2 | CustomerID": "ALFKI", .
3 CompanyName": “Alfreds Futterkiste®,
HiipStatusCode 200 Vary Header Accept Encading 4 | “ContactName": "Maria Anders”,
HitpStatusDes | OK Server Header Apache 5 "ContactTitle": "Sales Representative”,
o 5 | address": "Obere Str. 577,
Content {CustomerlD""ALFKI""Comps.. 2 | -cityms "pertin-,
ContentType  applicationfjson 8 “"Region”: null,
ContentLength 264 a "PUStaltlt:dE“ 122@? B
10 Country”: “Germany",
11 "Phone”: "838-8874321",
12 "Fax": "@30-8876545"

aw Data Pre

JobProgress  Verify  DataPreview  QuickProfile

JobProgress  Verify  DataPreview  Quick Profile JobProgress  Verify  DataPreview  Quick Profile

10.10.3 Save/Copy JSON

Using the Preview Raw Response/Response option, it is also possible to copy and save the JSON body of both the
request and response.

1. Click on the Copy JSON Body icon in the Raw Data Preview window.
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Raw Dat1 Copy JSON Body Response (first record). Duration: 00:00:02.743

%m

Raw Response Info  Parameters Body

e
"CustomerID": “ALFKI",

"CompanyName": “"Alfreds Futterkiste™,
"ContactMame": "Maria Anders”,
"ContactTitle": "Sales Representatiwve”,
"address": "Obere Str. 577,

"City": "Berlin™,

"Region": null,

"PostalCode™: “122839",

"Country™: "Germany”,

"Phone”: "@38-8874321",

"Fax": "@30-2875545"

Wo0d o] MW s pd e

(R
[N

=
=1]
bt

Visualization

Verify Data Preview Output Lineage and Impact Raw Data Preview

2. Similarly, click on the Save JSON Body icon to save the JSON body at the desired destination in a JSON format file.
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Raw Data Preview

E"@ =

Raw Data Prev :
Save JSON Body

Raw  Response Info  Parameters Body

B¢

onse (first record). Duration: 00:00:02.743

"CustomerID": “ALFKI",

"CompanyName": "Alfreds Futterkiste”,
"ContactMame": "Maria Anders",
"ContactTitle": "Sales Representative”,
"address": "Obere str. 37",

"City": "Berlin™,

"Regicn”: null,

"PostalCode”: “12289",

"Country"™: “Germany”,

"Phone": "838-8874321",

"Fax": "@30-0876545"

[ - T N B A B N R

e
[

=
Y]
el

Visualization Verify Data Preview Output Lineage and Impact Raw Data Preview

Enter the desired destination in the Save JSON Body window and click Save to store the file.
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@ Save JSON Body b
T~ <« Git » AP|_Team » APIPublishing » Publish » Security » Source@output v D S Search Source8loutput
Organize ~ Mew folder SR 0
~ MName - Date modified Type Size
7 Quick access - ] ) o
I Desktop » HA.IIOpenAPI.J;n.n 0 JSOM FTIE 1:K_B
_| flightopenAPl.json 0 JSON File 7 KB
¥ Downloads * | iImageOpenAPl.json 0 JSON File 1KB
Documents * | payment,json 0 1SON File 2KE
&=| Pictures -+
Build-REST
MetAdvantage 5.3
Security
SourceBloutput
@ OneDrive
I This PC
i 3D Objects
[ Desktop
Documents
‘ Downloads
J‘! Music
&=| Pictures
B videos v
|Fi|e name: | customerjson .
Save as type: | Json (*.json) ~
» Hide Folders Cancel
This is what the save JSON file looks like,
_| customerjson.json - Notepad — O et
File Edit Format WView Help ]
"CustomerID": "ALFKI",
"CompanyNlame”: "Alfreds Futterkiste",
"ContactName”: "Maria Anders",
"ContactTitle": "Sales Representative"”,
"Address": "Obere Str. 57",
"City": "Berlin”,
"Region”: null,
"PostalCeode™: "12289",
Country™: "Germany",
"Phone™: "B838-8874321",
"Fax": "B38-8876545%"
Ln1, Col1 100%  Windows (CRLF) UTF-8
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10.10.4 Flow Verification

If the API flow contains any errors or warnings that affect the flow of data, they are displayed in the Raw/Data Preview
window. In other words, if any obstacles block the flow of data from the Request to Response, the error is shown
prominently on the window.

For example, we can see that the flow of data has been broken between the Request and Database Source object,
resulting in an error state i.e., the Route is unable to identify a parameter, and as we preview the object we can see the
error message in the window.

StartPage  GetCustomeronNameAPl

- zemhion - R T EN O 8 BN

]
Request
e et @ atvasesource &
B Parameters (5[] DakabaseSouros
£ userane
? cursor
<New Member= CompanyName
B Headers ContactName

T Acceps GontactTite
T Useragent oy

<Mew Member- ciy

Route A

B[] Route
[ £ Input

CustomerD

CompanyHame
ContactName
ContaciTite

Address a a o
city (E) Response A
O

IBRERRRRERE N
Yyyvvvyvvvyy

B Requestinfo Region
RequestlRL PostalCode PostalCode E1L] Response Response(REST Response)
S FrTPueod oo, oy I sody
Contznt Phons Phane B root
- GonterfType Fax Fax - - GustomerD
ContentLanghh ] QueryParams <Mew Member> - Companytiame
RequestTime S usermame - Gontacthiame
UserName CustomerD ' - GontactTite
CompanyHame - ] Address
ContaciName - —d ciy L
= -

ContactTite Region

<

Raw Data Preview

Tirme 00:00:00.648, Records ...

Route: Emorin e for condtion usemame. Invalid idertfier RestRequestContext’

As for the whole API flow’s verification, it is advised to use the Verify Pushdown Job option. To learn more about
pushdown verification in API flows, click here.

This concludes our discussion on pre-deployment testing and verification of API flows.

10.11 API Deployment

Using Astera API Management, users can design a complete set of API (Application Programming Interface) endpoint
flows in a drag-and-drop interface. These APIs can then be deployed to the Astera Server before they can be consumed.

In this document, we will learn how to deploy API flows on the Astera Server. API flows can be deployed individually
or as a group set in folder hierarchies.

10.11. API Deployment 147



Data-Services

10.11.1 Deploying a single API Flow

Here, we have a pre-designed API flow,

Start Page GetCustomeronName.AP| - X

- u-zomien - [ EESEN QO 8 BN

Request A
= L] Request
8 = /. username

-
-

7 cursor [2) [] Database Source B [ Route =) 7] Response
o Variables A <New Member= () [ Output B [ nput B[ Body
Headers CustomerD - - CustemerD B root
Leermame 1 =~ ° g Accepts CompanyName - - CompanyName - CustomerD
curser | i T Userhgant Contacthame - - ContactName - Companyhams
Accepls 500 - ContactTite - - ContactTitle - Contactiame
Userhger Cortorprics30 mm- o] ;:::;::::w Address - - Address - ContactTite
ci - - City - Address
R:gmn - - Region - City
PostalCode - - PostalCade - Region
Country - - Country - PostalCodz
Phone - - Phone - County
Fax - - Fax - Phone
# [ QueryParams <New Members - Fax
= [ username <New Members
CustomerD - [# & Responseinfo
CompanyNams - [ [ Headers
ContactName -
ContactTite -
Address -
ity -
Region -
PostalCods -
Country -
Phonz -
Fax -
[ [ Default

Let’s see how we can deploy this.

1. Click the Deploy API Flow icon on the API flow toolbar.

Start Page GetCustomeronMame. AP

" ol vaoom'IlDEl%- 'EEE:\ Eo QE:ESE\.

Similarly, the Deploy API Flow option from the Project Explorer context menu can also be used. This option is only
available for API flows.
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ml—dlﬂllﬂl '{} ‘xhgqv

Search...

~v [ Security.cprj
» 7 REST API Test Flows
w O REST Deployment &Pls
» [T account
= customer
{€) DeleteCustomer. AP
» {@} GetCustomer. AP

{2} GetCustomeronMame. AP

W

W

>

5 {2} GetCustomerv2 API (A Qpen

s & PatchCustomer.APl [, Verify

» {@} PatchCustomers2 AP :{x}: Show Lineage

5> {2} PostCustomer.AP| Ei Run

» [T data *.. Run in Pushdown Mode

> [ datatype Ei Bun Baseline
Empty Ei Bun Current
» 7 Flight -
1% Deploy API Flow
» 7 lmage
o=l Remove from Project
» 7 LargeFlle .
. . . S Copy Full Path
5 supplier-supplies
> 7 suppliers = Source Control »
5 7 Source&output _?1=n. Copy
Ty Paste
.?l; Cut
*  Delete
=[ Rename

The Deployment window will appear like this,
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StartPage  GetCustomeronNameAPl  [Get] Retail production bra.. - X Project Explorer Rx
=g . B
- Zomiok -l ECCEN O 8 BN BEREgECEHEB 3
Search..
8 ~ [ Security.cprj
@R " 5 7 RESTAPI Test Flows
equest
< v 7 REST Deployment APIs
[ [ Request > [ account
O B Parameters @naubasesource & Qroue A @) Response -
) - 1. username ~ & customer
- ? cursor [E) [] DatabaseSource O 0 Route & [ Response 5 4 DeleteCustomerAP|
Variables A <Mew Member> = [ Output ) £ mput O sody
3 [ Headers CustomerD - - CustomeriD B root > 1 GetCustomer APl
username 1. mi - = - I - CustomerD > 48 GetCustomeronName.API
cursar %5 Deployment X - CompanyName , 8 GetCustomen2.A91
Accepts 01 - ‘ContactMName @
5 48 PatchCustomer.AP|
UserAgent Method: n - ‘ContactTife
Ll Address > & PatchCustomerv2. APl
& ciy & PostC APl
Resource: customerhlame/{username| - Region > ostCustomer.
- PostalCode > 17 data
Deployment Name: [peployment | - County S = datatype
- Phone = Empty
- e mpt
Example URL: HTTPS://VMOA421:0261 ursor= <String> =N = Fax
[ pi/p 9 9 | <Hew Members > = Flight
Config File Path - (&) &2 Responseinfo -
onfig File Pa | | = BB Hedors > Image
- > = LargeFlle
[ Generate Test Flow fer API - s = supplier-supplies
-
oK Cancel - > 7 suppliers
- 5 17 SourceRoutput
PostalCode -
County -
Phone -
ul

Fax
3 Defaut

* Method: 1t’s the HTTPS method selected in the Request object in the API flow.
* Resource: The endpoint defined in the Request object.

* Deployment Name: The name used to refer to this deployment in the Server Browser.

e Example URL: The complete URL that will be used to make the request. It includes the Base URL, Resource,

URI, and Query parameters.

» Config File Path: The path of an optional deployment config file to define runtime variables used in the API

flows.
* Generate Test Flow for API: Its functionality detail is given here.

2. Define the Deployment Name and the Config File Path (optional). Click OK.

StartPage  GetCustomeronNameAPl  [Get] Retail_production_bra..
- zomios - B ETCTEN [BQ o8 8 N

(-]
=]

B[] Request e (][] Database Source [ [ Roue B [ Response
55 Parameters 51 Output B0 nput B0 sody
e[ usemame Custometd - - Customerd B root
usemame = . 3 - c S— CustomerD
cursor / % Deployment X |- Companyhame
Acoepts S - GontaciName
Useragent —= | Method: o - ContaciTite
- - Address
- ity
Resource: customerName/{usemame} - Region
- PostalCode
Deployment Name: ‘ - ‘Gourtry
- Phans.
: 2119261 Bx - Fax
Example URL: [FTPszAmas pi/p String> By T o embers
Canfig File Path: [crginapi urity\Sour ConfigFilel.Cfg | gg :::::'l“m
CAGIAP_Team g nfigFilel Cig
[ Generate Test Flow for API
oK Cancel
FostalCode -
Gourty -
Phone -
-

Fax
I3 Default

B2 W Project Explorer - x

BERdEECOCEBE B

(o]

e
(o]

Search

v I Security.cpi
5 7 RESTAPITest Flows
~ 7 REST Deployment APls
> = account

v 7 customer
» 48 DeleteCustomer.API
> 4 GetCustomer.API
> {8 GetCustomeronName.API
» 4 GetCustomen2.4PI
> 4 PatchCustomer.API
> {8 PatchCustomen2.API
» 4 PostCustomer.API
> data
5 7 datatype
= Empty
= Flight

= Image

= supplier-supplies

>
>
y T LargeFlle
>
> 1 suppliers

> I SourceBloutput
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The API Flow is verified in pushdown mode before the creation of the deployment. In case of any verification errors,

the deployment will not be created, and the success or failure of deployment status will appear in the Job Progress
window. In this case, as you can see, the deployment is completed successfully.

Job Progress
Em———
O *© A d "o

» VMQA421:9261 94 21/06/2022 1:10:23 am: Verifying cument document for the deployment.
1949 VMQA421:9261 94 21/06/2022 1:10:27 am: Creating temporary file for deployment
1950 VMQA421:9261 94 21/06/2022 1:10:27 am: Building project archive (".car)file for the deployment
1951 VMQA421:9261 94 21/06/2022 1:10:32 am: Deploying REST APl endpaint URL = HTTPS //VMQA421:9261/api/publishi {usemame]” = for deployment ‘DeploymentCustomerhame'.

34

1952 VMQA421:9261

21/06/2022 1:10:32 am: The deployment has been successfully completed

<

Job Progress Verify Data Preview Raw Data Preview

Once the deployment is successfully created, it becomes available in the Server Browser.

Server Browser

=] E_ i
Y %HCl=&
HTTPS://AWVIMOA421:9262
Search...
W Default View

5 & Secu rity

~ [#] DeploymentCustomerName
s customerMamefusername}

5 [# PublishingDashboard

This is how you can deploy an API flow. Now, let’s see how we can group and deploy API flows at the folder level.
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10.11.2 Group and Deploy APIs

We can group and deploy API flow(s) contained under a folder. All the folder nodes present under the project have the
Group and Deploy All API Flows under this Folder option, including the parent .cprj project node. Only the API flows
shall be verified and deployed whereas all the other artifacts will not be considered in the deployment process.

1. Right-click on the desired folder and select Group and Deploy All API Flows under this Folder option.

Note: It is recommended to first verify all flows in pushdown and resolve any errors before proceeding to deployment.
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Search...

~v [ Security.cprj

>

>

W

=

REST API Test Flows
REST APlIs

REST Deployment APls
~ account

~ customer

~ data

=

v vl
5 {& GetData.API

» 53 Dataflow!.Df
5 {&) GetData. AP
5> {&} PostData.API
7 datatype

= Empty

7 Flight

Image

LargeFlle
supplier-supplies
= suppliers

Shared Connections

= Sourcefloutput

&} Copy of Datatypes.API

{@} Datatypes. AP
£} EncodeURL.API

£} Optional POST Body. AP
=1
&} RequiredBodyTestFlow. AP =

i

Add Mew [tem...
Add Existing lterns...
Add Mew Folder
Add Existing Folder...

Verify
Verify In Pushdown
Verify for Forward Engineering

Add Mew REST AP

|6

Group and Deploy all APl Flows under this folder

+
=

=

:-@4 * "'.:11

Generate Archive for all APl Flows under this folder

Bun all tems under this folder

Bun all tems under this folder in Pushdown Mode
Repair Metadata File paths

Repair File paths for Linux

Remove from Project

Source Control r

Copy
Paste
Cut
Delete
Eename

Open Folder in Windows Explorer
Repair Dataprep
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In this example, we have grouped and deployed all API flows under the folder called “Data”. It’s notice-
able that the folder, “Data”, has a nested folder, “v1”, under it. In the case of deploying from a folder
that contains nested/child folder(s), the name of the nested folder(s) will be appended to the API’s URL as
a part of its Resource. For example, ‘’{base URL}/Nested Folder Name/Flow Resource/Parameters” such as
“https://localhost:9621/v1/{Resource }/{ Parameters}.”

Similarly, we can see a “Dataflow1.Df” artifact under the folder as well. As explained before, this dataflow will not be
considered during the deployment process.

Note: Please note that during group and deploy, the parent folder’s name is not considered as part of the resource.

After selecting the option, the Deployment window will appear like this,

4% Deployment X

Deployment Name; |DEpIDymEnﬂ |

Config File Path: | |

[ Generate Test Flows for Grouped APls

oK Cancel

2. Write the Deployment Name and set the path of the Config File (optional). Click OK.

4% Deployment X

Deployment Name: ‘Dep‘gymentoata |

Config File Path: ‘ | |

[] Generate Test Flows for Grouped APls

0K Cancel

Note: All API Flows are verified in Pushdown mode before the deployment is created.

Success or Failure of the deployment will appear in the Job Progress window. In case of any errors, the verification

window can be used to identify and fix errors. As the verification was successful, the API endpoints are visible in the
trace.
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Job Progress

oup Api flow Deployment

5 VMQA4219262 7 22 5:16-15 pm: Verfying API flows for deployment

06 VMQA421-9262 17 - 17/08/2022 5:16:15 pm: Creating temporary filefor deployment

707 VMQA421:9262 17 . 17/08/2022 5:16:15 pm: Builing project archive (" car) il for the deployment..

708 VMOA421:9262 17 . 17/08/2022 5:16:18 pm: Deploying REST API endpeint URL = HTTPS://VMOA421:9262/api/publishing v 1/data /freid) for deployment DeploymentData’
709 VMQA421:9262 17 : 17/08/2022 5:16:18 pm: Deploying REST AP| endpaint URL = HTTPS://VMQA421:5262 /api/oublishing/data for D Data’

710 VMQA421:9262 17 : 17/08/2022 5:16:18 pm: Deploying REST API endpoint URL = HTTPS://VMOA421:3962/api/publishing/data/field)/fname} for deploymert ‘DeploymentData’”

711 VMQA421:5262 17 17/08/2022 5:16:18 pm: The deployment has been successfully completed

<

Verify Data Preview Quick Profile Raw Data Preview

The successfully created deployment is visible in the Server Browser.

Server Browser

B— %
w - -nﬂ ;;-b G — coa -

HTTPS:/AWMOA421:9262
Search...
? Default View

5 & Security
5 [#] DeploymentComma

v [#] DeploymentData
s data
s dataffield}{name}
wer vl dataffield}

5 |#] PublishingDashboard

Note: Notice endpoint annotated in yellow. We can see here the nested folder name has been appended as a resource.

This is how you can group deploy the API(s) at the folder level.
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10.12 Test Flow Generation

10.12.1 Generating a Test Flow
The Generate Test Flow option auto creates post-deployment test flows. These dataflows can be used to make live
requests to the deployed API endpoints using the REST Client and REST Connection objects.

The REST Connection object contains the base URL of the server where the APIs are deployed and is configured with
an Access Token for Authentication.

The REST Client object encapsulates the entire API flow’s logic, starting from the Request object to the Response
Publish object, including request parameters, request and response content bodies, and pagination configurations.

Other objects that are mapped either to the Request object or from the Response object will not be encapsulated in the
API deployment and shall remain as it is in the test flow generated.

However, any Workflow Tasks shall not be made part of the testflow.
Flow Level
Generate Test Flow Icon

At the flow level, use the Generate Test Flow icon in the API flow toolbar to create the test flow for a deployed API.

GatCuitomeranhlames AP PostData AP GetData AR -

~eemiek - M E=E™ B0 1.‘.'

:

Bl O Requen [ [ Datsbise Sours Bl B Response
n =] 5% Parsmeners BN Boar
£ usename - - B0 reee
uasmane e ¥ s - - = Ceitaree 0
cursn i Liemiders - - = Companyhiams
Acceps =1 [ Headers - - - Cprfacthame
Ussoiged T aceech - - - CortactTee
T Usshget i - i = dgdress
Hew Wamtars Foegian - ol i oy
&l [ Requestinin PosIaICsss - - - Regan
Couniy | = - - FastaiCiode
Bhone - - - S
P - - - Phoss

Check the Job Progress to see if the test case generation resulted in a failure or success. Here, it is successful. This is
the generated test flow for the APIL
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Server Browser v @ X SttPage  GetCustomeronNameAPl  GetDataAPl  [Get]_customerName {usern, ~ X Project Explorer vax

oom 100% - =B B N[O K 7 B R4

Y& OE$ Labde I

HTTPS,//UMQAL21:9261

~
Search,
Search...

0 v 2 Security.cp
@ A1 Flow v v 11 RESTAP! Test Flows
> [ Deploymentaccount

> [B) DeploymentwroF >

Y Defautt View

> & Securty "

epTeyment AP
> B DeploymentRVD 5 % SourceStoutput

> [£) DeploymentPDF

> [ DeploymentRunDatafiow

> [ Deploymentémai2

> [#) DeploymentEmail

> [ Deploymentbxcel

5 [ DeploymentNonRudt

> [ Deploymentiransfer

> [ Deploymentémaily3

> [#) DeploymentTransferv2
> [ Deploymentsal

> [ DeploymentRunsal

< >

5 SeverBxplorer Project Explorer Report Properties

GET] ./customerName/{usemame).

1971 VMQAL21:9261 105 : 21/06/2022 leployed APl flow [Sync] [GET] (

1972 VMQA21:9261 105 : 21/06/2022 233:51 am: fle//CAGI\API Team\APIPut

customerame of

You can run this test dataflow to check the behavior and assess the performance and functionality of the designed APL

Generate Test Flow for API checkbox

At the flow level, we can also check the Generate Test Flow for API checkbox on the deployment window.

2% Deployment X

Method: =

Resource: customerName/{username}

Deployment Name: ‘Dep\oyment(ustomerNamd |

Example URL: ‘ HTTPS://VMQA421:9261/api/ publishing/customerMName/{username}?cursor=<String>

Config File Path: \ C:AGIt\API_Team\APIPublishing\PublishSecurity\ Source&output\ConfigFile].Cfg |

C:\GitVAP_Team\APIPublishing! Publish'Security\Sourceoutput\CenfigFilel.Cfg
I Generate Test Flow for AP| I

OK Cancel

This creates the test flow after the creation of the deployment. However, only when the API flow’s verification
successful, the test flow is created. Otherwise, the entire process results in an error.

—-

S

3565 VMQAL219261 157 21/06/2022 5:06:43 pm: Creating temporary file for deployment

3567 VMQAL21:9261 157 : 21/06/2022 5:06:43 pm: Building project archive (".car)fie for the deployment

3568 VMQA421:9261 157 : 21/06/2022 5:06:43 pm: Deploying REST AP| endpoint URL = HTTPS.//VMQA21:9261 i for deployment DeploymentC

3569 VMAA421:9261 187+ 21/06/2022 5:06:43 pm: The deployment has bsen succsssfully completed

3570 VMQA4215261 157 - 21/06/2022 5:06:43 pm: Active APl [Sync] [GET] { from deploymert "DeploymentC: " to generate Testiow

3571 VMQA421.5261 157 : 21/06/2022 5:06:43 pm: Generating Testflow for deployed AP flow [Syne] [GET] customerName.fusemame}.

3572 VMQA421:9261 157 21/06/2022 5:06:45 pm: Testflow generated successfuly. fle.//C\GHAP| Team 0\Publish\Seeurity\ REST%20AP1%20 Test 220 Flows\ DeploymentC: [Get] i hif

<

Verfy  DstaPreview  Raw Data Preview
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Folder Level

Generate Test Flows for grouped APIs checkbox

For the Folder level test flow generation, check the Generate Test Flows for Grouped APIs check box while deploying
the APIs.

4% Deployment X

Deployment Name: ‘Dep\gyment[)ata |

Config File Path: ‘ | |

O Generate Test Flows for Grouped APls |

OK Cancel

Check the Job Progress to see if the verification of the API flows and the test case generation resulted in a failure or
success along with the deployment creation job traces. Here, the test flow creation was successful.

Job Progress
23 - Group Api flow Deployment

OH Q4 o
» /MQAL21:9262 122 9:08:37 pm: Verifying APl flows for deployment.
798 VMQA421:5262 23 . 17/08/2022 9:08:37 pm: Creating temporary file for deployment
799 VMQA421:9262 23 17/08/2022 9:08:37 pm: Building project archive (*.car}file for the deployment.
800 VMQA421:9262 23 17/08/2022 9:08:39 pm: Deploying REST APl endpoint URL = HTTPS.//VMQA421 1/data/fiield} for deployment ‘DeploymentData’.
801 VMQA421:9262 23 17/08/2022 9:08:39 pm: Deploying REST APl endpaint URL = HTTPS.//VMQA421:9262/api/publishing/dats for deployment ‘DeploymentData’.
802 VMQA421:9262 23 17/08/2022 9:08:39 pm: Deploying REST APl endpoint URL = HTTPS.//VMQA421.9262, iblishing/data/field)/{name) for deployment ‘DeploymentData’.
803 VMQA421:5262 23 17/08/2022 8:08:33 pm: The deployment has been successfully completed
304 VMQA421:9262 23 17/08/2022 9:08:33 pm: Active API [Sync] [GET] v1/data/field} retrieved from deployment “Deployment Data” to generate Testflow.
805 VMQA421:8262 23 : 17/08/2022 3:08:33 pm: Generating Testflow for deployed API flow [Sync] [GET] v1/data/¥ield)
806 VMQA421:8262 23+ 17/08/2022 9:08:39 pm: Active API [Sync] [POST] data retrieved from deployment “DeploymentData” to generate: Testflow.
807 VMQA421:9262 23 17/08/2022 9:08:39 pm: Generating Testflow for deployed API flow [Sync] [POST] data
808 VMQA421:9262 23 : 17/08/2022 9:08:39 pm: Active API [Sync] [GET] datarffield}/iname} retrieved from deployment “DeploymentData”to generate Testflow.
809 VMQA421:5262 23 . 17/08/2022 9:08:39 pm: Generating Testflow for deployed AP! flow [Sync] [GET] data/ffield}/hame}.

=

VMQA421:5262

by

17/08/2022 5:08:35 pm: Testflow generated successfully. file.//C\Git\AP| Team'AP|Publshing\Publish\Security\REST*20API%20Test %20flows"DeploymentData\IGet] v1 data_field)Get Data.Df
VMQA421:5262 23 : 17/08/2022 $:08:40 pm: Testflow generated successfully. file://C.\Git\AP| Team"\AP|Publishing\Publish“Securty\REST%20API%20Test %.20Aows"DeploymentData\[Post] data-PostData.Df
812 VMQAL21:9262 23 : 17/08/2022 $:08:40 pm: Testflow generated successfuly. file://C.\Git\AP| Team"\AP|PublishingPublish“Security\REST%20API%20Test %20Rows"DeploymentData\[Get] data {field} {name}GetData.Df

2

<

Verify ~ DataPreview  QuickProfile  Raw Data Preview

10.12.2 Verification of the API Flows

The initial process before the creation of deployment is the verification of the API Flow(s). By default, the deployment
is verified in pushdown mode. If the flows are not pushdown-able, they are verified in the non-pushdown mode. To
learn about pushdown mode, click here.

If the API deployment contains any errors or warnings, the deployment process is terminated with a link provided in
the Job Progress window.
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Data-Services

REERCEY PR WL SRR 135 - Deploying DeploymentCustomerName

OO AD # o

2070 5261 5 : 21/06/2022 3:12:41 am: Verifying curent document for the deployment

2071 VMQA421:9261 135 21/06/2022 3:12:44 am: An emor has eceured: Flow file://C\GRH\AP| Team\APPublishing\Pubiish \Security \RES T %20Deple it AP| has verfication errors

2072 VMQA&Z1:9261 135 : 21/06/2022 3:12:44 am: View verfication logs forlatest job. They are generated at runtime and not saved

<

JobProgress Verify DataPreview Raw Data Preview

Clicking on this View Verification Logs link opens the Verify window. Here, we can see the verification logs. Its shows
the Severity i.e., Error or Warning, the Name of the object which contains the issue, and the Message which is the
description of the error/warning.

C &
Verifying AP flow C:A\Git\API_Te i g i urity\REST Depl it APls\customer’ AP
Severity File Name Message

nnection information has not

Job Progress DataPreview  Raw Data Preview

Please note that the verification process for both the Flow level and Group Level deployment is the same.

This concludes our discussion on Test flow Generation.

10.13 Server Browser Functionalities for APl Publishing

The Server Browser in Astera API Management can be used to see all the Deployments/APIs/API services that the user
has deployed onto the Astera Integration Server.
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10.13.1 REST API Deployment View

Once we have deployed our API flows, we can see the deployment in the Server Browser,

Server Browser

Y - .ﬂ‘ 5 O B— :. _ l. . =
HTTPS://LOCALHOST:9261

Search...

@ REST AP| Deployments

. [#] APIDeploy
» [#) PublishingDashboardGraphs

We can select a different view if we click on the Select Deployment View - Filter option (the filter icon on the left) in
the Server Browser toolbar.

Let us select REST API Deployments from the drop-down menu.
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Server Browser

. B— = - 4
Y- s O ME- A

| &k Security

@- REST API Deployments

i

p5; Active Endpoint View
%E Data Model Deployments

-, Schedule Deployments
" Plots Explorer

This will open a new view for the user. Here, you can directly see the deployments that have been made by the user(s).
If we expand a deployment, we can see all the available endpoints under it.
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Server Browser

=2 B— ) =%
Y ¥ D frb {-} SN - ( y
HTTPS://LOCALHOST:9261

Search...

0 REST API Deployments

v [#] APIDeployl
e DeleteAirportbyAirportCode/{AirportCode}
e DeleteAirportbyAirportCode/{AirportCode}
s GetAirportbyAirportCode/{AirportCode}
“ GetAirportbyAirportCode/{AirportCode}
s GetAllAirport
E GetAllAirport

© PostAirport

PostAirport

s PutAirportbyAirportCode

rr PutAirportbyAirportCode

When we deploy the API flow, a description is automatically added, for each endpoint/API flow. This is with respect
to the action performed by the API flow.
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BTV B WG BT 1ot e e S B e e e - ['[ »
Y i HOQC =F- & =
HTTPS://LOCALHOST:9261

Search...

&} REST API Deployments

v [#] APIDeployl
e DeleteAirportbyAirportCode/{AirportCode}
—_ DelcteAirporthyAJ Delete Airport by AirportCode

o

s GetAirportbyAirportCode/{AirportCode}
“ GetAirportbyAirportCode/{AirportCode}
s GetAllAirport
E GetAllAirport

PostAirport
%7 PostAirport
s PutAirportbyAirportCode
PutAirportbyAirportCode

5

Note: We can see two entries for each endpoint because each endpoint can be processed Synchronously and Asyn-
chronously.
v [#] APIDeployl
. DeleteAirportbyAirportCode/{AirportCode}
e DeleteAirportbyAirportCode/{AirportCode}
wr GetAirportbyAirportCode/{AirportCode}
“ GetAirportbyAirportCode/{AirportCode}
wr GetAllAirport
“ GetAllAirport
PostAirport
: PostAirport
= PutAirportbyAirportCode
E PutAirportbyAirportCode

Synchronously processed endpoints can be seen with the HTTP method on its own and Asynchronously processed
endpoints can be seen with the HTTP method encircled with blue curves.
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10.13.2 Active Endpoint View

We can see a consolidated view containing only the active endpoints from each deployment using the following option.
Server Browser *oXx

g8— t -
Y- oo DO o - ™=

| ey Security
&} REST API Deployments
[
¥

=]

= Data Model Deployments

Active Endpoint View

-, Schedule Deployments

" Plots Explorer e/{AirportCode]
oo DeleteAirportbyAirportCode/{AirportCode}

1 GetAirportbyAirportCode/{AirportCode}

. GetAirportbyAirportCode/{AirportCode}
o GetAllAirport

GetAllAirport

PostAirport

=+ PostAirport

wr PutAirportbyAirportCode

E PutAirportbyAirportCode

"
"
|

This will show the user a different view,
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Server Browser

’ =2 B— I
Y T e _'rb {} g
HTTPS://LOCALHOST:9261

Search...

£E) Active Endpoints View

v (b Delete Airportby Airport Code
~ +0 {Airport Code}
E Delete Airport by AirportCode
ve. Delete Airport by AirportCode
v« Get Airportby Airport Code
~ +0 {Airport Code}
E Get Airport by AirportCode
=1 Get Airport by AirportCode
« Get All Airport
“ Get All Airport
Post Airport
%7 Post Airport
wr Put Airport by AirportCode
E Put Airport by AirportCode

We can see the endpoints in a tree-like or hierarchical structure. Each endpoint is characterized based on its resource.

Upon hovering over each endpoint, their Request URL can be seen,
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Server Browser * O x

’ = B— )
Y- so o O

HTTPS://LOCALHOST:9261

Search...

£5) Active Endpoints View

v 40} Delete Airportby Airport Code
w 40 {Airport Code}

% Delete Airport by AirportCode
HTTPS://LOCALHOST:9261/api/publishingAsync/DeleteAirportbyAirportCode/{AirportCode}
v 40 Get Airportby Airport Code

w 40 {Airport Code}
o Get Airport by AirportCode
= Get Airport by AirportCode
Get All Airport
Get All Airport
Post Airport
Post Airport

-1

(%)

Put Airport by AirportCode
E': Put Airport by AirportCode

10.13.3 Context Options
Deployment Context Options

If we move back to the REST API Deployment View, we can see some options in the context menu of each of the
deployments.
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Server Browser

B— 4 L 5
Y- i O b GE
HTTPS://LOCALHOST:9261

Search...

0 REST AP| Deployments
v [#] APIDe

oL

§a View Deployment
D¢mm  Export As OpenaPIFile  -0d€l

— De@ Copy Swagger URL -ode}
wr Qe — le
~— _ x| Remove Deployment :
A o e

s GetAllAirport
s=, GetAllAirport
PostAirport
PostAirport
wr PutAirportbyAirportCode
»n, PutAirportbyAirportCode
> [# PublishingDashboardGraphs

View Deployment: Selecting this option will let the user view the deployment in the deployment manager.

10.13. Server Browser Functionalities for APl Publishing 167



Data-Services

Server Browser 2 : Deployment - DEFAULT X
; B . B
Y ieeH O ES- 4 O B H &
HTTPS://LOCALHOST:9261 D" Name Stsius  Deploymentlog  Server CreatedBy  Updated By  Last
Search 2 PublishingDashboardGraphs ' Running Deployment Log VMQAS501:9261 7172
PublishingDashboard Running VMQAS501:9261 172

ﬁ REST API Deployments

v [# anlcol
,‘Iﬁ'_d View Deployment

OO I T N N

lmlt(nde}
7™ Export As OpenAPI File sortCode}
.‘.@ Copy Swagger URL tCode}
E ;ﬂ Remove Deployment tCode} £ ’
« GetAllAirport
S HX
5o GetAllAirport A~
PostAirport Name: ‘APIDepluﬂ ‘
: PostAirport
v PuthirportbyAirportCode Archive File Path: ‘ C:\Users\usman.qasim\Downloads\AP| Build 01\AsteraDataServices\ |
A\ Users\us .qasim\. 5\ A 01..\ .
E PuthirportbyAirportCode C:\Users\usman.qasim\Downloads\API Build 01..\BulkDep.Car
Config File Path: ‘ I
[ Encrypt Files
Comment:
v

Export as OpenAPI file: Selecting this option will allow the user to generate an Open API specification JSON file
which we can export/save to the desired location, be it local or on a network.

This file can be used to import the API collection to any third-party tool i.e., Postman, Insomnia, etc., for consumption.

Server Browser ::: o W @ Export OpenAPI File

X
o o) « v I > ThisPC > Deskto, o Search Desktop p
Y& 5O - = t p y
HTTPS://LOCALHOST:9261 Organize v New folder F= - °
Search.. [ Desktop » Name - Date modified Type Size
Downloads  # I
@ REST AP| Deployments { ownloads Deployment 7/1/2022 5:43 PM File folder
|5 Documents Staging 7/1/2022 5:15 PM File folder
v [£] APIDeploy1 = Pictures #
: DeleteAirportbyAirportCode/{AirportCode} AP Build 01
2= DeleteAirportbyAirportCode/{AirportCode}
. X . ﬁ Music
wr GetAirportbyAirportCode/{AirportCode} X
T GethirportbyAirportCode/{AirportCode} B videos
wi GetAllAirport @ OneDrive
i GetAllAirport
. 8 This PC
PostAirport o
%7 PostAirport ¥ Network
=i PutAirportbyAirportCode v < >
o PutAirportbyAirportCode File name: | APIDeployment] .
Save as type: | Json (*json) w
A Hiide Folders Cancel

Copy Swagger URL: This option lets the user copy the Swagger URL for the deployment. We can use this URL to
generate the swagger definition file for the API collection.

168 Chapter 10. API Publishing



Data-Services

Server Browser

" & "y o
Yt = 8 ™

HTTPS://LOCALHOST:9261

(¥

earch...

@ REST AP| Deployments

v [#] APIDeploy1
oe. DeleteAirportbyAirportCode/{AirportCode}
%= DeleteAirportbyAirportCode/{AirportCode}
wr GetAirportbyAirportCode/{ AirportCode}
% GetAirportbyAirportCode/{AirportCode}

GetAllAirport

GetAllAirport

PostAirport

: PostAirport

=t PutAirportbyAirportCode

PutAirportbyAirportCode

&

"
n
L |

]
- |

Centerprise Data Integrator 9

Swagger generation URL copied to clipboard.

Remove Deployment: Selecting this option will remove the selected deployment from the Server Browser.

Endpoint Context Options

Each deployment can either have a single endpoint or multiple ones. Similar to deployment, a context menu is available

for each endpoint as well.
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Server Browser oo

o} .
VP o H O ER- @™
HTTPS://LOCALHOST:9261
Search...

@ REST APl Deployments

v [#) APIDeploy1
e Deletghirnarthulirnat ada /M AirnartT adal
7 Deletes 2 Copy URL to Clipboard

w GetAir =] Show Runtime Trace

o GetAir ...-0 Deactivate

T GetAIU% Neo Authentication Required
“ GetAllAirport

PostAirport

PostAirport

= PutAirportbyAirportCode

"

»r PutAirportbyAirportCode

Copy URL to Clipboard: This option allows the user to copy the endpoint’s request URL to the clipboard.
Show Runtime Trace: Selecting this option will show the runtime trace for that endpoint.

Deactivate: Selecting this option will deactivate a particular endpoint.

Note: Select the Activate option to re-activate the service.

No Authentication Required: Selecting this option will disable the authentication required by this endpoint. To enable
the authentication, open the context menu again and select the Authentication Required option.
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10.13.4 Security

In terms of security, Astera Centerprise gives the user the ability to define roles and provide resources to each role.

The security view in the Server Browser can be selected from the Server Browser drop-down menu,

Server Browser * o X

! = o 1
YT SHOCESH- %=
Security

REST AP| Deployments
Active Endpoint View

7 O

Data Model Deployments

Schedule Deployments
Plots Explorer e/{AirportCode}
e DeleteAirportbyAirportCode/{AirportCode}
wr GetAirportbyAirportCode/{AirportCode}
. GetAirportbyAirportCode/{AirportCode}
wr GetAllAirport
“ GetAllAirport

PostAirport

Y
Ie:

PostAirport
= PutAirportbyAirportCode
E PutAirportbyAirportCode

This will open a new view,

L =
Y- oeo o O
HTTPS://LOCALHOST:9261

BRI
|

earch...

& Security

v & Security
3 User

. &% Roles

Expanding the User and Roles nodes shows us the centerprise client’s users and the available roles respectively.
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Server Browser

o}
Y h :‘) L:b {} E
HTTPS://LOCALHOST:9261

Search...

& Security

v & Security
v & User
& admin
v 2% Roles
« ROOT
«» DEVELOPER
«s OPERATOR

Note:

* New users can be added by right-clicking on the User option and selecting Register User from the context menu.
» New roles can be added by right-clicking on the Roles option and selecting Add New Role from the context menu.

Resources of each role can be allocated by right-clicking on the role and selecting Edit Role Resources from the context
menu.

Here, the resources available below are,
* URL
e Cmd
e REST — Publishing and Publishing Async

Note: A user needs to have the REST API resources enabled for the deployed API to avail the API services. Otherwise,
they might never be able to use the deployed APIs.
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Server Browser oo

=
Y i S O =
HTTPS://LOCALHOST:9261

Search...

& Security

v & Security
v & User
& admin
& ablcd
v &% Roles

ROOT

£e o Lo

DEVERIﬁH
OPE % [Edit Role Resources

l'l.‘. Create Copy Of this Role

aa Delete Role

Note: Users will only be able to access the resources that have been allocated to their role.

Server Browser

T o SO
HTTPS://LOCALHOST:9261

Search...

& Security

v & Security
v & User
& admin
S abled
v &% Roles
& ROOT
& DEVELOPER
&, OPERATOR

A B4 Delete:DeleteAirportbyAirpor... Edit Resources of DEVELOPER - X
Y- = < &= &g Resources Al ~ Permission All -
N Assigned Role Permission
Search...
URL Description Method Per ®
88 Al
»
> LJurt/ Window
y [Cmd://
L Context
w [JREST:// "
v Oepi View
v [dpublishing Browser
» [JPutAirportt Output Control
» []DeletetirportbyAirportCode Flow
» [JGetAllAirport Lineage
» []GetAirportbyAirportCode ScheduleFile
y PostA t
DPostAirp Dataflow
» [JpublishingAsync
SharedAction
Workflow
Project/Project...
Project/Project...
Project/Project...
Project/Project...
Project/Project...
Project/Project...
v
< >
To assign a role to a user, right-click on the user and select Edit User Roles from the context menu.
At Btaac A e tarucLanca x
& Edit User Roles for ablcd X
All Roles User Roles :
DEVELOPER
OPERATOR r
ROOT
>
<<
oK Cancel
FTojecUPToject—
v
< >

Note: Selecting the specific role and then clicking the right-facing arrow will assign the role to the user. Clicking the
left-facing arrow after checking a role will remove the role from the user.
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10.13.5 Additional Server Browser Options

Apart from the deployment view options, these are the following options also present on the main menu bar of the
Server Browser.

Sewer Browser ................................................................. - q x
=] B—
) Y S :

HTTPS://LOCALHOST:9261

Search...

Add Deployment: Adds a new deployment

Remove All Deployments: Removes all deployments present on the Server Browser

Expand All: Expands each of the nodes of all the deployments.

Search Bar: Here, you can write a name to search for any specific deployment or an endpoint.

This concludes the Server Browser functionalities for API Publishing in Astera Centerprise.

10.14 API Monitoring

Astera API Management lets users monitor live metrics for all deployed APIs using a Visualization Dashboard.

Select the Plots Explorer view in the Server Browser.

SEIVET BrOWSEE 1ottt o M B D

B—

Y M -ﬂ L:rb G N
| & Security

@ REST AP| Deployments
£E) Active Endpoint View

! ?; Data Model Deployments
| -, Schedule Deployments

%" Plots Explorer I

This will open a new view.

174 Chapter 10. API Publishing



Data-Services

Server Erowser

@- n
Y- aosdo O =
HTTPS://LOCALHOST:9261

Search...

" Plots View

v s Dashboard
o, PublishingDefaultDashbordufaesgbb.vuu

Right-click on the option present underneath the Dashboard node and select Open Dashboard from the context menu.

Server Browser

= - "y
T " a0 IO {} -
HTTPS://LOCALHOST:9261

Search...

"W* Plots View
v s Dashboard

o.‘l PuhIishiniﬂdauhﬂashbordufasgbb.vuu
= Open dashboard

Selecting this will open the dashboard window.
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API Publishing Default Dashboard

Total Requests

169 3559

Request(s) Per second

Average Response

805

Duration (ms)

Deployed Deployed
Most Recent Log Records - Requests by Response Status

ServerName CreateDtTm RequestiP Method Url Status DurationMilliSecor
VMQA4469262 15/08/2022 1921681059 @O  -/OptionaWithoutDefaults @3 92 ‘;-OK
= Not Found

VMQA446:9262 12/08/2022 17217074 @EF) /DL [ox} 242 @ Status Internal..

OK: 111 (65.68%) |m Bad Request
VMQA4469262 12/08/2022 17217074 (@@ /DL @ 188 = Accepted
VMQA446:9262 12/08/2022 1921681099 @GEFP  ./DLL ok 184
VMQA4469262 12/08/2022 1921681099 @EZD /DL @ 406
VMQA446:9262 12/08/2022 17217074 @GEF) /DL [ ot Found JRET

« >

The dashboard shows various performance metrics and graphs which can be used to monitor the deployed APIs. These
include,

Total number of requests

Requests per second - Measures the throughput of the API server, gauging the number of requests the server can handle
in a time unit of a second.

Average response duration - This is a critical KPI that signifies the average time taken for an API to respond.

Most Recent Logs Record - Lists the 10 most recent requests catered along with detailed information about the server
and client.

Requests by Response Status - This shows the percentage of each of the different responses for the deployed APIs.

Requests by Timespan - A bar graph that highlights the traffic received as per the number of requests received with
time.

Average Response Duration by Timespan - A line graph showing the average response durations with time.

PublishingDefaultDashbord?2... - X
@ & DateRange All - “15( I's)
API Publishing Default Dashboard
~
Deployed Deployed
Requests by TimeSpan Average Response Duration by TimeSpan
-O- DurationMilliSeconds
60 25K

Number of Requests
8

Jevarage Rasponsa Tir

10K
i ﬂ/»\A
0 pP M A A

15/08/2022 9:41:42 am 08/08/2022 3:41:42 pm 10/08/2022 8:16:51 pm 11/08/2022 9:14:34 pm

0
09/08/2022 9:41:42 am 12/08/2022 9:41:42 am

Using the Data Range filter, all these metrics and graphs can also be filtered by a data view.
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® & |Date Range Last Week = T

API Publishing Default Dashboard

Deployed Deployed N

Requests

3559

Average Response

810

Per second

Request(s)

Duration (ms)

Deployed Deployed
Most Recent Log Records - Requests by Response Status

CreateDtTm RequestIP Method  Url Status

VMQA446:8262  12/08/2022  172.17.0.74 GG oL @ 242 - OK

= Not Found
VMQA446:9262 12/08/2022 17217.0.74 [ PosT ] /DL O 188 Internal..

= Bad Request
VMQA446:9262  12/08/2022  192.168.1099 @@ /DL I 184 @ Accepted
VMQA446:9262 12/08/2022 182.166.109% @D /DL 3 406

VMQA446:9262  12/08/2022  172.17.0.74 [[PosT IR T 1ot Found JRNRETS

Note: The source table for the dashboard can be configured to purge.

From the Server Explorer, right-click on the cluster node and open Cluster Settings. Here, you can set the Purge REST
Request Info After value to enable purging the source table.

A value of 0 signifies that the table would never be purged.

PublishingDefaultDashbord2... Get:Contacts  ServerProfiles  Server Connection Propertie... | Cluster Settings

qure- > 3 MEERE
General ‘ Mail Setup | Path Mappings | Configure- 3 'H | FE B2 %
N, DEFAULT A | v [ server Connections
ame:
| l VDEE.I;_ Job Monit
== Job Monitor
staging Directory e [~ Delete Stale Jobs
Path: I C:\Users\saleha.zubairi\Desktop\staging | o5
C\Users\saleha zubair\Desktop\staging [ Job Schedules
[=]
=, Deployment
g
Deployment Directory Logi
Path: CAUsers\saleha.zubairi\Desktop\depl » Logout
Ci\Users\saleha.zubairi\Desktop\depl f Change Password
D UserlList
Cloud File System & Rolelist
[4 Client and server share the same file system & Serverlog
ey i ine chent S e s 7 e ol ol B Cluster Monitor

a

Server Profiles

I

[ Allow local file access
—. Client Certificates

Purge Frequency
Purge Job Info After 7 E‘ Days |Purge Rest Request Info After |0 E Days
Purge Server Events After 7 B pays

This concludes API Monitoring in Astera API Management.
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10.15 Logging and Tracing

In Astera API Management, users can troubleshoot runtime issues by monitoring live tracing for any APIs deployed
on the server.

To configure logging, create a new server profile by right-clicking on the cluster node in the Server Explorer and
selecting Server Profiles from the context menu.

Server Explorer

Configure~ £» H =5 &
v Server Connections
W Eﬁl peeatnT

{=i= Job Monitor
|:}~‘ Delete Stale Jobs

ﬂ'-;o Job Schedules
E, Deployment

%' Data Model Deployments
3] Browse ADM Databases
Realtime Events Monitor
Realtime Jobs

Logir

Logout

Change Password
User List

Role List

Server Log
Cluster Monitor

Cluster Settings

Server Profiles

Nl s S e Ty

Client Certificates

Project Explorer LTSI Report Properties

This will open a new window.

1. Create a new profile by selecting the Add a new server profile option.
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Server Profiles - X

RIXH

DEFAULT

Editing Server Profile <ServerProfile2>
Profile Settings  Publishing Settings

MName: ServerProfile2
Max Concurrent Jobs: 5 =
Event Severity: Info |

(Server events are recorded based on the choice of severiy)

Active Components: [] Lineage Manager ~
[] Connections

[[] Analytics

=

] Agent

] Authorization

[~] Virtual Data Model

[ Db Agent

[~] Portal Manager

[] Client Health Manager

[~] Preview Job Manager

[~] In Proc Job Manager

] Config Ui Support v

As you can see, we already have a server profile created.

2. Select the Publishing Settings tab and scroll down to the API Runtime logging and tracing section.
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Server Profiles - X

B XH
ServerProfile2 Editing Server Profile <ServerProfile2>

DEFAULT Profile Settings Publishing Settings
Non-paginated AP| Cache Time-to-Live(ms): 30000 = ~
Paginated Pipeline Cache Capacity: 500 =
Paginated AP| Cache Time-to-Live(ms): 8000 =
API Runtime Logging and Tracing
Request Validator Logs: Info |
Processor Logs: Info ~
Purge Event Logs After: 60 = Day(s)
AP File Server Configration
[] Enable File Uploads
[C] Enable File Downloads
File Expiration Time: 10 = Hour(s)
Server File Directory:
Service Type Configration
1 At ac a Relav Senver far Anent A

Here, the user can select the level of logs to be traced, including information, warnings, errors, or all-inclusive. The
logging stages include,

Request Validator Logs: It includes pre-validating the request context before sending it through the runtime processor
by validating the server availability, and deployment activity, and inspecting if the request has the supported formats.

API Runtime Logging and Tracing

Request Validator Logs: Info w
Processor Logs: Warning
Error
p All
urge Event Logs After: — Dayis)

Processor Logs: Processor logs include runtime components of the request, including information about a cached
request pipeline, the concurrent pipelines in execution, and runtime capacity.

180 Chapter 10. API Publishing



Data-Services

API Runtime Logging and Tracing

Request Validator Logs:
Processor Logs:

Purge Event Logs After:

API File Server Configration

] Enable File Uploads

] Enable File Downloads

File Expiration Time:

Info ~

Info o

Warning Day(s)
Error

All

10 = Hour(s)

Server File Directory:

Purge Event Logs After: This counter shows the number of days after which the logs will be purged/removed since a

lot of them can accumulate at runtime.

Once the server profile is configured and saved, the next step is to select this profile in the Server Properties.

After logging and tracing have been configured, users can now view the live runtime traces generated for all deployed

APIs.

Next, go to the Server Browser and open the Deployed Endpoint View. To view the tracing for any deployed API,
right-click and select Show Runtime Trace for any API deployment listed.

Server Browser

E—

Y v | &0 LIO {—}
HTTPS://LOCALHOST:9261

Search..

W Default View
& Security
v [# Deployment
Orders
st Order -

% Copy URL to Clipboard
e Order = = g

* 0 X

=] Show Runtime Trace

r QOrder

wr Order O Deactivate

[# Publishin p! Neo Authentication Required

You can now see the trace.
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O E © @ severiy Info

<

Id
11535
11534
11533
11532
11831
11530
11529
11528
11527
11526
11525
11524
11523
11522
1521
11520

ServerName
VMQAS501:9261
VMQAS501:9261
VMQA501:9261
VMQAS501:9261
VMQAS501:9261
VMQAS501:9261
VMQAS501:9261
VMQAS501:9261
VMQAS501:9261
VMQAS501:9261
VMQA501:9261
VMQAS501:9261
VMQAS501:9261
VMQA501:5261
VMQA501:9261
VMQAS501:9261

v Search Trace

Requestld

ded98e42-905e-4c Tc-bebe-e4481b825b4c
dcd98e42-905e-4c Tc-bobe-e4481b825b4dc
dcd98e42-305e-4c 7c-bebe-e4481b825b4c
dcd38e42-305e-4c 7c-bobe-24481b825b4c
ded98e42-905e-4c7c-bebe-e4481b825bdc
dcd98e42-905e-4c Tc-bobe-e4481b825b4dc
dcd98e42-305e-4c7c-bcbee4481b825b4c
b30559%d-b6ab-4eb-929d-4202d837901d
b3055%d-b6ab-4feb-929d-4202d837901d
b3055%d-b6ab-4feb-929d-4202d837901d
b3055%d-b6ab-4feb-929d-4202d837901d
b30559%d-b6ab-4eb-929d-4202d837901d
b3055%d-b6ab-4feb-929d-4202d837901d
b3055%d-b6ab-4feb-929d-4202d837301d
b3055%d-b6ab-4feb-929d-4202d837901d
b30559%d-b6ab-4eb-929d-4202d837901d

Timestamp
8/18/2022 6:40:51 PM
8/18/2022 6:40:51 PM
8/18/2022 6:40:51 PM
8/18/2022 6:40:51 PM
8/18/2022 6:40:51 PM
8/18/2022 6:40:51 PM
8/18/2022 6:40:51 PM
8/18/2022 6:40:45 PM
8/18/2022 6:40:43 PM
8/18/2022 6:40:49 PM
8/18/2022 6:40:49 PM
8/18/2022 6:40:45 PM
8/18/2022 6:40:43 PM
8/18/2022 6:40:49 PM
8/18/2022 6:40:49 PM
8/18/2022 6:40:45 PM

This concludes logging and tracing in Astera API Management.

9P
Message
Endpoint Request Validated successfully, Starting Execution.
Validating Request Record
Validating special parameters.
Validating Content-type.
Checking for service availability.
Validating Endpoint Info.

Endpoint Request Context built successfully, Starting Validation.

Concumently executing pipelines count 0.

Retuming pipeline to the cache.

Sending Response

Building Response.

Concumently executing pipelines count 1.

Try retriving Pipeline from cache.

Endpoint Request Validated successfully, Stating Execution.
Validating Request Record.

Validating special parameters.
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CHAPTER
ELEVEN

API CONSUMPTION

11.1 API Connection

To make an API call, an API Connection object needs to be configured first. This object stores all the common infor-
mation that can be shared across multiple API requests.

11.1.1 Configuring The API Connection Object

1. Drag-and-drop the API Connection object from the Toolbox onto a dataflow.

Note: It can also be stored as a shared action file.

Toolbox vy 2 x m - X
- - [Hzeomiox - @ =8 & \\ [T QO F b2

» Data Warehouse

v Services

v Consume

Bg APiCient
& v
I(“_“ API Connection I

E Legacy API Client

@ Submission Destination
» Text Processors

» EDI

»  Analytical Models

»  Visualization

Toolbox AP| Browser

2. Right-click on the API Connection object and select Properties from the context menu.
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o APIConnection
. . Properties...

Rename
Collapse Tree Sub-nodes
E Resize »
114 Sorted
‘ Show Lineage
Delete Action and Reroute Maps
Save as Shared Action

Exclude from Pushdown

)

Help...

Align 3
Delete

Cut

Copy
Paste

i) E)‘ X

Ti

1]
i
Iy

A configuration window will appear on your screen.

(% APIConnection : REST Connection O X
® @ . Editing: APIConnection -

Base URL: |

Timeout (msec): 5000 S

[ Include Client SSL Certificate

[ Enable Authentication Logs

Authentication

Security Type:
No Authentication v|

Does not contain any type of authentication.

Prev Next oK Cancel

Base URL: Here, you can specify the base URL of the API which will prepend as a common path to all API endpoints
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sharing this connection. A Base URL usually consists of the scheme, hostname, and port of the API web address.

Note: When a user imports an API definition, a shared connection file containing the Base URL and authentication
type is automatically created within the project. To learn more about importing APIs in Astera Centerprise, click here.

Timeout (msec): Specify the duration, in milliseconds, to wait for the API server to respond before giving a timeout
error.

Include Client SSL Certificate: Check this box to include an imported client certificate for the specified base URL. To
learn more about importing SSL certificates, click here.

Enable Authentication Logs: Select this checkbox to enable authentication logging for APIs.
Authentication — Security Type: Specify the authentication type for the API.

Astera supports the following authentication types

(} APIConnection : REST Connection O X
@ . Editing: APIConnection -
Base URL:
Timeout (msec): 5000 =

[ Include Client SSL Certificate

[] Enable Authentication Logs

Authentication

Security Type:

No Authentication e

No Authentication
OAuth 2 Does not contain any type of authentication.
AP| Key

Basic Authentication
Bearer Token

Prev Mext oK Cancel

Types Of Authentications:

Identification and verification of a user is an important aspect of authentication. Authentication allows an application
to determine whether a user identity is valid/authorized; based on the outcome, a user is provided access control to the
application.

For APIs, authentication plays a key role in authorizing requests to the API platform’s resources. The following au-
thentication types are available within the API Connection object.

1. No Authentication
2. OAuth 2

3. API Key

4. Basic Authentication

5. Bearer Token
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6. AWS Signature
7. NTLM

No Authentication

With this security type, the user can send API requests without including any authentication parameters.

(% APIConnection : REST Connection O X
@ . Editing: APIConnection -
Base URL: https:;'_-’\o,adafruit,comfapl.va
Timeout (msec): 5000 <

[[] Include Client SSL Certificate

[] Enable Authentication Logs

Authentication

Security Type:

No Authentication e

Prev Next oK Cancel

OAuth 2

This type is used when an unrelated application login is used to acquire permission to access data on your behalf for
another application. Instead of giving away your password to the application, OAuth 2 enables delegated authorization
through a third-party Authorization Server.

In response to a valid authorization, the Auth Server issues an Access Token with a restricted scope and validity to
authenticate the user with permissions. When the Access Token expires, its Refresh Token is used to obtain another
valid Access Token.

Configure an OAuth 2 request to generate Access and Refresh tokens. The tokens will be implicitly added to the request
and auto-refreshed if expired.
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(% APIConnection : REST Connection O *
@ . Editing: APIConnection -
[ Include Client SSL Certificate "

[ Enable Authentication Logs

Authentication

Authentication URL:

Security Type:

OAuth 2 v Client ID:

Grant Type: Clear Cookies Additional Info Request Token
Implicit ~

W

Prev Next (014 Cancel

The OAuth 2 authentication supports different flows for various scenarios. You can select any of the following Grant
Types:

1. Implicit

2. Authorization Code

3. Authorization Code (with PKCE)
4. Password

5. Client Credentials
Implicit

In this Grant Type, you only need to provide an Authentication URL and Client ID to request a token without an
intermediate code exchange. It was built for apps such as native Java script clients, and mobile or browser-based
applications where client secrets cannot be exposed.

Hence, this flow promptly gets the token directly exposed in the URL and is considered less secure for web applications.
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@ APIConnection : REST Connection

[ Include Client SSL Certificate

[] Enable Authentication Logs

Authentication

Editing: APIConnection -

Security Type:

OAuth 2

Grant Type:

Implicit

Authorization Code
Authonization Code (With PKCE)
Password

Client Credentials

Authentication URL:

Client ID:

Clear Cookies

Additional Info

Request Token

v

Prev Next oK Cancel

Authentication URL: This is the login page, where the API user authorizes itself to the Authentication Server.

Client ID: This is the public identifier for accessing the registered API Server application.

Authorization Code

This flow type is popular for mobile and web server-side applications.

In this Grant Type, you need to provide an Authentication URL, Access Token URL, Client ID, and, optionally, a Client

Secret to authorize.

The flow first requests a one-time authorization code from the authorization server. The authorized request is redirected
to the API Server along with its client secret which then authenticates the user for its resources by exchanging the code

for an Access Token.
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@& APIConnection : REST Connection O X
@ . Editing: APIConnection -
[ Include Client SSL Certificate ~

[[] Enable Authentication Logs

Authentication

Security Type: Authentication URL:

OAuth 2 ~ Access Token URL |
Grant Type: Client ID: |
Authorization Code ~ Client Secret: . |

[ Use System Default Browser

Clear Cookies Additional Info Request Token

v

Prev Next oK Cancel

Authentication URL: This is the login page, where the API user authorizes itself to the Auth Server.

Access Token URL: This URL is provided to generate an Access Token for authentication after the user has been
authorized successfully.

Client ID: The public identifier for accessing the registered API Server application.

Client Secret: 1t is provided alongside the Client ID, as a secret credential to access the registered application from the
Auth Server.

After providing the authentication details, click on the Request Token option to sign in and fetch the token(s).

Authorization Code with PKCE

The Proof Key for Code Exchange flow has replaced implicit authentication flow by being more secure to be used in
single-page native, mobile, and browser-based apps. As such apps existing on the browser cannot store client secrets,
this Authorization Code flow keeps the client secret hidden.

Instead, the client sends a dynamically generated string generated using a code_verifier hashed to a code_challange to
the Auth Server. The Auth Server stores this for verifying the client during the OAuth2 exchange.

The Client app then makes an authorization request and receives the Auth Code as a result. It then requests an Access
Token by sending the Auth Code together with the code_verifier that is hashed by the Authorization server and compared
to its saved copy for verification.

In this Grant Type, you need to provide an Authentication URL, Access Token URL, and the Client ID to authorize.
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Authentication

Security Type: Authentication URL: I 3 uthorize
OAuth 2 w Access Token URL: I
. ] T
Grant Type Client |0
) Autherization Code (With PKCE) A [ use System Default Browser
Additional Info Reguest Token
Access Token: eylhpr— zHudg =3
Access Token Expires On: Friday, 18 November 2022, 12:35:.27 pm
Refresh Token: Mty SC e 3IGM o' |
Prey Mext 0K Cancel
Password

In this Grant Type, you need an Access Token URL, Username, Password, Client ID, and Client Secret to authorize.
It is considered for internal services and not recommended for third-party applications as it authenticates the given
credentials in a single step.

Since user credentials are exposed to the client application, this flow type outlaws the OAuth2 principles and is now
deprecated.

Authentication

Security Type: Access Token URL: h —————————— C C£55_token
OAuth 2 v Username: S ——

Grant Type Password

Password " Client ID: I

Client Secret

Additional Info Request Token
Access Token: <4
Access Token Expires On: 02 pm
Refresh Token: FE
Prev Mext 0K Cancel

Access Token URL: The URL through which the Access token is going to be generated for authentication.
Username: The application login name of the user for authentication.

Password: The application user password is provided for authentication.
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Client ID: The public identifier for accessing the registered API Server Application.

Client Secret: It is provided alongside the Client ID, as a secret credential to access the registered application from the
Auth Server.

After providing the authentication details, click on Request Token to fetch the token(s).

Client Credentials

In this Grant Type, you need the Access Token URL, Client ID, and Client Secret to authorize. This is used with the
client application. It self-authenticates access to its resources without a user context.

Authentication

Security Type Access Token URL I 2 c e55_token
OAuth 2 = Client ID: I
Grant Type: Client Secret:
Client Credentials v Additional Info Request Token
Access Token:
<3
Access Token Expires On:
Refresh Token:
4
Prew MNext oK Cancel

Access Token URL: This URL is provided to generate an access token for authentication.
Client ID: The public identifier for accessing the registered API Server application.

Client Secret: It is provided alongside the Client ID, as a secret credential to access the registered application from the
Auth Server.

After providing the authentication details, click on Regeust Token to fetch the token(s).

Additional OAuth 2 Info

An OAuth 2 authentication flow requires some additional parameters to specify resources and scope permissions asso-
ciated with the given Access Token.

To provide additional information required by an API provider for an OAuth2 request, click on the Additional Info
button.
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®
@ - Editing: RefreshTokenOAuth? =
Base AL .hﬂ‘ﬂi.\-'. dymamics.comapi/data
Timeout [msec): =1 =

[ inchede Client 550 Certificate

[ Enable Authentication Legs

Authenbication

Secusity Type: Authenticatson URL: hitps:/ login.microsoftonline.com/common/csuthl/su
Oluth 2 - Access Token URL _hnp;-.n)'logm.m-cumoﬁonlme.:om‘mmmm‘ﬂmhﬂo
Grant Type: Client | [

A Code . Client Secret: R ———

[ Use System Default Browser

Additional Info Request Token

Becess Token: Eyjerrr—— pGgOc e |
Aecess Token Expires O Friday, 4 Sugust 2023, 244:10 pm
Refrech Taken: DG rermrmerenntsy HIWkA 4a
Pres Mext oK Cancel
| B Additional Information _ O %
| Provide additional information
Resource: |
Scope:
State:
Response Type: code I
Use HTTPS for Callback URL: B hitps//localhost:2050/
Include S5L Certificate? O
Ignore Certificate Errors? O

Additional Pararneters

‘Please enfer Parameters in the fomat { key=value ) and separated by comma. These
Faameters wil be made pait of request URL a5 quey parameters while reguestng foken

oK Cancel

Resource: Use this to identify the URL of the web API intended for user access.

Scope: Use this to specify what the authenticating application can do on behalf of a user by imposing a limit on which
resources it can access and with what rights.

State: This parameter is useful to protect against XSRF as the client generates and sends a random string while the
Auth Server returns it back again on authenticating as a verification.

Response Type: This parameter is used to specify the expected type to be received from the authorization server on
valid authorization. The most common inputs are “code” and “token”. Code is used for the Authorization Code grant
type where it is exchanged in the follow-up request for the token. A token is used for implicit grant type where the
Access Token is returned directly.
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Callback URL: Redirected URL after the authentication request at which the token/code will be returned. For Astera
Centerprise, use “http://localhost:8050/” or “https://localhost:8050/”

Include SSL Certificate: To include the client certificate in the OAuth2 token generation request.
Ignore Certificate Errors: Check to ignore any certificate errors while authenticating.

Additional Parameters: Any additional parameters apart from the above list that are required to be sent in the authen-
tication request can be added here as key-value pairs, separated by a comma.

Token Caching and Auto-Refresh

Following the security policy of authenticating an API call, clients are required to obtain Access/Refresh tokens for
authenticating an API request. These tokens may have a defined validity and need to be invoked again to generate a
new token.

Once authentication details are fully configured, users need to manually ‘Request Token’ in the API Connection.

Authentication
Security Type: Authentication URL N 2 thorize
QAuth 2 v Access Token URL: Yt o ke
Grant Type: Client ID: e ——
Authorization Code w Client Secret:

[ Use System Default Browser

Additional Info Request Token

Prey [ 0K Cancel

Handling token expiry and Automation

For the OAuth2 grant flow which requires users to authenticate when requesting a token, the refresh token can be used to
obtain a new access token. While other grant flows directly make the call to request an access token, Astera Centerprise
can automatically obtain a new token in the background so your flows can be automated.

You can make use of the auto-generation and caching of these tokens which enables you to automate API requests
ensuring new tokens are generated for use without needing to manually update the tokens each time.
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Using ‘Client Credentials’ or ‘Password’ OAuth2 Grant Types

These grant flows work by making a single call requesting an Access Token along with the provided client application
credentials. Since the flow is not dependent on any user input for authentication, it can be automated for the regeneration
of a new token when the existing token expires.

| @ APIConnection : REST Connection ] b S
i @ . Editing: APIConnection -

Base URL: hittps://bitbucket.org/api

Timeout (msec): 5000 <

[ Include Client SSL Certificate

] Enable Authentication Logs

Authentication
Security Type: Access Token URL mracc=ss_token
OAuth 2 = Client ID: ——
Grant Type: Client Secret:
Client Credentials = Additional Info Request Token
Access TDkEI"I! ]w"“"“""""zﬁ]‘s '-Q‘J
Access Token Expires On:  Saturday, 4 December 2021, 5:54:28 am
Prev Next oK Cancel

Here, I have a pre-configured authentication with an expired token. Let’s see what happens when this flow is executed
with an expired token.

13 169 VMQAL06:9263 17/04/2023 12:43:13 am: ChentCred .Df: Job started on server VMQA406. Job id 1

m VMQAL06:9263 1 17/04/2023 12:49:13 am: APIChent: Requesting new token

172 VMQA4L06:9263 1 17/04/2023 12:49:13 am: APIChent: Requesting new access token using refresh token

173 VMQA406:9263 1 17/04/2023 12:49:15 am: APIChent: New generated token is added to cache for reuse with expiry 17/04/2023 2:49:15 am
174 VMO ALDE:5263 1 17/04/2023 12:45:17 am: ChertCred DF: Job Id 1. Job ended. Bapsed Time: 00:00:05.917

The job trace shows that an expired token was found, and a new token has been generated for this connection and saved
to the server cache for future reuse.

On the next run, the server is bound to check the cache for a valid token before opting to generate a new one. The cache
stores a token for each unique connection used across all jobs running on the server.
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Use of a Refresh Token

For other OAuth2 grant flows that require the user to authenticate first, the refresh token is used to regenerate the access
token automatically.

Authentication

Security Type: Authentication URL: I———— 3 uthorize

Rhth e ol Access Token URL: | HENEEES o )en
Grant Type: Client ID: I ——
Authorization Code o Client Secret:

[ use Systemn Default Browser

Additional Info Request Token
Access Token: GOa45re s Qs ad <d
Access Token Expires On: Tuesday, 11 Apnl 2023, %:13:538 pm
Refresh Token: YefQgrerererramrerergiall 4d

Prev Mext 0K Cancel

Using Default User Browser for User Authentication

Some API Providers restrict using an embedded browser for authenticating using the OAuth2 code exchange. An
alternate option is to request token through a more secure browser-based OAuth authentication.

In this article, we’ll discuss how to run an OAuth2.0 flow for Google Calendar API using the user’s default browser.
Users will first need to create an oauth2 application on the Google Developers’ account and obtain the client id and
secret.

Authenticating the Client Application

For this example, we will be authenticating Google APIs which do not allow the use of an Embedded Browser for an
OAuth2 exchange.

1. Open the API Connection to configure authentication information.

As Google Calendar API works with OAuth2.0 security with Authorization Code grant type, we can select and configure
it accordingly.

@
@ . Editing: APIConnection -
Base URL: https://www.googleapis.com/calender/v3
Timeout (msec): 5000 =

[] Include Client SSL Certificate

[] Enable Authentication Logs
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We must enter parameters such as Authentication URL, Access Token URL, Client ID, Client Secret, and Additional
Information according to the authentication and authorization information provided by Google. Now, let’s click on the
Request Token button to generate the access and refresh tokens.

Apthentication

. Security Type: Authentication URL: ' 2 3 uth |
OAuth 2 - Access Token URL: | ARSMRRRTTU RV k<1 |
Grant Type: Client I0: e —
Authorization Code ~ Client Secret: TRRTEmmmmmRRRR s ——— |

[ Use System Default Browser

Prev Mext oK Cancel

This opens the Embedded Browser of the Astera Client which will result in an error as Google does not allow authen-
tication via an embedded browser. For such platforms, it is necessary to use a more secure user-default browser for
OAuth2 authentication exchange.

o

@ - Editing: GoogleCalendar -

Base URL: https:/fwww.googleapis.com/calendar/v3

Signiin - Google Accounts = [} »

https://accounts.google.comy/_/bscframe

G Sign in with Google

Couldn’t sign you in
This browser or app may not be secure

Try wsing a different browser. If you're already using a
supported browser, you can try again to sign in

Close the embedded browser window. Now, check the option to Use System’s Default Browser and click on the Request
Token button again.

This opens the user system’s default browser for authentication, and this allows us to successfully retrieve the access
token on logging in. In our case, the default Microsoft Edge web browser has opened.
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@ = Editing: GoogleCalendar -

L () httpsy//accounts.google.com/signin/oauth/v2/consentsummany?authuse.. A% v @ 1= @& L

[ view and edit events on all your calendars
Learn more

E‘ See and download any calendar you can
access using your Google Calendar.
Learn more

[} See edit share, and permanently delete all the
calendars you can access using Google
Calendar. Learn more

Make sure you trust Centerprise Testing

You may be sharing sensitive info with this site or app. You
can always see of remove access in your Google Account

Learn how Google helps you share data safely.

See Centerprise Testing's Privacy Policy and Terms of
Service.

Continue

Note: Whether the embedded or secure browsers are allowed for authentication strictly depends upon the API provider.
Click on Continue.

Authentication

Security Type: Authentication URL: I ——————' 2 rth |
Ohuth 2 v Access Token URL: 'mm |
Grant Type: Client [0 I ————
Autharization Code v Client Secret: [ |

EA Use Systemn Default Browser

Addconsino

Access Token: Igm@Trererrrrip Nnk =3
Access Token Expires On: Friday, October T, 2022, 11:34:00 AM
Refresh Token: PAZENTrr T 2 370 o3
Prev Mext QK Cancel

The generated Access Token along with the Refresh Token (if supported by the API provider) are displayed on the
REST Connection window with their respective expiry date and time.
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Tested System Browsers

The following browsers have been successfully tested for the Astera Client,
* Google Chrome
* Microsoft Edge

¢ Firebox

API Key

An API Key is a key-value pair that a client provides when it makes an API request. They can be sent in the Query

string or as a request Header.

@ APiConnection : REST Connection | s
@ . Editing: APIConnection -
Base URL: https://ic.adafruit.com/api.v2
Timeout (msec): 5000 =
O Include Client SSL Certificate
[] Enable Authentication Logs
Authentication
Security Type:
ty Typ Key: |
API Key v
Value: | ‘
Add To: | Header v
Prev Next 0K Cancel

It requires two parameters for authentication:
1. Key
2. Value
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API Key as a Query

Authentication

Security Type: Key: IK-NO-K@ |
AP Key v
Value: | DRSSP |
Addto: | Query w
Prev Mext 0K Cancel
API Key as a Header
& TomorrowAPI ; AP| Connection *
(OR] Editing: TomorrowAPI
Base URL: httpss//api.tomormow.io/vd
Timeout (msec): 5000 =
[ Include Client S5L Certificate
Aythentication
Security Type: Key: |apq'l:ey
Mlxq W
Value: |_K
Addto: | Header w

Prev

Mext

0K

Cancel

Note: API Key is sent in as a key-value pair in the header such as “apikey: cZRcTZt7R3gnTto12C9YHXkeOSNDAPJIK”
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Basic Authentication

Basic Authentication is structured according to the HTTP protocol to provide a Username and Password when making
an API request.

In basic HTTP authentication, a request header parameter is included in the form of “Authentication: Basic”, where
the encoded string is the Base64 encoded.

Authentication

Security Type:
Username: N

Basic Authentication ~

sessEssssEsaEEas

Password

Prey Mext 0K Cancel

Bearer Token

Bearer Token is an HTTP-based authentication. The access token generated by the server in response to a login request
is in turn included in the request header.

Authentication

Secuiity ype: ® Basic O Provide Token Manually
Bearer Token d Usemame: .admln

Password: :........

Token URL: HE ., | gin

Request Token
Access Token: eylhp* = Dead L3
Expires On: Friday, 23 December 2022, 3:11:46 pm
Prev MNext 0K Cancel

To generate a Bearer Token, you need:
1. User Name
2. Password

3. Token URL
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Note: This Authentication type is needed to access Astera APIs, and the request is sent as “application/JSON”.

SSL Certificate Authentication

API clients can enable the use of a private signed certificate to authenticate themselves when accessing APIs through
mutual TLS. You can configure APIs to use a .pem or a .pkt certificate paired with a certificate key or password.

A Client certificate contains information used to identify the client including a digital signature and it is imported for
a specific domain. All HTTPS - SSL-enabled requests matching the domain URL will authenticate using the installed

client certificate.

All certificates used in authenticating API requests from the client will be imported to Astera’s Server and are included
as authentication when an API request is sent. To import a client certificate for authenticating API requests,

1. Navigate to the Server tab on the main menu bar.

Fln [ Yew Swor Joch Project (# Wiedew Jocid el
Lontgu

» e
pe ¥ o
M ot kheduim -
[ T——— T8 A Eeheduied Task
SF ot hdenter
v z
= SRS Deployment
TP OCAL
Plasags .
gty
T Ot e Serves Enpleves  Chda0eE
& ooy
7 Bugioymani
] Bpioryrrent

Pl R

oo Oata o RESTAR m

sdin = i Sarvws Conmecied

Propect oploser  arvas D ploear

2. Right-click on the cluster node and select Client Certificates.

Configure= § % SR A0
w [l Sercer Connections
+ (il DERRLAT
= Job Montsr
Dbt Stake Jobia
Job Schediules
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This opens the wizard to manage client SSL certificates.

3. Click on the import icon at the top left to add a certificate authenticating to a domain.

Importing a .pem certificate

* Define the requested domain which will include this certificate.

¢ Browse the .pem client certificate file obtained as a counterpart to the authenticating server certificate present on
the API provider.

* Provide the matching key file for the given client certificate.

'l
Friendly Name  Domain Issuer Expiry Certificate filepath Key filepath
& Import Client Certificate Es
Import Settings
Client Certificate Type: Pem file e
Domain: .hltpc."."sandho:.api.-u'isa_mm |
Certificate File: \astera.com\share\general\Saleha Zubair\Certificatefuthentication\visa\ cert -
."-"-a;tera.:om\.;hare'-.gen eral\Saleha Zubair\ Certificatedu..\cert.pem
Key File: \astera.com\share\general Saleha Zubain\CertificateAuthentication'visa\key. | -
-"-"-astera.cnm'-.share'—....'.kr,.-_bﬂﬁdydeIZ-Dﬁﬂd-ﬂ-l el-al8b-2d2db5edb847. pem
Import Cancel
|
Click import.

Now this certificate can be used with SSL-enabled authentication for API requests sent to the given domain.

m Visa_hellowarldUsingSSL.0¢ X

+

Frendly Hames Domain [EETEY Expiry Carthcats ilepath Ky hilepath

3 _ httpacFaandboy api visa.com C=US, O=VDP 030372024 11:15 3 am  Cillsersisaleha zubaifDeskiopinewdeplcen pem  Cillssrsisaleh

202 Chapter 11. APl Consumption



Data-Services

Importing a .pfx certificate

¢ Define the requested domain which will include this certificate.

* Browser the .pfx client certificate file obtained as a counterpart to the authenticating server certificate present on
the API provider.

* Enter the password for the certificate.

(& Import Client Certificate x

Import Settings

Client Certificate Type: Px file o
Domain: ;[https;_-'_-"l5‘2.32.35.1?_--'api_r'usus|
Certificate File: C:\Users\saleha.zubairi\Desktop\rootCA.pfx | -
C:\Users\saleha.zubairi\Desktop\rootCA.pfx
Password: e sooacse
Import Cancel
Click Import.

Now this certificate can be used with SSL-enabled authentication for API requests sent to the given domain.

Enabling SSL Certificate Authentication

Once the certificate has been imported for the respective domain, let’s see how to make an API request with SSL
enabled.

You need to enable SSL verification to include the certificate when making an API call. To enable SSL, open the API
Connection object which has the Base URL domain, and the authentication configured. To include the SSL certificate,
check the option to “Include Client SSL Certificate”.

Click Ok and preview the API Client to send a request.

This request now includes the certificate to validate the client on the mutual TLS authentication.
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enterpeise - Experimentsl (X Properties.
Edit  Yoew Server [Dotaflow Vigluskzation Project Gt Rename L
Pra B XRT e

T Preview Input

R T ..

- Homws - @ = \: Preview Fave Request

Preview Faw Response
ar T Clear Etags Cache
R oo
E 0 vissGetinio B
& O inpun
E 0 outpae
Collape Tree Sub-rodes
L] Es Resice »
3 Sored
:|:|:.: Show Limesge
Open AP Connection
Bints P Genesahe XML schems for layout
Source Record Count 50 m Exclude from Pushdown
Data Preview for sction VisaGetinfo. Total Records 1. Recerds With En ) Help...
Oibject Path A N
= b VisaGetinko M Debete
Object Path X e
Ousput By Copy
Cotyect Path | Responseld | U tpimuiDescrptien Cortent Stam By
i Feponsents nttps// andbon 8gs visa comivopihalioword 200 timestamp” 3022 11-21T16:51:41° “message™ helloworkd”]  TEZ274656D6573

Note: To include the client certificate in the Oauth2 request from the API Connection, check this option from Additional
Info.

(& Additional Information ®

Provide additional information

Resource: | |
Scope: | |
State: | |
Response Type: |cude |
Use HTTPS for Callback URL: 1 https://localhost:B050/

I Include S5L Certificate? = I
Ignore Centificate Errors? O

Additional Parameters:

‘Flease anfer Parameters in the format (key=value | and saparated by comma. These
Parameters wil be made part of request URL as query parameters whie requesting foken

0K Cancel
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Shared Parameters

This is where you can define query or header parameters to be shared across all clients using the same connection.

@ APIConnection : Parameters O x
@-0-x% Editing: APIConnection -
The parameters you defing hene will be inhented by any Chent using this shared action

Name Parameter Location Data Type Default Value

Prev Mext QK Cancel
@& APIConnection : Parameters ] b
@ - @ - X Editing: APIConnection -
The parameters you define here will be inhented by any Chent using this shared acton
Name Parameter Location Data Type Default Value
Prev Mext oK Cancel
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Name: The name of a Query or Header parameter can be defined here.
& APIConnection : Parameters (m] ®

©®-60-% Editing: APIConnection -
The parameters you defing here will be inhented by any Chent using this shared action
Name Parameter Location Data Type Default Value
(T3] Query w w

Header

Prev Mext oK Cancel

Parameter Location: This option defines whether the parameter has a Query location or a Header location.

@ APIConnection : Parameters O *

©-60-x Editing: APIConnection -

The parameters you define here will be mhented by any Chent using thes shared acton
Name Parameter Location Data Type Default Value

Integer

Real

String
Boolean
Date
TimeStamp
Image
ByteArray
Baseb4
Guid

Time Span
Decimal
Date TimeWithOffset

Prev Mext QK Cancel
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Data Type: This option defines the data type of the parameter from a list of options.

The parameter values defined here will be inherited by all API clients using this connection unless overridden individ-

ually.

4. Once done, click Next and you will be led to the Config Parameters screen.

@& APIConnection : Config Parameters

©-@-
Name Value
b AccessToken
PpiCornectinfo. Base Ud
ApiConnect info_Authentication info Key
ApiConnectinfo Autherticationinfo ApiKeyVake

PpiConnectinfo. Authentication info. Usemame
ApiConnectinfo Authentication info P assword
ApiConnectinfo. Authentication info Client id
ApiConnectinfo Authentication info Client Secret
ApiCormectinfo_Authentication Info_Token AccessToken
ApiConnectinfo Authenticationlnfo. Token. Refresh Token

Editing: APIConnection

Prev

Mext

0K

Cancel

Here, config parameter values can be changed according to your application. Parameters not changed will use their

default values.

5. Click Next, and you will be led to the General Options screen.
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@& APIConnection : General Options a b

@ B~ Editing: APIConnection -

Comments

General Options

Clear Incoming Record Messages
Do Mot Process Records with Errors

Do Mot Overwrite Default Values with Nulls

Enable Sort Optimization

Prev Mext 0K Cancel

Here, you can add any Comments that you wish to add. The rest of the options for this object have been disabled.
6. Click OK to close the window.

You have successfully configured the API Connection object.

- - '--:-_F.;Zonmmd}%v hi‘_ii ﬁ\iax ,
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11.1.2 Using the API Connection Object
In a Dataflow

1. Click on File in the main toolbar, hover over New, and select Dataflow from the drop-down menu.

Edle [Edit Yeew Server [ataflow  Viuslizstion Project Gt Jools  Wind

Hew |27 patsfiow Cirl+ Shifte D
Cpen ColeO 00 Dataprep Chri=Shift= X
Close ¢, YwwlizstionDashboard  CirleShiftsV
ke Seee CieS & pnshtics Workbench  CirloShifteG |
Seve fis & e Coreshifesy P8
B Seety]  ColShiftsS [ Beport Model Chri=Shift= R
Page Setyp A Gubflow ol Shaft+ 5
Print Preyiew o Workflow Ctrl Shabte W
e Prnt CteP iy Shared Actjon Ctrl=Shift+1
Exit Ta Data Model Cirl Shitt=
L A T — W Load Setting
v Services @ schedute
[ Yirtusl Data Model Cerie Shift= ¥
S = Ech Custemn Repository Cixl= Skt « E
b AR Chend ¥ EdiTrade Partmer Profile  Col=Shaft+T
Q AP Conneclion L0
% Subscriber
| Disgeam Croerview + s E

2. Once the dataflow is open, drag-and-drop the API Connection and API Client objects from the Toolbox onto the
dataflow.

- o . | x

W »
.a

=% [Lzemwx - @ =FE 8

-

Oiata Profiing

Resturces

-

-

Database Wnte Strategy

+  Dala Warehouse

*  Services

= Consume OM ¥

h AP Chant

a AP Connechion

. Legacy AFI Clent
@ Submrson Destnaton
®  Texd Processoms

« EDI

b Aralyboal Mool

Mool Dymamics GP

Note: The API Connection here can only be accessed within the scope of this dataflow.
3. Configure the API Connection object for the Base URL, Authentication.

Right-click on the API Client object and select Properties from the context menu.
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A new API Client Properties window will open.

&I

2

B a

(=]

C]
o]

Propertes...

&
x

(2]

x

i

|2

Rename

Preview Qutput

Preview Input

Run Flow to Generate Layout
Preview Flaw Request
Preview Raw Response

Clear Etags Cache

Cuick Profile

Collapse Tree Sub-nodes

| Resize

Sorted

Save as Shared Action
Open AP] Connection

Generate XML schema for layout

Exclude from Pushdewn

Help...
Delete

Cut
Lepy
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By Client : API Client O X
@ = Editing: Client -
Shared Connection: v
Request
HTTP Method: Get v
Resource:
Input Content Type: application/json
Output Content Type:  |application/json v
Prev Next oK Cancel
The Shared Connection dropdown list shows us the API Connection object present in the same dataflow.
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By Client: API Client O X
@ . Editing: Client -
Shared Connection: v

<New Connection>

APIConnection

Request

HTTP Method: Get v
Resource:

Input Content Type: application/json

Output Content Type:  |application/json v

Prev Next 0K Cancel

You can now use this API Client object to make API calls within Astera API Management.

In a Project

1. Navigate to the main toolbar, click Project, hover over New, and select a project type. Please click here for more
information on creating projects.

Note: You can also open a previously existing project.
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- b
Dpen
Start P,
™
3 Project xplorer
£auree Contsol

= Integrstion Project CirlShift= &
= [Dota Warehousing Project  Cirie Shifte P
o irtuslizatese Preyecs Cirle Shifts 2
. & ﬂ ad | o

sdmin= & Server Connected

w X Server Explorer MR
Configwe= ¥ [| =5 -E,I ‘_;
o v [l Server Connecbans:
« [l DERaLT

I WP LOCALHOSTA26)

2. Locate the Project Explorer on the right, right-click on the project or one of its folders and select Add New Item from

the context menu.

[ Add New item..

= Add Existing ltems...
~ | Add New Folder

Add Existing Folder...
@ Import New API

T

i
D)

AR E A R RNENEE

L]
Search...
~ . API_Project.cpij
Add
Edit

Source Control
Data Services

Verify for Read and Write deployment
Verify In Pushdown

Verify for Forward Engineering

Run all items

Run all tems in Pushdown Mode

Create Database Tables for all Flow Documents...

Quick Deploy All Models

Repair Metadata File paths
Repair File paths for Linux

Remove from Project

Open Folder in Windows Explorer
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This will open a new window where a new SharedAction can be added to the project.

o Add New Item O *
*2 SOL Query [ XML File ~ XSD File
& XHTML File [5] Text File G2 Dataflow
|52 RestTest % ReportModel # Subflow
=¢ ConfigFile [Z] Synonym Dictionary File "2 Worldflow
= Dataprep To DataModel % LoadSetting
¢. VisualizationDashboard % AnalyticsWorkbench 2 VirtualDataModel
& ar| = EdiRepository
2 EdiPartner (® Schedule

Mame: APIConnection.Sact

Add Cancel

3. Within the SharedAction file, drag-and-drop the API Connection object from the Toolbox.

Note: The SharedAction file should only contain a single API Connection object.

Toolbox -3

»  Database Write Strategy
¢ Dala Warehouse
* Services
v Conpme
& AF| Chent
E AP Connection
.l Liagacy AP Cliant
# Subrmeizon Destnation
v WorkBow Tasks
*  Subdfow

»  Texd Processors

= EM

Start Page AP onmection Sect

- MHwmws - @ =F ®

|

4. Configure the API Connection object with Base URL, Authentication, and Shared Parameters and save the SharedAc-

tion file

This API Connection can be used in any flow document contained in the same project.

5. Next, open a new dataflow within the project.
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PR ... - o

[’ Zoom 100% - g BNEOE DREECOBE

w T APl Project.opy
w APl
w B Shaseonmection
APIConnection Sact

6. Drag-and-drop the API Client object onto the dataflow, right-click on it, and select Properties from the context
menu.

A new window will open.
Here, you can see the name of the Shared Connection within the drop-down menu of the Properties option.
By APIClient : API Client m] X

@ . Editing: APIClient ~

Shared Connection: v

Request

HTTP Method: Get ~

Resource:

Input Content Type: application/json

Output Content Type: | application/json v

Prev Mext 0K Cancel

Note: Within the project, the shared API Connection can be accessed within any flow.

* If shared connections with duplicate names exist in the project, only one will be shown and used.
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* If duplicate connections exist in the flow and the project, the flow connection will be given preference.

This concludes our discussion on the configuration and use of the API Connection object in Astera APl Management.

11.2 Making API Calls with the API Client Object in Astera APl Man-
agement

To make an API call in Astera API Management, an API Client object, along with its API Connection, needs to be
configured.

First, drag and drop an API Connection object from the Toolbox and configure it in the dataflow. Alternatively, you can
use an API Connection object in a shared action file within the scope of the project you are working with.

The API Connection object contains the Base URL, authentication details, and shared parameters for the API endpoint.
You can learn all about the configuration and usage of the API Connection object here.

Next, let’s configure the API Client object.

1. First, drag and drop an API Client object from the Toolbox onto the dataflow.

Toolbox - g AR  SariPage  APIChentConfig.Df
- T-.Iﬂurnlx‘-.'I: ﬂ"ll-_ol
»  Dita Profileg
+ Resources
» Database Wribe Stralegy

# Dala Warehouss

*  Services

v Consume BI_: APICliert
0 npu
7] Ol

| By A#ichen | (5 0 Outpne

@‘ AP1 Connection

’ Legacy AP Clhient

Eﬂ Summizson Destmation

2. Right-click on the API Client object’s header and select Properties.
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Properties... I

Rename

Preview QOutput

Preview Input

Preview Raw Request
Preview Raw Response
Clear Etags Cache
Quick Profile

Z
»
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/5 Run Flow to Generate Layout
2]
2]
%

Collapse Tree Sub-nodes
E Resize »
112 Sorted

'%e Show Lineage

Save as Shared Action

Open APl Connection

Generate XML schema for layout

Exclude from Pushdown

Help...

)

Align b
Delete

Cut

Copy

i X x

The API Client screen will now open. Here you will have to specify the following,
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By APIClient : API Client . *
@ . Editing: APIClient =
Shared Connection: | Drive_API -
https://www.googleapis.com/drive/v3
Request
HTTP Method: Get ~
Resource: ffiles/{fileld}

nput Content Type: application/json

Output Content Type: application/json ~

Prev MNext 0K Cancel

Shared Connection: Establish your API Client’s connection from this drop-down that lists all shared connections from
within the flow as well as from the project.

HTTP Method: The HTTP request verb defines the operation you want to make on the API resource.

Resource: the resource of the API from which you want to make a request. This will be appended after the Base URL
from the selected shared connection to form the complete endpoint. Any URI or path parameters must be included in
the resource text enclosed in curly brackets, {}.

Input Content Type: This is the content-type header for the request payload which is default to application/JSON type.
The actual request payload layout can be defined in the input layout screen.

Output Content Type: This is the content type of the response payload which is default to application/JSON type. The
actual response payload layout can be defined in the output layout screen.

Note: For an unsupported type, a relevant pop-up notification will appear on-screen.
3. Click Next. A Parameters screen will appear.

Here you will have to specify the following,
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L
@-@-x% Editing: Gets_list_of_imventory =
Obyect o
Cnvernde Inhented Pararmeter Name FParamater Key Irnherted Farameter Paramater Localon Diata Type Foarruat Flairteat Datauit Valus

1 . Updated s Mo Cusry = | Swing ¥ b =]

2 0 pageSize Ho Chuery = Ineger = - O

1 O id MNa UR1 v Swing v e O

T O w O

Prev Mext QK Cance |

Override Inherited Parameter: Check this to override any parameters previously defined and inherited from the shared
connection.

Name: The name of your parameter.

Parameter Key: Since the Name column does not allow any special characters, the parameter key can be used to define
an alternate name including any special characters to replace the name in the API request.

Parameter Location: The parameter type such as Query, URI, and Header.
Data Type: Specify the data type of your parameter.
Format: Define the datatype format of the parameter’s value sent in the API request.

Plaintext: Check this box to disable URL encoding the parameters when the request is sent. The parameters will be
sent in plaintext format, or you could optionally encode your parameter values manually using the URLEncode function
from the toolbox.

Default Value: The parameter’s value for which you want to make a request.
Note: Any values mapped to the input node of the object will take preference.
4. Click Next. An API Client Output Layout screen will now open.

Here, we will select the Generate Layout by Running Request to build the response layout. Alternatively, you can build
the layout manually or use a sample text.

Next, click OK.
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!. APIClient : Output Layout O 5
@ v @ v --I! _|E Editing: APIClient -
Response Layout Edming elements for <Body root>

Name Data Type Default Value it
[ X)W copyRequiresWiiterPermission [:ELEEY _V__

= B root A 02 createdTime Date hd
copyRequiresWriterPerm 03 description String d
createdTime (Date 04 driveld String v
description (String 05 explicityTrashed Boolean A
driveld (String _ ) g

- . 06 fileExtension String e
explicitlyTrashed (Boole: —
fleExtension (String 07 folderColorRgb String [~]
folderColorRigh (String 02 fullFileExtension String -
fullFileExtension (String 09 hasAugmentedPermissions Boeclean [~]
hasAugmentedPermissio 10 hasThumbnail Boolean ¥
hasThumbnail ea 11 headRevisionld String hd
headRevisionld [String) 12 iconLink Sting -
iconLink (String )
o 13 id String
| SUrir o —
isAppAuthorized (Boole 14 mAppAuthorized Boolean
kind (String 15 kind String [~]
md5Checksum (String 16 md5Checksum String v
mimeType (String 17 mimeType String [~
modifiedByMe (Boolean 18 modifiedByMe Boolean |~
< > .n e sa T -~ e v
Prev MNext 0K Cancel

Note: Prior to this screen, there will be an additional screen to configure an API Client input layout for the following
methods: POST, PUT, and PATCH.

5. Once done, click Next, and you will be led to the Pagination Options screen.

Here, you can select the type of pagination that has been specified by the API providers. Astera API Management offers
the following pagination types.
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By APIClient : Pagination Qptions a Y
®-®- Editing: AP|Client -
Paginstion Type
Pagination Pattern: Mone
Offset
Next URL
Cursor
Page Number
MNone
Prev Mext oK Cancel

6. When done, click Next, and you will be taken to the Service Options screen.
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By APIClient : Service Options O X
®-@- Editing: APIClient -

Request Options

Request Delay: 100 2

[ Continue on Retry Failure

] Use Parallelism

[ Follow Redirect Calls From 3xx Status Code Responses
Include All Authentication Information While ;-'e:_:n&(t--lg

B Keep Connection Alive

[ Enable Etags
Retrieve Using IF-NONE-MATCH Header
Update Using IF-MATCH Header

Response Options
O Ignore HTTP Status Codes
B4 Include Content as String
Include Response Headers

[ Include Raw Bytes

Prev Mext oK Cancel

Request Options -

Request Delay: Delay time (in milliseconds) before sending a request.

Retry Count: Number of retry attempts to be made in case of a time-out error.

Retry Delay: The duration (in milliseconds) between each consecutive retry attempt.
Continue on Retry Failure: Check to succeed the flow even after all retries have failed.

Use Parallelism: Check this option to send requests in parallel. Check this to send requests in parallel. Number of
requests to be sent in parallel (max limit of 10).

Follow Redirect: Check to allow forwarding a 3xx response to the redirected URL.

Include Authentication: Check to include authentication in the redirected API call.

Redirect Limit: Number of allowed redirect calls from a request. -1 indicates no limit.

Keep Connection Alive: Check to keep the TCP connection open to reuse for all subsequent requests to the same server.
Enable E-Tags: To learn about E-Tags, click here.

Retrieval: Check this to enable e-tags to request caching for GET requests.

Updates: Check this to enable request concurrency control using etags for PUT, PATCH or DELETE requests.

Response Options -
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Ignore HTTP Status Codes: Selecting this option will show and allow processing responses other than 2xx in the flow,
which are otherwise considered an error.

Include Content as String: Adds a field for serialized response content string in the Response-Info output node.
Include Response Headers: Adds all response headers as a collection in the Response-Info output node.

Include Raw Bytes: Adds a field for response content in the form of raw bytes in the Response-Info output node.
7. Click Next, and the Config Parameters screen will appear.

Config Parameters can enable the deployment of flows by eliminating hardcoded values and provide a dynamic way of
changing multiple configurations with a simple value change.

By APIClent : Config Parameters O E

(.._;I . 'E') . Editing: APIClent

Name Value

»

| Prev Mext 0K Cance

8. Click OK, and the API Client object will be configured.
Now, right-click on the API Client object’s header, and select Preview Output.

Your request has been executed successfully, as you can see that the HTTP status code is 200 which means that the AP/
Client has successfully carried out the GET request for the provided status.
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Diata Preview for action APIChent. Total Records 1. Records With Errors 0. Duratien 00:00:01.018.

Object Path
b APIChent
Object Path
Cutput
Object Path ResponseUrd HitpStatusCode HttpStatusDescription Content ContentType
Responzeinfe https//www.goog 200 oK { spglication/json; charset=utf-8
Object Path Name Value
Headers Date Thu, 03 Nowv 2022
Headers Cache-Contrel NO-STONe, Must-rey
Headers Vary Origin, X-Origin
Heasders Pragrra no-cache
Headers Server ESF
Headers X-X55-Protection
Headers X-Frame-Options  SAMEQRIGIM
Headers X-Content-Type- nosniff
Headers Alt-Svc h3="443" ma=25
Headers Transfer-Encoding  chunked
Headers Expires Maon, 01 Jan 1980
Headers Content-Type application/json; ¢
Object Path
Body
Obgect Path id name kinsel mimeType copyRequiresWriterP ermission createdTime
oot 1EBICWc In enel '.rem‘rrlearnlr;d.-_.‘ dimvesfile application/octet-

This concludes our discussion on making API calls with the API Client object in Astera API Management.

11.3 API Browser

11.3.1 What is an API?

API (Application Programming Interface) is defined as an interface or medium through which one software commu-
nicates with another. In other words, it is a set of contracts that allows different software systems to share information
with each other. The greatest advantage of an API is that different programs and devices can communicate with each
other in a secure manner, without interference.

APIs are messengers that conform to the technical contract between two parties. They are language and platform-
independent, which means C# can talk to Java, and Unix can communicate with Mac without any difficulty. An API is
not the same as a remote server. In fact, it is part of a remote server that receives requests and sends responses. More
precisely, an API is a structured request and response.

11.3.2 API Browser in Astera APl Management

The API Browser in Astera API Management has narrowed down the steps to make HTTP calls using just one-step
authentication. Once you have imported an API in API Management, all endpoint operations in that API are populated
at once. API definition describes what requests are available and what the responses will look like.

So, once you load an API definition, all supported methods are populated in the API Browser unlike Legacy, where all
supported methods must be configured separately in each object.

There are two methods of configuring APIs in Astera Centerprise. For open APIs, you only need to provide the AP/
Import Source and File Path or Base URL to configure the connection with a specific API. Once this standardized
information is provided, any API that you have imported will populate in APl Management’s API Browser, along
with their methods, for example, GET, PUT, POST, PATCH, and DELETE, and they will remain accessible until their
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authentication period expires. From the API Browser in Astera API Management, you can simply drag and drop

operations, and use them in your flows.

It is important to note that a project must be created before importing APIs to work with the API Browser. However,
you can access the API without a project when it’s an API Connection contained in the flow.

The API Browser, along with all its features and functionalities, works only within the scope of a project. Otherwise,

it will give you the following error,

Centerprise Data Integrator 8

To execute this command, please make sure a project is open.

X

OK

When a user imports an API, a shared connection file is created within the project automatically. The shared action file

contains the Base URL of the imported APL

@ RESTConnection : APl Connection x
@ - Editing: RESTConnection
Base URL: https://www.googleapis.com/drive/v3
Timeout (msec): 5000 =
O Include Client SSL Certificate
Authentication
Security Type:
No Authentication ~
Prev Mesct oK Cancel
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HTTP Request Methods

Astera Centerprise supports the following HTTP request methods:

1. PUT: To update data to a specified resource to be processed on an API.
2. GET: To retrieve data from a specified resource on an API.

3. POST: To create or update an existing record on an APIL.

4. DELETE: To delete a specified resource on an APIL.

5. PATCH: To apply partial modifications to an existing resource.

11.3.3 Creating a Project for APl Browser

To work with the API Browser in Astera API Management, you must first create an API Client Project.

Follow the steps below to create an API Client Project in Astera API Management,

1. Go to Menu Bar > Project > New > API Client Project.

Provide a name to the API Client Project and point the path to the location and directory where you want to save it.
Note: It is best practice to always create a new project in a new folder to avoid any errors.

2. Now, open the API Browser panel on your API Management client from Menu Bar > View > API Browser.

View Server Dataflow Vitualization Project Git Tools Wind

il SEESPIPNLTE
) Catalog * |2 X StartPage
Data Model »
Data Pipeline » - - ' E R 100% &
l Data Prepatation » "
Database »
" »
i’ Jobs »
| Project ’ Project Explorer Ctrl+Alt+P
QA ’ Output Ctrl+Alt+0

Report Mining 4 Lineage and Impact ~ Ctrl+Alt+B
Find All

API Browser

" Server »

Source Control »

Ctrl+Alt+F

3. Once selected, an API Browser panel will open on the left side of your API Management client window.
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Here, you can see three icons in the toolbar of the API Browser,

Import API: By clicking this option, you can import different APIs with various available options.

Remove API from Browser: This option removes the selected API from the API Browser.

Refresh API Tree: This option allows you to redraw the browser tree after you have deleted some operations.
Expand/Collapse all: These options show/hide all the requests in the CAPI file.

Add Request: This option allows you to add a new HTTP request to the CAPI file by specifying the request name,
resource, and HTTP method.

Edit Properties: You can use this option to change the shared connection or the API name of the CAPL

Open API Connection: This option allows you to directly open the shared API Connection from the project for the API
opened in the API Browser.

Save CAPI file: Any changes made to the CAPI file are saved when you click on this option.

How to Import APls in APl Management

To import an API in Astera API Management, click the Import API icon. An Import API screen will open.

Here, first, you need to select the API Import Source type from the drop-down menu. Astera APl Management offers
three ways to import APIs.
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Type 1 — JSON/YML File

JSON/YML File — For this type of API source you only need to provide the Open API Specification File Path in JSON
or YML file formats.

& Import API *

AP| Import Source: | JSON/YML File v| (Select fie path for JSON or YML fie to import AP))

Import File
File Path: | -

Shared Connection
[ Use Existing Connection

oK Cancel
2. Specify the File Path and click OK.
G Import AP w
APl Import Source: |JSON/YML File v | (Select file path for JSON or YML file to import APY)
Import File
File Path: ‘ C:\Users\algama.rac\OneDrive - Astera Software\Documents\GoogleDrive.yaml -

C\Users\algama.rac\OneDrive - Astera Software\Documents\GoogleDrive.yaml

Shared Connection
[] Use Existing Connection

0K Cancel

This API will be populated in the API Browser panel from where you can simply expand the nodes and drag-and-drop
methods onto your designer window.
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AP| Browser

B dd @ &

Search...

Drive_API

w1 Gets information about the user, the us ~
v +0 changes
wr Gets the starting pageToken for listi
Subscribes to changes for a user.
wr Lists the changes for a user or share
v 40 channels
Stop watching resources through tt
v 40 drives
» 40O {drived}
wr Lists the user's shared drives.

Creates a new shared drive.

Type 2 — JSON/YML URL

JSON/YML URL - For this type of API source, you will need to provide the URL in JSON or YML format.
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Import API *

AP! Import Source: |JSON/'YMLURL v (Frovide URL to import APY)

Import URL
URL: |
] Ignore certificate emors over HTTPS/S5L
Shared Connection

[ Use Existing Connection

oK Cancel

2. Specify the URL and click on OK.

Import API X

AP| Import Source: | JSON/YMLURL  ~ | (Frowvide URL to mport AFY)

Import URL

URL: |Htp=:fipelstnre.maggu‘.io/v2/swagge|'jsm

[] Ignore cettificate emors over HTTPS/SSL

Shared Connection
[] Use Existing Connection

OK Cancel

This API will be populated in the API Browser panel.
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API Browser

BROT A2 @ &

Search...

Drive_API
< Gets information about the user, the user's Drive, and system capabilitie *
w 40 changes
« Gets the starting pageToken for listing future changes.
Subscribes to changes for a user.
1 Lists the changes for a user or shared drive.
w 40 channels
Stop watching resources through this channel
w 4 drives
» 40 {drive |d}
w Lists the user's shared drives.
Creates a new shared drive.
w 4 files
« Generates a set of file IDs which can be provided in create or copy re
o Permanently deletes all of the user's trashed files.
5 40 {file |d}
w Lists or searches files.
Creates a new file.
w 4} teamdrives
5 40 {team Drive Id}
= Deprecated use drives.list instead.

Type 3 — Import Postman API Collections

Let’s see what steps are required to import a Postman Collection to the API Browser.

Open an Integration Project.
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Project Explorer

BT OBEEBE-

Search...

v T, ImportPostmanCollection.cprj
w [T Postman Collection
[ Adafruit 10 REST APl.postman_collectic
53 Dataflow1.Df

Open the API Browser through View > Data Service > API Browser.
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View Server Dataflow Vittualization Project Git Tou

Tool Windows L.
_ ™ N 40 &
Analytics J

Data Model » ~ Q3

Data Pipeline »

Data Service 4 APl Browser  Ctrl+Alt+F
i Data Source » >
Dataprep »
: Git 4
f Jobs 4
i Project 4
QA »
g Report Miner »
u Server 4

Source Control »

#
Jow vvime wuoieay

Click on the Import API option on the API Browser.

REST APl Browser ===

This will open the Import API window.

11.3. API Browser
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@ Import API x
4P| Import Source: | ISON/YML File v| (Sslect fle path for JSON or VML fie to impart APY)
Import File
File Path: I —

shared Connecbon
[ use Existing Connection

OK Cancel

Select Postman collection from the drop-down of the API Import Source.

@& Import API x

JSOMSYML File w

JSONSYML File
JSOMN/YML URL
Custorn API
Postman Collection

APl Import Source: {Sedect file path for JSON ar YML e to inpait AP])

Irnpart File
File Path:

Zhared Connection

[ use Existing Connection

QK Cancel

Browse and provide the path to the Postman Collection and click OK.
@ Import &P >
Postman Collection ~  (Sakect file path for JSON or YML file to impont AFY)

APl Import Source:

Irmport File

File Path: |\\an«a.corn\share\genetan.Ni;heKazmnPonmanImpon\Doc umnentation\Postman Colle -

\\astera.com'share'igeneral..."\Adafruit IO REST APl.postman_collection.json

Shared Connection
[[] Use Existing Connection

oK Cancel

If there is already a Shared Connection available, then we can re-utilize it, instead of auto-generating a new one, by
clicking on the Use Existing Connection check box.

Once the Postman Collection is successfully imported, it will populate the API Browser with the available endpoints.
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Adafruit K3_REST_&PI

w o} Jusernemel
w4 activities
s (b activibies by bype for curend user
= All actnities for cument user
= All acteities for cument user
) frmds
¥ groups
+ dashboards
) tokens
0 tniggers
) [type]
Gt the user's data rate limit and custent acti
w <} webhooks
w ) foed
~ #l¥ fioken}
Send arbitrary data to 2 feed via webh
Send dals to 2 leed v webhook URL.
= Get infommnation about the current user

€ >

. Adafrun 10_REST_AR)

Note: It is recommended by Postman to export the collections in v2.1 format files. Therefore, Centerprise restricts the

user to import only a v2.1 Postman Collection.

The Centerprise API file (.capi) and Shared Connection files will automatically generate and be saved in their respective

folders.

11.3. API Browser

235



Data-Services

SRR OFEEEE-
Search...
‘v = ImportPostmanCollection.cprj
w [ Postman Collection
[ Adafruit |0 REST APl.postman_collection,
52 Dataflow!.Df
w~ T RESTAPIs
{5 Adafruit |O_REST_API.Capi
w 7 Shared Connections
= Adafruit_|O_REST_API Sact

Now, drag and drop any endpoint onto a logic designing artefact i.e., a dataflow to consume.

(Y e

BRCERZ @ E A Mamuws: @BEEINEORE 1
Search...

'wm

v 4} jusemame)

w o) acthties
o (et achvities by type for cument user
o Bl activities for cument user
= Al actiibes for cumenk user
5 4) feads
> ) groups
5 4} cashboanss
w4} takens
> 4 bigges
» 4k [type]
= Gt the wser's et eabe lnit sl curet sclic
w4} webhooks
w4l Feed
w < fteken)
+ Send erbitrary dets bo 8 feed v weih
+= Send dete to a feed via webhock URL,
= iGet informetion about the cumens user
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11.3.4 Postman Collection Format
Variables Convention

To import a Postman Collection to the API Browser successfully, we must follow certain conventions:

The Postman collection must include a variable namely baseUrl. (This variable is case insensitive)

Adafruit IO REST AP| Fv Share ¥ Fork | © [*] Feum
n e Pre-ne t Script Test Variables » R
These variables are specific to this collection and its requests. Learn mone about collection variables, a
WARLABLE INITIAL VALUE (T CURRENT VALUE (1 =r  Persist Al Reset All
baselr| fittps:/ o adalruit. com/apiiv hittps:ifio. adafruil.comiapi/va

Note: A collection in which the baseUrl variable contains a special character(s) will not be imported.

All other variables, except for the baseUrl, will be discarded.

During the import, the baseUrl variable defined in all the endpoints will be replaced with the Base Utl text box value
in the Shared Connection.

Bl peieithan o curmed s

oon

This means that the Shared Connection’s Base Url will be populated with the baseUrl variable’s Current Value that is
defined under the Variable section in the collection.

Adafruit 10 REST API A Shere 3 Fork (] Run
tlon & Pre-request Sceriot Variables »
These varizbles are specific to this collection and its requests. Les nare about collection variables. a
VARIABLE IMITIAL VALUE & CURRENT VALUE (2 =s  ParsistAll Reset All
baseUr hittps:{/io.adafruit.com fapifv2 htps:/fin.adafruitcom/api/v2
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& Adafruit_IO_REST_AP| : REST Connection

G -

Editing: Adafruit_I0_REST_API -

Base URL: https://io.adafruit.com/api/v2

Tirmeout (msec): 5000

-

[ Include Client S5L Certificate
Authentication

Preservation of Authentication Information

Security Type: Key:
APl Key ~
Value:
Addto: | Header ~
Prev MNext 0K Cancel

All valid Postman Collections will be imported with pre-configured Shared Connections. These Shared Connections
will have the same Authentication Type selected as in the collections i.e., API Key, Auth Code, Client Credentials, etc.

Note: Confidential data such as credentials are imported for security and protection.

Example of an API Key Security Type
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@& Adafruit_IO_REST_API : REST Connection O x
© ®- Editing: Adafruit I0_REST API  ~

Base URL: [ttps://io.adafruit.com/api/v2

Timeout (msec): |5mﬂ I?

[ Include Client S5L Certificate

Authentication
Security Type: Key: [ ]
APl Key ~
Value: | J
Addto:  Header ~

Prev Mext 0K Cancel
Example of an OAuth 2.0 Security Type
@ SharePeintCollection : REST Connection [m} 5
® @ . Editing: SharePointCollection -
Base URL: |ttp://asterasoftware.sharepint.comysites
Timeout (msec): 5000 il
[ Include Client S5L Certificate
Authentication
Security Type: Access Token URL: | |
Obth 2 V| Client ID: | |
Grant Type: Client Secret: | |
Client Credentials "| Additional Info Request Token
Prev Mext QK Cancel
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Preservation of Endpoint’s Configuration

On importing a Postman Collection, each endpoint’s configuration i.e., methods, resources, parameters, and re-
quest/response payloads will also be preserved.

HTTP Method and Resource

o, Get_activities_by_type_for_current_user: REST Client O X
@ . Editing: Get_activities_by_type _foi =
Shared Connection: | Adafruit_|IO_REST_API -

https://io.adafruit.com/api/v2

REST Request
HTTP Method: Get w
Resource: fusername)/activities/{type}

Content Type: application/json

Prey Mext oK Cancel

Parameter

All parameters with their respective default values are populated in the API Client’s Parameter window.
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By Get_actrvities_by_type for_current_user: Parameters

©@-2-x

hhented paramelens are osfined i AEST Comnection.
Thiz lis2 & driven froen tha resource URL. Sny parsmsiars. within T will ba. displayed ham.
Paramater Kay

Ovarrida Inherned Parametar

E - T - B S
Oooonon

Note: Sensitive data such as the URI parameter value is not preserved for security.

Payload

Nama

end_bme  end_lime
lirmiit

Accapt

limmit
Accept
ugemama

type

[} x

Editing: Get_activities_by_type_fo =

Inharited Parameter Paramater Location Data Typa Format Default Yalua

Chisry | | String =] il 1290
Criery | Stiing : |~ 1980-08-24T1005.57.5142
Ohisry |~ | Swing 1 |~ | -15883450
Headar 1~ Siring 1~ 1~ applicationijson
LRI |~ | 8wing 1~ 1~
LRI | Biring i g

b ~ L

Prev Mext DK Cancel

The input and output layouts/payload are structured in the respective Input and Output Layout windows. Additionally,
the sample text bodies used to generate the layouts are preserved in the Sample JSON Text window.

By Get_activities_by_type_for
- @ a2

Response Layout

=1 [ Body
aw
= 55 rowk
id (Feil
Laction [Saing)

model 1

st (Re

| crested_ae (Cting)

vpdated_st (Shongl
= data

Ediing slemems for <Body.mot

Mame
k1 Real
2 action lSu'ing
3 modsl Sinng
4 umar_id Raal

w

w

AR E

<

Data Type: Default Yalue

Editing: Get_sctivities by type foi =

@ Generate Sample Json Text b
s
BEk S:bhsS
1 H[ -
28
3 id™: -04129376. 50147608,
a "1 Mim exercitation nulla®,
5 “elit",
7 "r SBRTERIT.IZE43TG3,
B _at": “voluptate Lrure®,
a "updated_st": "paristur esse incididumt dolor nen”
LR P
11 H {
i3 *id”: 46620801, TEOEI266S,
13 *action": "deserunt qui®,
1 "model”: Tquis”,
“data™: {},
‘user 4d%: 20ROTET.SBEITIEDG,
17 "created_st": "ullamco nostrud fugist aliqua",
18 “updated_; "consequat woluptate™ v
- 1
Werification Resull. Unverifred.
Generate Cancel
Prew Mext QK Cancel
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Type 4 - Create or customize API collection:

Users can create and maintain custom API collections in case the API provider does not offer existing documentation
for its APIs.

1. From the API Browser, open the import wizard and select Custom API as the API Import Source.

2. Next, provide a name for your custom API and the base URL of the API provider. On import, a new API shared
connection (.sact) and a Custom-API (.capi) file will be created in the project.

1
@ Import API *
AP Import Source: | Custom API w | (Specty Custom AP/ by prowvidng Name and Base LIRL)

Custom API

Mame:
Base URL:

Shared Connection

[] Use Existing Connection

0K Cancel

Alternatively, the custom API can also point to an existing pre-configured connection from the project.

G Import API bt
APl Import Source: | Custom API e | (Speciy Custorn APY by providing Name and Base URL)
Custorn AP|
Name: [zendesk Sel CRM
Base URL: https://api.getbase.com

Shared Connection
Use Existing Connection

QK Cancel

You can configure the API connection object in the shared connection file by providing valid authentication and defining
parameters if need be.
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@ Zendesk Sell CRM : REST Connection ] >
@ - Editing: Zendesk Sell CRM -
Base URL: 'hltps:.-'-'opi.getbose.cum
Timeout (msec): 3000 =

O Include Client S5L Certificate
Authentication
Secunty Type

MNeo Authentication e

Does nolt cord airy any lype of autherdicalion.

€ >

Prey MNext oK Cancel

Once you are done configuring the connection object, the CAPI file will open in the API browser.

To add API requests to your custom CAPI file, click on the Add Request icon from the top toolbar menu of the API
browser.

Here, define the request properties,
Request Name: This is used as the request name and description.

Resources: The unique request resource path including the URI or path parameters which appends after the Server
Base URL.

HTTP Method: Select the standard HTTP method to be used for this request.

& Add Request *
Reguest Name: Retrieve all collaborations |
Resource: [Av2/collaborations |
HTTP Method: Get [

oK Cancel

The request will be added to the CAPI file in the API Browser. Repeat this process to add all the required requests in
your CAPI file.

Once you have populated the requests in your CAPI file, it may look something like this in the API browser.
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REST AP Boowien LR R ]
& O "N N
Zondush 5ol (RM

w o w2
w +} contacl
w O {id]
Futrievn & sngle contast

w= Upéate o contact

= Delete 8 contact
Upsent & contact

Retneve Contacts

Creste Cantact

w ) colaborstam

Peiroece ol colisbounisgnt
Cresfe  collabersbon

€ ¥

[ Zendesk Sel CRIA

Note: You may have to include a URI parameter in the resource for some requests. Some API documentations display
the URI parameter after a (:) symbol. However, you will have to replace the colon ( : )with curly brackets ( {} ) for the
parameter to be considered as URI.

To configure the parameters, input/output layout, or pagination options for any request, right-click on it and choose the
Edit Request option.

[ Edit REST Request : Parameters o

@-%
Inherted paramaters are defined in REST Connection
Thes kst i dowen bom the resowoe URL. Any parameters wathen T will be daplayed here.
Crverride Inherited Parameter Name Parameter Key Inherited Parameter Parameter Location

-+ I T I N .

>

Prev Mext OK Cancel

You can also configure and save the request properties by dragging and dropping.
¢ Drag the request from the API browser to a flow designer.
 Right-click on the API Client and select Properties. Make changes to the properties of the API client object.
* To save the changes, just drag and drop the client object back to the API Browser from the flow designer.

Once you are done populating your Capi file by configuring all request properties and authentication, click on the Save
Capi file icon on the top of the API browser to save your changes.
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This will save all the configurations you have made including parameters, input/output body, and pagination settings
to the request.

Sharing and adding the Capi file to a new project

* Fully configured CAPI files act as a connector for your API provider. If you want to add the Capi file to another
project, right-click on the CAPI file from the project explorer and click on copy full path.

 Then open the other project, right-click on the folder you want to add the CAPI file to and click on Add Existing
Items.

* A box will open. Paste the file path in the box next to File name and click on Open.

File name: |\Desktop\Documentation\REST APls2\Zendesk Sell CRM.Capi vl Add Existing ltems (*.api;".capi; v

The CAPI file will be added to the project along with its corresponding Sact file.

Project Explorer *IX

SHCCEAEE-

v "L acpr
CRUD
REST AP| Test Flows
v [ RESTAPIs
{3} Stripe_API_11.01_2021_Capi
{3 Zendesk Sell CRM.Capi
v [T Shared Connections
Stripe_API_11.01_2021_Sact
Zendesk Sell CRM.Sact

This concludes the basic concepts of working with the API Browser in Astera APl Management.

11.4 Request Service Options - eTags

11.4.1 What is eTag?

An eTag also called an entity tag is an HTTP response header field that includes an identifier for the specific version
or the state of the resource at the time the request was sent. This identifier helps to differentiate between the different
versions of the resource and to check if the caches at the client side hold the updated representation of the state of the
resource.
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11.4.2 How do they work?

Let’s try to understand what is meant by eTags and how these options work.

If the client wants to check if the caches of a resource are usable or fresh, it can send the eTag in the If-None-Match
header field in the request to the server. The server will match the client’s eTag with the one that it has for the current
version of the resource. If the ETags match, the server will not send any representation of the state of the resource in
the response implying that the client’s caches are fresh and usable.

11.4.3 Two eTag Use-Cases

There are two major uses of eTags in API requests:
 Data Caching
* Concurrency Control.

Let’s investigate these uses one by one. For now, let’s see how this Data Caching works with a use case.

If None Match eTag

So, we will make an API call to one of the endpoint operations of Box APIs. Here, we have a dataflow in which we are
making an API call to fetch file details from one of the files on our Box account.

We will send a GET request to the /file/{fileid} resource with the help of the API client and API connection object. We
have configured the API connection object in a shared action file. From the API documentation site, we can see that
Box supports OAuth 2 authentication and the grant type of authorization code. Hence, we have already generated our
access code after providing the client credentials from our Box app.

Coming back to our flow, let’s open the properties of the API Client object. Here, we are using the shared action API
connection object that is providing the base URL. We have specified the HTTP method of GET and provided the name
of the resource. Here, the curly brackets specify that the path parameter of file id will be passed along the request to
fetch the information on the file related to that file id. In our flow, we are providing the file id through the constant
object.

From the API documentation of Box APIs, we can see that the if none match header is supported for the endpoint at
which we are making a call in our dataflow.

if-nene-match capable endpoints

GET /files/:id

GET /folders/:id Get afolder's information
GET /web_links/:id Get aweb link's information

“GET /shared_items
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384 Mot

Start Page GetFlileInfo_Etag.Df

- - T Zoom 100% ~ = B ijE

c A

[ ] ExcelOrders
Value 9835567050

¢ Retrieve if None Match Header
e Update Using If-Match Header.

if-none-match siring

==

Modified =t

erag

[orr )
(™ cerri

! EI ] GetFileBAD

B EX Input
[# ] Headers
E G® Parameters
£ fileid
=MNew Member>
3 output

Now, if we go to the Service options screen of the API Client object, we can see that we have a checkbox to enable
eTags which further gives us two checkboxes of,

We need to enable the eTag and the If-None-Match header checkbox.

When the request is sent to the server to fetch the file information for the first time via the GET API request, the response
will be returned with an eTag value. This eTag value along with the response will be stored in the response caches at
the client side.

* The field of “Is cached response” in the response info node will be returned True because we are making the call
for the first time and receiving the response from the server that will be cached.

¢ In the future, if the client makes an API call again to fetch the file information, the eTag in response caches will
be first compared with the latest eTag from the Server. So, for the consecutive API calls having the same cached
eTag, we will see the “Is Cached Response” field as true.

* In case, the file has not changed or updated, and the caches are reusable. The server will send a No modification
response as we can see in our job trace. This means that the server does not have to send the requested information
again in the response instead the client can use its response caches.

11.4. Request Service Options - eTags
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Diata Preview

Source Record Count 0 fn

Dhata Preview for action GetFileEyiD. Total Records 1, Records With Errors 0. Duration 00:00:23.231,

et Path
Sl it |
b | GetFileylD |
Cibject Path
Output
Ohject Path Responsellr HitpStatusCode HitpStatusDescrption Conient ContentType lsCachedResporse
Responseinfo hitpe/fapibonco 200 oK ["type™“file" "id":"  application/json
Dhject Path
JSON_Body

16 = UpaneFileSD_Evag D4 1T+ GesFileinde_Erag D4

< ] > T # © Job Duration: DX 19685 ek Com._coeuifully
Task Hame nou Dty Evon Time: » 192 ASTLAP A 942 17 B82000 138 56 PM: Job \anters comahare general” Mishakaam Flandom TestProject ' Det sfiows it Fileinfa g [¥ queued ok id: 17
m L 0| o000 6 151 ASTLAP2SS 932 17 . 332020 23513 PM. GelFeirfe_Eag DN Job siaied o server ASTLAPIE Job i 17
Excellniens & & o WWWC[ 194 ASTLAPDGL A2 A7 - WA 218 P GeatPia D Server returmesd (14 Mot msdfhed statun. Uing [ Tag 13 Fetch fom cache

\aratley & g 0 g 195 ASTLAPRS 9262 17 . AAP00T 23918 PHL GalFEes_Bag DN Job M 17 Jb ended Elpasd Trne: 0000 15,685

So, this is how eTags help to prevent unnecessary download and retrievable of information in turn saving the server’s
bandwidth and request processing time.

If-Match eTag

Let’s look at another use case of eTag related to concurrency control.

It is possible that more than one client is sending requests to update the resources of the server. Then, to prevent loss
of changes and to detect simultaneous updates, the client can send an eTag in the If-Match header field in the request to
the server, if another client updates the resource in between or the file is modified, the server can compare the client’s
eTag with its own current one and if they don’t match, the server can prevent clients from overwriting the changes or it
will ensure that the latest version of the resource gets updated.

Let’s try to understand it with the help of a use case.

¢ We will make two update API calls to change the name of a file uploaded at our Box account. But, in between
the two calls we will make some changes to the file at the server side and see how the eTags play their part in
ensuring consistency.

* Here, we have a dataflow in which we are making a PUT request to update the name of the file associated with
the file ID of “983656708053” on our Box account. From the API documentation, we can see that the if-match
header field is supported in the PUT /file/{fileid} endpoint of Box APIs so in the API client service options, we
will enable the If-Match Header checkbox.

* The API client first checks if an eTag and response corresponding to this endpoint URL already exists in the
cache. In the job trace, we can see that there is no eTag in the response caches because we are making the update
request for this file for the first time.

* Behind the scenes, the client first makes a Get call to the same endpoint URL and stores the eTag and response
in its cache. Next, a PUT request is sent to the same endpoint URL including the eTag received earlier as the
value of the If-Match header.
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» The server processes the update request and the eTag and the response returned is cached as the eTag received
matches to the most recent version of the resource at the server.

Start Page UpdateFileBylD_Etag.Df

" s 1-Ioom1m%vﬁgf§ E\EQE/E
a
=P L eFiled 'y
Value Order5673 - & [ updateFileByD
i = £ input
= [¥] Body
= B oot
T | name
a | =Mew Member=
E [ Headers
B[] ExcelOrders i - £ fileid
Valug 983656708053 - S <Mew Member=
B 0 output

, & B O JobDurstion S:0020035  Job Completed Sucessiully

Y] Emn L Y 1S ASTLAPRSESERZ 16 ¢ AAVEUIRIGSIPM b Vaew e iR sty ipidats Pl ByD_Btisg DY g st b4 16
o o 0 0-00:00.0 1B ASTLARZSS 362 16 0 AEEIETTINFM UpdmeFleByiD_Blag OF. Job siaed on server ASTLAFME. Jo 1 16
1 1 0 ongoe 2 BT ASTLAPRSS MY 16 AADINETT10 PM UpcatePleByiD: Unabie to find ETag for update in cache. Sending GET Raquest for ETag
1] o 0 00-00:00.0 i ASTLAPDSE-AND % AAHES 31713 P Upcate Pie Byill: ETag recieved maccessfully. Sending update rquest with ETag hasder
o b 00000000 g gy ASTLAPRESIT 16 . MHRIE1TAZPM Serdngomaues b eerver wiibody
4 L | 1) ASTLAPRSSSIED 16 GG 1713 FM UdaeFisByil: Cachang respors wth ETag |

191 ASTLARR4S 5362 16 RSECIITIIFM UpdeeFieByiD Big OF &b 4 16 Jib ended Bapeed Tre 000020535

This concludes our discussion on the eTag request service options and how they help with response caching and main-
taining concurrency control in Astera API Management.
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11.5 HTTP Redirect Calls

11.5.1 What is an HTTP redirection?

HTTP redirection, also known as URL forwarding, allows an API to provide more than one URL location to the resource
in the response. HTTP redirects usually happen due to temporal or permanent unavailability of the application, website,
or pages. For example, unavailability due to server maintenance or re-organization of the URL links.

Redirect responses from the server have a 3xx series HTTP status code along with a Location header parameter that
provides the URL to the resource’s new address.

11.5.2 Use Case

In this use case, we have a GET API resource account that returns account details based on the provided ID Query
parameter.

On previewing the API Client, a request is sent to fetch the account for the given Id. In the response returned the API
request is redirected returning a 302 Found status code response indicating that the resource is temporarily unavailable.

It may be due to server maintenance or any other unforeseeable reason. We can see that the Location header parameter
is received with the response too. The Value of this header is the address to the alternative resource that must be
accessed to retrieve the required account details.
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Let’s see how we can configure the API client properties to automatically follow any redirect responses to the new URL
Location.

Enable Auto-Redirect Calls
Right-click on the API Client and select properties. Next, navigate to the Service Options window. Here*,* there are
multiple options available to configure the redirect call(s).

e Follow Redirect Calls From 3xx Code Responses — This option allows auto-redirecting a 3xx HTTP response to
the redirected location URL.

* Redirect Authentication Information — This option allows forwarding all the authentication details along with the
redirected call.

* Redirect Limit — This option allows us to specify a limit to the number of redirected calls followed.
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By ApiFlow : Service Options ] *
®-6- Editing: ApiFlow -
Request Options
Request Delay: 100 '%-

[] Continue on Retry Failure

[] Use Parallelism

Degree of Parallelism 1 :
[] Follow Redirect Calls From 3xx Status Code Responses
Include All Authentication Information While Redirecting

Redirect Limit: |1 5

[v] Keep Connection Alive

[ Enable Etags

Retrieve Using IF-MOME-MATCH Header
Update Using IF-MATCH Header

Response Options
[+ Ignore HTTP Status Codes

[+ Include Content as String
B Include Response Headers

[ Include Raw Bytes

Prev Mext 0K Cancel

Let’s enable the redirect and authentication options while keeping the redirect limit as 1.
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By ApiFlow : Service Options

Request Options
Request Delay: 100
[ Continue an Retry Failure

500
] Use Parallelism

1

Redirect Limit: |1

B Keep Connection Alive

[ Enable Etags

Update Using IF-MATCH Header

Response Options
[A Ignore HTTP Status Codes
EA Include Content as String
B4 Include Response Headers
[ Include Raw Bytes

-

B4 Follow Redirect Calls From 3x¢ Status Code Responses

B4 Include All Authentication Information While Redirecting

-
-

Retrieve Using IF-NONE-MATCH Header

Editing: ApiFlow

Prev

MNext

oK

Cancel

Note: By default, the Redirect Authentication Information and Redirect Limit options are disabled. Only on checking

the Follow Redirect Calls From 3xx Code Responses option are they enabled for configuration.

Now, on previewing the output we can see that a 200 OK status response is received instead of a 302 Found. The request
URL field shows that the request was successfully auto-redirected to the redirecting URL.

11.5. HTTP Redirect Calls

253



Data-Services

Source Recoed Count 50 ]
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Now, let’s execute the data flow.
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Here, we can see the job traces show all steps of the redirected calls including how the authentication information
was forwarded along with the request, what was the redirect limit, where the request was redirected to, and if the job

executed successfully.

Scenario 1 - No Authentication Information Redirected

Let’s consider a scenario where the redirected API requires authentication, and we don’t send the authentication in-
formation along with the redirect call by unchecking the Redirect Authentication Information option from the Service

Options window.

254 Chapter 11. API Consumption



Data-Services

By ApiFlow : Service Options

©-@-
Request Optiens
Request Delay: 100 El

[ Centinue on Retry Failure

[ Use Parallelism

Degree of Parallelism [ :
[ Follow Redirect Calls From 3xx Status Code Responses
[ Include &l Authentication Information While Redirecting

Redirect Limit: |1 =
FA Keep Connection Alive

[ Enable Etags

Retrieve Using [F-NOME-MATCH Header
Update Using IF-MATCH Header

Response Options
[1 1gnore HTTP Status Codes
B4 Include Content as String

B4 Include Response Headers

[ Include Raw Bytes

Editing: ApiFlow -

Prev

Mext 0K Cancel

On executing the job, we can see that the request is redirected without the authentication information, and as a result,

the server sends back a 401 Unauthorized error response.
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Scenario 2 (Multiple Redirect Calls)

Now, let’s consider a scenario where an API request hops through more than one redirected call.

1. The first redirect request returns a 3xx series response. We can see in the Job Trace that on redirecting the request

we received a 307-status response indicating that the service is temporarily unavailable. As the redirect count was set
to 1 so, only one redirect call was sent by the API Client.
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2. In such a situation, we need to follow all the redirect requests until a 200 OK response is received. For that, we can
increase the Redirect Limit count.

For example, we will set the limit to 2 and send the request.

In the Job Progress window, we can see that two redirect calls have been exhausted, but we still received a 307-status
response.
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Let’s increase the limit to 3 and send the request.
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Finally, a 200 OK response is received on the third redirect call.

This concludes the article on how HTTP redirect calls are automated by the API Client in Astera API Management.

11.6 Method Operations

In this article, we will be discussing various HTTP methods. We will see how HTTP requests can be made through the
API Client object in Astera API Management.

For our use cases, we have made use of the Petstore Open-API definition. We can import the API to the API Browser
using its import URL.

Once done, it automatically establishes various pre-defined endpoints as API Client objects. They can then be dragged
and dropped onto a dataflow for further configurations and transformations.
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|1:_=5||

2O a0 @ & - w - (R Zoom 00 - il O = W o

Drive_API
Gets information about the user, the us #
w #) changes
« Gets the starting pageToken for listi
Subscribes to changes for a user.
=1 Lists the changes for a user or share
w ¥} channels
Stop watching resources through th
w ) drrves
) {drive Id}
o Lists the user's shared drives.
Creates a new shared drive.
w o) files
« (Generates a set of file |Ds which car
= Permanently deletes all of the user'-
<3 {file Id}
Lists or searches files.
Creates a new file.
w ) teamdrives

A% Itearn Deive 141
€ ¥

[&] Driveari

Note: When imported, a shared connection object will also be created containing the base URL and authentication
details.

To learn more about importing a URL to the REST API Browser, click here.

11.6.1 Making a GET Request

1. First, drag and drop the Get a file’s metadata or Content by ID endpoint from the browser onto the dataflow.
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Drive_API
> 40 {drive Id} ~
wi Lists the user's shared drives.
Creates a new shared drive.
v b files
= Generates a set of file IDs which can be provided in ¢
m Permanently deletes all of the user's trashed files.
w <) {file ld}
» 0 comments
Creates a copy of a file and applies any requested
« Exports a Google Workspace document to the rec
w1 Lists the labels on a file.
Madifies the set of labels on a file.
» #0 permissions
y 40 revisions
Subscribes to changes to a file. While you can est
w. Permanently deletes a file owned by the user witk
« Gets a file's metadata or content by ID.

v Updates a file's metadata and/or content. When ¢

wr | iste nr ssarches filas gt

< >

In this scenario, we want to get metadata for a file with file **ID,
“184Gi7q9iPQyiR61kG3bdSi5z3-9eeT-d”.

For this, we will pass the relevant fileID using a ConstantValue object.

(5] GET
@ constantvalue A (@ GetContentByiD &
B [ ConstantValue B [] GetContentByiD
| Value 184Gi7q9iPQyiR6IkG 3bdSi5z3-9eeT-d - B & input
[#] [ Headers
5] B8 Parameters
- 1. fileld

2. To explore the API Client object for this method, right-click on the object’s header and select Properties.
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eﬁqﬂmmw
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e B0 mnpa

& [ Headers
) BE Paramaters

L fieg
o

[ Properties...

FERImE
T Preview Output
T Preview input
7 Run Flow to Generate Layout
[ Preview Raw Request

(2]
TG Clear Etags Cache

Collapse Tree Sub-nodes
hd Resize
4 Sorted
it Show Lineage

Save a3 Shared Action

Open APl Connection

Generate XML schema for layout
Exclude from Pushdown

0 Hep-

Delete
Cyt
Copy
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This will open the API Client screen where the connection info of your API is defined.
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By GetContentBylD : API Client O X
@ - Editing: GetContentBylD -
Shared Connection: | Drive AP| v

https://www.googleapis.com/drive/v3

Request
HTTP Method: Get w
Resource: [Hiles/{fileld}
Input Content Type: application/json
Output Content Type: | application/json W

Prev MNext 0K Cancel

The Shared Connection, Method, and Resource here are already configured. Notice that Resource consists of ‘files’
along with the ‘fileid’ URL parameter.
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By GetContentByID : API Client O e
. @ - Editing: GetContentBylD -
Shared Connection: || Drive_API “
<MNew Connection>
D
Request
HTTP Method: Get w
Resource: [ffiles/{fileld)
Input Content Type: application/json
Output Content Type: ‘application{jsun v
Prev Mext oK Cancel
3. Click Next.
By GetContensBylD : Parameters o x|
®@-@-x% Editing: GesComtentEyiD z
Infeeted parameters are defined in Conneciion |
This bt i3 criven from the resouce URL. Any paesmetens within T wil e daclayed hers. |
Drverride Inhernted Faramester Hame Pararmeter Ky Inherted Farameter Farameter Locabion Diata Type Foarmat Dietault Value
1 O acknowledgedbuse ascknowledgeibuse No Dury ~ | Boolean = | |
2 0 includeLabets includelL abels Na Cusry | Siring v v
3 L] imchteParmssisnsFoiiiew includePammissionaoriiew Ma Chery | Siring i hed |
4 O supponsdiDrives supportsAliDvives Mo Cusry ~ Boolesn -
5 | supportsTeamDives supporisTeamDrives Mo Cuery ¥ Boclean ¥ 1]
o I R N N P - Ve o] - I
&7 O w w -
Prew Next oK Cancel

Here, the ‘fileld” URL parameter follows from the defined resource.

For our use case, we will use this parameter to get details for a pet.

Click Next to proceed to the Output Layout screen, where you can view the Response Layout of your APIL. There are
two ways in which you can generate the output layout if required.

* The first one is by providing sample text by clicking the Generate Layout by providing Sample Text option.
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* The other way to do this is by running a request by clicking the Generate Layout by running Request option.

h GetContentByID : Qutput Layout

©-@

W B

Response Layout

| Generate Layout by Running Request rBody.

= E root
| copyRequiresWriterPerm
| createdTime (Date)
| description (String)
| driveld (String
| explicitlyTrashed (Boole:
| fileExtension (String
| folderColerRgb
| fullFileExtension

String
String
| hasAugmentedPermissio
| hasThumbnail (Ecolean)
| headRevisionld (String

! iconLink (String)

 id (String)

| isAppAuthorized (Boole:
| kind (String

| md5Checksum (String

| mimeType (String)

| modifiedByMe (Boolean
| modifiedByMeTime (Dat

€< >

» 01
02
03

05
06
07
08
09
10

12
13
14
15
16
17
18
19

O X
Editing: GetContentBylD -
Name Data Type Default Value ~
copyRequiresWriterPermission [ZEBEEL] i_
description String Il
driveld ‘String _l
explicityTrashed -Boolaan :
fileExtension String ¥
folderColorRgb .Slring e
fullFileExtension ‘String [~
hasAugmentedPermissions -Boolean :
hasThumbnail Boolean v
headRevisionld .Slring l o .
iconLink String Il
id -Strinn i
isAppAuthorized Boolean V|
kind :String _1
md5Checksum String hd
mimeType ‘String L
modifiedByMe .Boolaan l
modifiedByMeTime DHE l
e e AT Mid L v
Prev Next 0K Cancel

4. Click Next to proceed to the Pagination Options screen.

For our use case, we have selected None.
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h GetContentBylD : Pagination Options O X
@ . @ . Editing: GetContentBylD -
Pagination Type
Pagination Pattern: None “

Offset

Mext URL

Cursor

Page Number

Prev Next 0K Cancel

5. Click OK.

6. You can preview the data by right-clicking on the object and selecting Preview Output from the context menu.

264 Chapter 11. APl Consumption



Data-Services

[ Properties..
Rename
I;_o' Preview Output I
2 Preview Input
& Run Flow to Generate Layout
Preview Raw Request
Preview Raw Response
= [Gg Clear Etags Cache
= Quick Profile
(@ GetContentByiD N
B [ GetContentsyiD R
8 B mpu '
g g Headers . Collapse Tree Sub-nodes
? au:nawleapmﬂ Resize '
o o

% Sorted
'1::}: Show Lineage
Save as Shared Action
Open API Connection
Generate XML schema for layout
Exclude fram Pushdown
Delete
Cut
Copy

P 3K x

F

As seen below, the GET request that was made, has fetched data according to the user application.

Data Preview for action GetContentBylD. Total Records 1. Records With Errors 0. Duration 00:00:01.024.

Object Path

SR i GetContentBylD

—

Object Path
=] Output
Object Path
=] Responseinfo

Object Path
Headers
Headers
Headers
Headers
Headers
Headers
Headers
Headers
Headers
Headers
Headers
Headers

| ResponseUr | HitpStatusCode
hitpss/fwww.googleapis.com/div | 200
| Name l Value
I Pragma I no-cache
Date Tue, 01 Nov 2022
Vary Origin, X-Onigin
Cache-Control no-StOre, Must-rev
Server ESF
X-X55-Protection 0
X-Frame-Options SAMECRIGIN
X-Content-Type-Options nosniff
Alt-Sve h3=":443" ma=25
Transfer-Encoding chunked
Expires Mon, 01 Jan 1990
Content-Type applicationfjson; ¢

HttpStatusDescription

ContentType

| application/fjson; ch .
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11.6.2 Making a POST Request

Now, let’s try creating a new file.

1. Drag-and-drop the POST method as an API Client object and open its properties.

Drive_API

©

<0

«0

0

Gets information about the user, the user’:

} changes

Gets the starting pageToken for listing ©

Subscribes to changes for a user,

Lists the changes for a user or shared d
channels

Stop watching resources through this ¢
drives
0 {drive Id}

Lists the user's shared drives.

Creates a new shared drive.
files

Generates a set of file IDs which can be
= Permanently deletes all of the user's tr:
) {file 1d}

Lists or searches files.

Creates a new file.

teamd

-| https: -n.'.‘.-.-'.u.gcoglpaplf..rcm:dn-\.P-\?:f:Ieal

«0) {tearn Drive Id}
Deprecated use drves.list instead.

Deprecated use drives.create instead.

We will pass the required parameters to the POST request object using a Variables object.
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°
©) variablest A 3

| id 19GLAWD Y7 zuln YEIMFB%GmyV2akXGHPT Il E & nput
| Name Untitled - & [{ Body
E B root
| copyRequiresiVrite...
| createdTime
| descipion
\ driveld
| explicityTrashed
| fileExtension
| folderColorRgb
| fullFileExdension
| hasAugmentedPer
| has Thumbnal
| headRevisionid
| iconLink
- | id
| isAppAuthorzed
! kind
| md5Chedksum
| mimeType
| modifiedByhle
| modifiedByMeTime
| modifiedTime
- | name
| originalFisname
| ownedBylle
| quotaBytesUsed
| resourceiey
! sha1Checksum
! sha256Chedksum
! shared

2. Now, right-click on the API Client object and select Preview Output.
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You can see that the HTTPStatusCode is “200”, which means that the API has successfully carried out the action
requested by the client.

Let’s verify it by making a GET request for the same Fileld that we had posted earlier.
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o O apiclientt A
B [ APIClientt
©) variablest A B L3 1nput
=] [ Headers

B vl LA T A A
W OEydFauovPDSWI " <New Member>
[E & Parameters
- [ field
? scknowledgeAbuse

ncludeLabes
includePemissionsFo...
suppornsAlDnves
supporsTeamDrves
<New Member>
&0 output

B B N ]

e

You can see that a GET request for FileID has returned the same information that we had posted.

Diske Prwvses for schion &P bent. Tobal Records 1. Reconds 'With Emger 0 Dursbion (0:00:00 566,

Oibgect Pach
L]

Cbpert Path
Cutput

gt Pash Eaip el HmpStaloss | HepSmhaDedngton 00
Revponselnio gt wmr gocGheapiL comidnn 200 oK

Dlegect Pk
Bosdy

ORject Pask copyfegeinmiiintefemisucn createciTime description deffihHhi d i b Tr  mimelype el Al
et 1-Duin P el ke Tace_ghlad dmatie Epphs ahice pat

11.6.3 Making a DELETE Request

Now, let’s try making a DELETE request.

1. For this, we will first make a GET request to check whether that file exists in the records before we try to delete this
record.

We will pass a fileld using a ConstantValue object.
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- L

B 5 Parameters

fibe!d

7 acknowledgeAbuss
includelLabes
includePemissionsFo...
supportsAlDmves
supportsTeamDmves
<New Member>

20 output

i vl ond o)

2. Right-click on the API Client object and select Preview Output.

Diatp Prevsew for action AP kent. Total Records 1. Recgnds Witk Emper 0 Durstion 0-00:00.566,

Oibgect Pach
L]
Cibpert Path
Cutput
Oy Pk
Responssirde

Dlegect Pk
Bosdy

et Pash

copyReguinmfintefemisucn

i fwvmrm GGG EM Briw | 2

destnption

dafffmhhe

Ll i b T
1-Duin P el ke Tace_ghlad A petia

mimeType
apphe stice ot

T

It has fetched the details of the file with the fileld and the status shows that the field is available.

To delete this file record, we will drag and drop another DELETE API Client object onto the flow and configure its
Properties according to the DELETE method.
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Drive_API
« Gets information about the user, the user's Drive, and system capabilities. L
» ) changes
» 40 channels
s~ <) drives
» 40 {drive |d}
w Lists the user's shared drives.
Creates a new shared drive.
w al) files
w Generates a set of file IDs which can be provided in create or copy requests.
o= Permanently deletes all of the user’s trashed files.
w40 (file Id}
» 4 comments
Creates a copy of a file and applies any requested updates with patch semantics. Fol
= Exports a Google Workspace document to the requested MIME type and returns exp
w1 Lists the labels on a file.
* Maodifies the set of labels on a file.
» “) permissions
» 4 revisions
+ Subscribes to changes to a file. While you can establish a channel for changes to a fi

= Permanently deletes a file owned by the user without moving it to the trash. If the fil
o Gels I] https://www.googleapis.com/drive/v3/files/{fileld} i

e Updates a file's metadata and/or content. When calling this method, only populate |
i Lists or searches files.

3. Pass the fileld to the DELETE request object using a ConstantValue object.

(5]
o\fariubleﬂ A

lid 1-DJhVFeOvickaVZsce... e

Body
[ Headers
[E) B Parameters
7 enforceSingleParent
? supportsAlDrives
? supportsTeamDrives
- /. fileld

<New Member=

& 3 Output
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4. Right-click on the API Client object and select Preview Output. You can see that it has returned HTTPStatusCode,
“204”, which indicates successful execution.

Data Preview for action APIClient. Total Records 1. Records With Errars 0. Duration 00:00:02.096.

Object Path

= b | APIClient

Cbject Path
= Qutput
Object Path
= . Responseinfo
Object Path
Headers
Headers
Headers
Headers
Headers
Headers
Headers
Headers
Headers
Headers
Headers
Headers

' Date

Responseld

| https/fwww.goog |

Mame

Cache-Control
Pragma

Vary

Server
X-XS5-Protection
X-Frame-Options
X-Content-Type-
Alt-Sve

Expires
Content-Type
Content-Length

HtpStatusCode
204

Value

| Thu, 03 Now 2022

no-stone, must-rev
no-cache

Qrigin, X-Origin
ESF

0

SAMEORIGIN
nosniff
h3=":443": ma=25
Man, 01 Jan 1990
text/html

0

HttpStatusDescription Content
Ne Content text/html

Let’s verify it by making a GET request again, and check if the fileld, has been deleted.

e
©) variablest A
lid 160fHtSLbQEQISHGTIX... m

= ] APIClientt
& K input

[ ] Headers

[ §® Parameters

fileld
acknowledgedluse a
includelabels
includePemissionsFo...
supportsAlDnives
supportsTeamDrives

| <New Member>

3 [ output

N R N R e ]

5. Right-click on the API Client object and select Preview Output.

ContentType
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Source Record Count 50 & ¢
Time 00:00:03.220. Records ...

13 E 404) Not Found: The resource you are trying to access was not found, please provide comect parameters and body

You can see that Centerprise has returned error 404 which means that there is no pet found with Petld, ““5”, and the pet
record has been successfully deleted from petstore API.

DIBLE POV -

-

Source Record Count 30 [ [

Time 00:00:00.696. Records ...

(S (404) Mot Found: The u are trying t as not found. please provide comect parameters and body

You can see that APl Management has returned error 404 which means that there is no fileld found, and the file record
has been successfully deleted from Google Drive API.

11.6.4 Making a PUT Request

Let us now look at the PUT HTTP Method.
1. Drag and drop the GET endpoint from the API Browser onto the dataflow.
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AROC- R @ R
Deive_APY
« ety information about the user, the user's Drive, and system capabalities.

“«} changes
» 4 channels

b drives

w 4lb files
= (Generates & set of file IDs whech can be provided in creste of copy requests.
= Permanently deletes all of the user's trashed files.
w i) [file ld}
» ) comments
Creates a copy of a file and applies any requested updates with patch semantics. Folder
= Exports a Google Workspace document to the requested MIME type and returns export
w Lists the labels on a file.
Modifies the set of labels on s file.
» b permissions
» b pevisions
Subscribes to changes to a file. Whale you can establish a channel for changes to a file ¢
= Permanently deletes a file owned by the user without moving it to the trash. if the file b
= Gets a file's metadata or content by ID.

«= Updates a file's metadata and/or content. When calling thes methed, anly populate fiek
Hittp A wiww. googlespel. comy drve/ vaMibes{fileld) |

= Lists or seat

Creates a new file.
3 4} tearndives

=
() ariciien A

B [ APClienti
B 0 npet
E B Headers
] Parameters
£ fidd

BEkMow! SOoDASE
irelud eLabely
includ ePermissionsFo
supports.Ailines
supporis TeamDrives.
<Higa Members
& 0 cutput

e e

2. Right-click on the object and select Properties from the context menu.

3. Click Next, and the Parameters screen will appear.

For this use case, we will update the file with a fileld. Let’s define this ID in the Default Value field.

@-@-x

Thu b 3 e e g s L iy parrrmrs st ol vw e e

Oueeride inhertss Parametsr  Mama Parsmate: K intacnad Parsmens
" 0 addParens P arenis o
) a [
o . e hatml st reludelabaln L
] 0 chanb 3 o
=3 [} 7 ormm orwem [
% 0 serLangusge surLanpaage ™
o 0 ] ] P
o o apparihi D auppormd D [
] 0 SppoTamOTeE SapporaT eamDene o
10 o unaCon el st b
X1 . bk Ma
LA D

4. Click OK and preview the output by right-clicking on the object and selecting Preview Output

SEEEEETNEES

dtmg AFICIemnd

“ Sreg - -

- Bociean o

~ | Swrg v

“ Sreg -

= Bociean o

| Sy - -

“ Sy - -

| Bociean ud

~ Bocean v bt

| Bociean |~ vl

“ Sweg - -

- - -
Pre

Format Dottt i

(4

B by PR ki Ty B
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Properties...
Rename

Preview Output
Prenew Input
Run Flow to Generate Layout
Preview Raw Request

Preview Raw Response
Clear Etags Cache
Quick Profile

AERY Y| N

Collapse Tree Sub-nodes

Resize »
Sorted
Bl £ APIClientt Sh .
ow Li
B [ tnput pive neage
muﬂudgn Delete Action and Reroute Maps
7 acknow Save as Shared Action
o 7 includel Open AP| Connection
7 include
? support Generate XML schema for layout
7 support Exclude from Pushdown
e £ filsd
| <Hew M 9 Help...
& [ Outpat Align b
o g X Delete
X Cut
B

y Copy

As you can see in the preview screen below, the GET method has retrieved the file Metadata by ID.

@APlcumn A

a
- B £] APiClient
Sl
Jid TEBICWEC nlenahGAG . (] [ Headers
[ % Parameters

scknowlsdgetnse
imchndalabes
includePemissionsFo
supporisAlDnves
supporisTeamDrives
fileid
| =Hew Members
3 [ Output

~

bl I

w
cord Count 50 m &Y
ew for action APICTient]. Total Records 1. Records With Errers 0. Duration 00:00:01.5375.
Object Path Responselrd HttpStatusCode HitpStatusDescription Content ContentType
Responseinfo hitps://www.goog 200 oK [ application/json; charset=utf-8
Object Path
Body
Object Path id kind name rimeType copyRequiresWriterPermission
rook 1EBICWEcIn3ensal  drivesfile transferleamingdataset application/octet-strearm
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5. Now, drag and drop the relevant endpoint from the API Browser onto the dataflow.

For our use case, we will be using this Patch object for the PUT method so we can update the ID.

BAROC-KAR@ @ - [ zeomion - @ TE 8N [HO
Drive_API [ PATCH J

+() drives

-~
v O files e UpdateFilelD -

[=] I} UpdateFilelD

£ nput
Permanently deletes all of the user's trashed files. B output

v 0 {file|d}

+} comments

Generates a set of file IDs which can be provided in create or copy re

Creates a copy of a file and applies any requested updates with p
1 Exports a Google Workspace document to the requested MIME t

Lists the labels on a file,

Modifies the set of labels on a file.
+ permissions
+0 revisions
Subscribes to changes to a file. While you can establish a channe

ve. Permanently deletes a file owned by the user without moving it t

Gets a file's metadata or content by ID.
« Updates a file's metadata and/or content. When calling this mett
Lists or searches files.
Creates a new file.

40 teamdrives

Right-click on the object and select Properties from the context menu.

Our Shared Connection has already been defined. The HTTP Method is Put, and the Resource to update is a file.
6. Click Next, and you will be led to the Output Layout screen

We have defined the Fileld here that we wish the resource to be updated to,

If required, an output can be generated by running a request using the available option.
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By UpdateFilelD : Output Layout O X
@ - @ - Iﬂa ﬂ’l Edltlng: UpdEtEFI|E|D -
Response Layout Object Layout
Name Data Type Default Value Al
01 copyRequiresWriterPermission |Boolean il
= K root . 02 createdTime Date hd
copyRequires\WriterPerm 03 description String v
createdTirme (Date) 04  driveld String "
description (String) o T
05 explicitlyTrashed Boolean e
driveld (String) ,
. 06 fileExtensi Stri -
explicitlyTrashed (Boole: cexensien g —
fileExtension (String) 07 folderColorRgb e -
folderColorRgb (String) 08 fullFileExtension String il
fullFileExtension (String) 09 hasAugmentedPermissions Boolean Vv
hasAugmentedPermissic 10 hasThumbnail Boolean v
hasThumbnail iBC“:‘lEil'l-] 11  headRevisionld Strlng i
headRevisionld (String) 12 String o
iconLink (String) T
o P13 id String ~ | 1EbIC234pyenelail
id (>trnng) —
ichnnditharized (Banle ¥ 14 isAppAuthorized Boolean i
< > . - <
Prev MNext oK Cancel
9. Click OK, right-click on the object, and select Preview Output.
As you can see here, the fileld has been updated,
ew for action APIClient]. Total Records 1. Records With Errers 0. Duration 00:00:01.575.
Object Path Responselrd HttpStatusCode HttpStatusDescription Content ContentType
Responseinfo hitps://www.goog 200 0K [ application/json; charset=utf-8
Object Path
Body
Object Path id kind A rimeType copyRequiresWriterPermission
oot 1ELIC234pyenelai drvesfile transferleamingdataset application/octet-strearm

10. We will now preview the output of the GET object we have configured to verify if the pet status has been updated.

As you can see, the value has been updated.
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—=»
e @ ariciientt A
Variabl y B £ APClient
° = & nput
fllsld 1ERICZ34pynsl B [ [ Headers
[E] 5= Parameters
7 acknowledgethse
7 imciudelabeis
7 includePemissionsFo
7 supportsAlDrves
? supportsTesmDnves
- £ Glsa
<M Mémber>
3 [ Output
L
cord Count 50 r
ew for sction APIClient1. Total Records 1. Records With Ermors (. Duration 00:00:01.575.
Object Path Responselr HttpStatusCode HttpStatusDescription Content ContentType
Responseinfo hitps//www.goog 200 oK { application/json; charset=utf-8
Object Path
Body
Object Path id kind name mimeType copyRequiresWiterPermission
oot 1EBIC2 Mpyenela drivesfile wansferleamingdatasst  application/octet-stream

11.6.5 Making a PATCH Request

Let’s make a GET request to see what information is there in the File ID where we want to update something.

1. To make a GET request, drag-and-drop the GET API Client object onto the dataflow.

Drive_API
v 40 {filed)

» 40 comments
Creates a copy of a file and applies any reque:
« Exports a Google Workspace document to thi
¢ Lists the labels on a file.
Modifies the set of labels on a file.
> #0 permissions
» 40 revisions
Subscribes to changes to a file. While you can

SEr

' Gets a file's metadata or content by ID.

pdates a tile's metadata and/or content. Wh
« Lists or searches files.

Creates a new file.

2. Pass userID ‘1pGLAWDbY7zulnYFiMFB5GmTjVK2kXGHP1’ to the id under the Parameters node in the API
Client object using the Variable transformation object.
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&l 1D 1pGLAWBY7zulnYFM... B

e
GET

7 acknowledgedhuse

? includelabels

? includePermissionsFo...
? supportsAlDrives
supportsTeamDrives
wl <New Member>

& [ Output

nd

3. Right-click the API Client object’s header and select Preview Output.
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Properties...

Rename

Preview Output

o] 4

L jli.ﬁl"; * b4

Freview Input

Run Flow to Generate Layout
Preview Raw Request
Preview Raw Response

Clear Etags Cache

Quick Profile

Collapse Tree Sub-nodes
Resize
Sorted

Show Lineage

Save as Shared Action

Open API Connection

Generate XML schema for layout
Exclude from Pushdown

Help...

Delete

Cut

Copy

Here is what the output looks like:

Data Preview for action APIClient. Total Records 1. Records With Errors 0. Duration 00:00:01.514,

Object Path
B B APIKlient
Object Path
= Qutput
Object Path Responselrd HttpStatusCode HttpStatusDescription Content ContentType
I Responseinfo https://www.goog 200 oK { application/json; charset=utf-8
Object Path
B Body
Object Path id mimeType kind copyRequiresWriterPermission
root 1pGLAWEYTzuln | Untitled application/octet-stream  drivesfile

4. Drag-and-drop the Update a file’s metadata API Client object to use the PATCH method.
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Drive_API
w ) {file |d}
» 40 comments
* Creates a copy of a file and applies any requested updates with patch semantics. Fol
Exports a Google Workspace document to the requested MIME type and returns exp
=i Lists the labels on a file.
« Modifies the set of labels on a file.

3

» 40 permissions
» 40 revisions
Subscribes to changes to a file. While you can establish a channel for changes to a fi

= Permanently deletes a file owned by the user without moving it to the trash, If the fil
SR TR ISR NN YR LE R SHEL SRR

= Updates a file's metadata and/or content. When calling this method, only popuhtell
TR T .

+ Creates a new file.

5. Pass fileld” IpGLAWbY7zulnYFiMFB5GmTjVK2kXGHP1’, and name, “Astera”, using a Variables resource ob-
ject.

Z==
enplcnem oy

(5] B [ APiCiient
& K& input
© variables A B [@ Body
| !‘ume As r_em - . . - Elmunﬂe'::n
| id 1pGLAWDYTzulnYFMFBSGmTVKZOGHPT - a8 E p ers
Ll 1. filed
? addParents

? enforceSingleParent

6. Right-click on the object’s header, and select Preview Output.
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Data Preview for action AP|Client. Total Records 1. Records With Emors 0. Duration D0:00:00.970.
Object Path
= »  APIChent
Object Path
= Cutput

Object Path Responsalr HitpStatusCode HupSestusDescription Content ContentType
[£3 Responseinfo https:/fwew.googleapis.com/driv | 200 oK { application/json; ch
Object Path

Object Path copyRequiresWriterPermission createdTirme description driveld explicithyTrashed fileExtension
oot

You can see that the HTTPStatusCode is 200, which means that the API has successfully carried out the PATCH request.
Let’s verify it by making a GET request for the same fileld which we altered.

> o
L = @ aPiCiient A
| id 1pGLAWDYTzulnYEIMEBSGmTIVKZKXGHET Il B [ APIClient
E K input
[# [] Headers
) B8 Parameters
- £ fileid
? acknowledgetbuse
? includelabels
? includePemissionsFo. ..
? supportsAliDrives
? supportsTeamDrives
| «<New Member>
& [ output
7. Right-click the APIClient object’s header and select Preview Output.
Data Preview for action APIClient. Total Records 1. Records With Errors 0. Duration 00:00:00.784.
Object Path
B » |APKlient
Object Path
&= Qutput
Object Path Responselr HttpStatusCode HttpStatusDescription Content ContentType
* Responseinfo hitps:/fwww.goog 200 oK { application/json; charset=utf-8
Object Path
=) Body
Object Path id name kind mimeType copyRequiresWriterPermission 4
root 1pGLAWEYTzuln  Astera drive=file application/octet-

As you can see, the request has been successfully carried out and the email address has been updated.
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This concludes our discussion on the HTTP method operations in Astera API Management.

11.7 Pagination

Pagination refers to managing the traffic of records coming from a source. It divides the records into a discrete number
of pages so that they are comprehensible for a user.

Pagination is not supported by all APIs. For those that do support it, Astera offers four types of paginations.

11.7.1 Offset

This type of pagination requires two parameters: A Limit and an Offset value to be specified by the user. A Limit
specifies the number of records that you want to fetch in a one-page request, and an Offset simply tells the number of
records to be skipped before selecting records.

Offset Parameter: Select the offset parameter of the API that you are working with, as specified on the Parameters
screen.

Initial Offset: The record index from which you want to start your pagination.
Limit Parameter: Select the limit parameter of the API that you are working with, as specified on the Parameters screen.
Limit: Number of records on a one-page request.

Number of Pages: The number of pages indicates the number of request iterations which you want to be processed.
Each iterative request incrementally adds the respective offset and limit values for the next set of records page.
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By FetchEmails : Pagination Options o x
@ . @ . Editing: FetchEmails -

Pagination Type

Pagme!lcn Pattern: Offset "

Pagination Setup

Offzet Parameter: offset bt
Initial Offset: 0 5
Limit Parameter: limit v
E- Read Till End
Repeating Item: Body.root.value w

Limnit: 1

LRLY

“Specky (ffset Farameter and Limi Parameter in the Paramefers screen. Farameter valves defined above will be prefemed

Prev Next 0K Cancel

Read till end: Check this option if you want to fetch all the records. Selecting this will disable the ‘Number of pages’
option and all the records will be returned as requests are sent in a loop till no more data is found.

Repeating item: This option is only enabled when you check the Read till end box. You can choose a repeating item
or the collection node of the data from the output layout of the API client object. The repeating item helps the API
client recognize the end of records, as whenever an empty response node is returned, the client stops sending further
requests, and pagination ends.

11.7.2 Cursor

This type of pagination generates a token to indicate a pointer for the next page of records. You can set a limit to the
number of pages you want to process.

Cursor Field: Here, you can specify the field from the output layout which contains the cursor from the server response.

Cursor Parameter: Here, you can select the parameter to be used to send the cursor value received in the previous
request of the API that you are working with, as specified on the Parameters screen. Alternatively, you can choose to
send the cursor as an input body layout field by selecting the ‘Use Input Body Parameters’ checkbox.

Number of Pages: Here, you can specify the number of pages or the number of requests to be made iterating over the
data set. Additionally, you can simply check the Read till End option if you want to fetch all records without specifying
the number of pages.
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By FetchEmails : Pagination Options O *

@ - @ = Editing: FetchEmails -

Pagination Type

Pagination Pattern: Cursor ~

Pagination Setup

Cursor Field: Body.root.odatacontext s
Cursor Parameter: cursor v [ Use Input Body Parameters
MNumber of Pages: 1 =

[] Read Till End

“Soecky a Cursor Farameter in the Parameters screen and build the response layout fo select & Cursor Reld|

Prev Next 0K Cancel

11.7.3 Next URL

This type is the same as Cursor pagination, except that it generates a URL instead of a token for every subsequent page.

Next URL Field: Here, you can specify the field from the response layout that contains the URI to fetch the next set of
records.

Number of Pages: Here, you can specify the number of pages or requests you want to fetch, or you can simply check
the Read Till End option if you want to fetch all records without specifying a page number limit.
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By FetchEmails : Pagination Options ] X
®@-O@ - Editing: FetchEmails -
Pagination Type
Pagination Pattern: Mext URL hd
Pagination Setup
Next URL Field: Body.root.odatacontext e

Mumber of Pages:
Read Till End

Buid the response layout fo sefect a Next URL Fald

Prev Next 0K Cancel

11.7.4 Page Number

In this type of pagination, you can specify the number of pages you would like to fetch in one go.

Page Number Parameter: Here, you can specify the page number parameter of the API that you are working with, as
specified on the Parameters screen.

Start Page Number: The page number from where you want to start fetching your output, or the lower limit.
End Page Number: The page number where you want to end.

Read till end: Check this option if you want to fetch all the available records. Selecting this will disable the End page
number option and make requests till no data is returned.

Repeating item: This option is only enabled when you check the Read till end box. You will be required to choose a
repeating item, which can be one of the collection nodes from the output layout of the API client object. The repeating
item helps the API client recognize the end of records, as whenever an empty response node is returned, the client stops
reading the response and the pagination ends.
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By FetchEmails : Pagination Options | ¥

@ = @ = Editing: FetchEmails v

Pagination Type

Pagination Pattern: Pagg MNumber b

Pagination Setup

Page Number Parameter: page v
Start Page Number: 1| =
& Read Till End
Repeating ltem: Body.root.value g

“Specky 3 Fage Number Parameter in the Farameters screen. Parameter vales defined above wil be prefamed

Prev Mext oK Cancel

This concludes our discussion of pagination for APIs in Astera API Management.

11.8 Raw Preview And Copy Curl Command

11.8.1 Raw Preview Request/Response
The raw request and response preview features allow API developers to view the exact request and response payloads
being exchanged between clients and servers in their APIs.

This feature provides a detailed look at the headers, body, parameters, and metadata of the HTTP request and response,
which can help API developers debug issues, test APIs, and optimize performance. By using raw preview request and
response capabilities, API developers can gain a deeper understanding of how their APIs are being used and troubleshoot
issues quickly and efficiently.

Raw Preview in Astera APl Management

Astera API Management lets the user preview the Raw request and Raw response both from the API Client object.
1. Drag and drop an API Client object and configure it.

For our use case, we have used an API Client making a GET Call to a resource.
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2. Right-Click on the object and select Preview Raw Request.
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Properties...
Rename |
Preview Output

Preview Input

Run Flow to Generate Layout

Preview Raw Request |

)

b K X

Preview Raw Response
Clear Etags Cache
Quick Profile

Collapse Tree Sub-nodes

Resize 4
Sorted

Show Lineage

Delete Action and Reroute Maps

Save as Shared Action

Open APl Connection

Generate XML schema for layout
Exclude from Pushdown

Help...

Align p
Delete

Cut

Copy

This will show the raw request in the Raw Data Preview window.
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Raw Data Preview

Raw Data Preview for action Create_a_new_contact (first record). Duration: 00:00:00.686

Raw  Parameters Body

POST /dev/api/contacts
Host: https://asteratest2.agilecrm.com
Accept : application/jseon
Content-Type : application/json
Content-Type : application/json
{

"star_value”: "4",

"lead score”: "92",

"tags": [
"Lead",
“Likely Buyer"
1
"properties": [
{
"type": "SYSTEM",
"name”: "first_name”,
"wvalue": "Samsons”,
"subtype"”: null
}J
{
"type": "SYSTEM",
"name”: "last_name",
"value”: “"Nolano",

"subtvpe": null

As you can see, it has shown the HTTP method as well as the resource, host server details, and the Content-Type of the
Request.

It even shows us tabs on the Request, Parameters, and Body.

Raw Parameters Body

Name Parameter Lo... Value
> Header application/json
Content-Type Header applicationfjson

11.8. Raw Preview And Copy Curl Command 289



Data-Services

Raw Data Preview

= B
Raw Data Preview for action Create_a_new_contact (first record). Duration: 00:00:00.686
Raw  Parameters Body

1 B

2 "star_value”: "4",

3 "lead score”: "92",

4 H "tags": [

5 "Lead”,

6 "Likely Buyer™

? ]l‘

8 El “properties”: [

9 B i
10 "type”: "SYSTEM",

11 "name”: "first name",
12 "value": "Samsons",
13 "subtype”: null

14 | }s

15 B {

16 “type”: “SYSTEM",

7 "name”: "last_name”,
18 "walue": "Nolano",
19 "subtype”: null
20 }s
21 H {

22 "type": "SYSTEM",

3 "name": "email",

24 "value”: "samsons@walt.ltd",

3. To preview the raw response, right-click on the API Client object and select Preview Raw Response from the context
menu.
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N

Properties...

Rename

Preview Output

Preview Input

Run Flow to Generate Layout

Preview Raw Request

Preview Raw Response
Clear Etags Cache
o o Quick Profile

AR o o o

Collapse Tree Sub-nodes
E Resize b
112 Sorted
:1:1:,{ Show Lineage
Delete Action and Reroute Maps
Save as Shared Action

Open APl Connection

Generate XML schema for layout

Exclude from Pushdown

Help...

()

Align b
Delete

Cut

Copy

H K x

[t

This will generate a raw response in the Raw Data Preview window.
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Raw Data Preview for action Create_a_new_contact (first record). Duration: 00:00:01.705

Raw  Parameters Body Response Info

Name Parameter Lo...
> Headers
Date Headers
Server Headers

Content-Type Headers
Content-Length Headers

Value

773b162955fd..

Fri. 04 Aug 202...
Google, Fronte...

application/json

58

As you can see above, the raw response has been generated, which shows us the entire HTTP response in raw form. It

even has tabs that show us the Parameters, body, and response info.

Raw  Parameters Body Responselnfo

Name Value

» hitps://d36cdoq...

HttpStatusCode 200
HttpStatusDes... OK

Content {"statusCode™2...

ContentType application/json

11.8.2 CURL Command

Curl is a command-line utility that can be used to send HTTP requests to APIs and retrieve the respective responses.

It allows API developers and testers to easily interact with APIs and perform tasks such as testing, debugging, and
troubleshooting. Curl supports various HTTP methods such as GET, POST, PUT, and DELETE, and can handle HTTP

headers, cookies, and authentication.

It is a simple yet powerful tool that is widely used in API development and management.
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Copy CURL in Astera APl Management

Astera API Management lets the user copy and view the CURL command from the Raw Data Preview window to help
in comparing and debugging results from any external clients such as Windows command prompt or Postman.

Note: The Copy CURL Command option is available in the raw request preview.

e= B
Raw Data Preview furJ Copy Curl Command }'ltact (first record). Duration: 00:00:00.674
Raw  Parameters Body
hOST /fdev/api/contacts
Host: https://asteratest2.agilecrm.com
Accept : application/json

Content-Type : application/json
Content-Type : application/json

{
"star_value": "4",
"lead_score™: "927,
"tags": [
||-eadu,
“Likely Buyer”
1
"properties™: [
{
"type": “"SYSTEM",
"name”: "first_name”,
"wvalue": "Samsons",

"subtype”: null
b

This concludes Raw Preview and Copy CURL in Astera API Management.

11.9 Open APIs — Configuration Details

Note: Client Secret, Access Token and API Key are to be generated by the user, and will be unique for
every application. The values specified below are just for example.

11.9.1 Adafruit 1O

Authentication Type: API Key
» Import API: https://raw.githubusercontent.com/adafruit/io-api/gh-pages/v2.json
* Authentication: API-KEY
* Key: X-AIO-Key
* Value: aio_UTqF73klycqdLWpbpOwLI7TRHKV25

e UserName: [Enter you user name]
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» FeedKey: [Enter your feed key]
* Adafruit Login Page: https://accounts.adafruit.com/users/sign_in
e Email: [Enter your login email]

* Password: [Enter your password]

11.9.2 Avaza API

Authentication Type: OAuth 2, Authorization Code
* Import API: https://api.avaza.com/swagger/docs/v1
* Authentication: oauth2 (Access token will be valid for 1 day)
* Token URL: https://any.avaza.com/oauth2/token
* Auth URL: https://any.avaza.com/oauth2/authorize
Clientld: [Enter client ID]
e Client Secret: c1d4b723790f0e24d0b2df68ebde613e9533

* Avaza Login Page: https://any.avaza.com/account/login
e Email: [Enter your email]

* Password: [Enter your password]

11.9.3 BOX API

Authentication Type: Bearer Token
* Base URL: https://api.box.com/2.0
e Authentication: Bearer Token (Access token will be valid for 1 hr)
* Token: 1IVYyDgfDPyWpoXe9c4RMOt7tmtiB75q
* Steps to generate access token:
* Page: https://app.box.com/developers/console/app/984015/configuration
e Email: [Enter your login email]
e Password: [Enter password]
* Click Generate Developer Token to generate access token

* API Reference: https://developer.box.com/en/reference

11.9.4 Facebook API

Authentication Type: OAuth 2, Authorization Code
* Base URL: https://graph.facebook.com/
* Auth URL: https://www.facebook.com/dialog/oauth
* Access Token URL: https://graph.facebook.com/oauth/access_token
* Client ID: 217423066002
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* Client Secret: d7d8969c6ea3 1bf117f04768b63bb
* Credentials to use when using ‘Request Token’
* Email address: [Enter your email]

* Password: [Enter your password]

11.9.5 Google Drive

Authentication Type: Bearer Token
* Base URL: https://www.googleapis.com/drive/v3
e Authentication: Bearer Token (Token will be valid for an hour)

* Token: ya29.11_AB6CICAcAQD6IKoQCW3K2DO_enBd3be5SG2VvdOhZ3Q8US4eHL-
PEOS1qRD7zzSEN3t_gb_eNqWzZS3zsXP_FcAHA9TSoy-tDpsWvORnWRIledPhZqRt79f9X

* API Reference: https://developers.google.com/drive/api/v3/reference
Steps to generate access token:
1. Go to https://developers.google.com/oauthplayground/
2. Select the APIs you want to authorize and click Authorize APIs.
3. On the next screen, provide your credentials.
4. Email: [Enter your login email]
5. Password: [Enter your password]

6. Now click Exchange authorization code for tokens to generate access token.

11.9.6 netAuth API

Authentication Type: API Key
e Import API: https://api.doc.nextauth.com/api/swagger.json
* Authentication: API-KEY
* KEY: [Enter API Key]

VALUE: J5znqilK_qUt651Qyy9W2Q

Help link: https://api.doc.nextauth.com/

11.9.7 OMDb API

Authentication Type: API Key
* API key to be passed as a query parameter
e JSON File: http://www.omdbapi.com/swagger.json
Steps to generate API Key:
1. Open http://www.omdbapi.com/apikey.aspx?__ EVENTTARGET=freeAcct&__ EVENTARGUMENT=&__LASTFOCUS=&__V
2. Select Account Type, ‘FREE.

3. Enter your email address.
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4. Enter your first name and last name.
5. Describe in a few words your purpose of using this service.
6. Click Submit.

7. You will get the API Key in your email with a link to activate it. Click on this link and the key will be activated.

11.9.8 Square Connect API

Authentication Type: Bearer Token
» Import API: https://raw.githubusercontent.com/square/connect-api-specification/master/api.json
* Authentication: Bearer Token
* Token: EAAAEPXVtza2Utrx-GJ90Az4sCQ_NLbLYOKANVFmIJiPGJ1Z6B-eJgZ-2V1
» Use this API to import: https://raw.githubusercontent.com/

Note: This looks like an issue with Square Connect’s documentation because the ‘Import API’ option does
not work.

11.9.9 Zendesk API

Authentication Type: Basic Authentication
* Username: [Enter username or login email]

* Password: [Enter password]

11.10 Authorizing Facebook APIs in Astera Centerprise

Facebook uses HTTP-based APIs that can be utilized to extract or load data, to and from Facebook. You can configure
Facebook APIs for use in Astera Centerprise using the ‘Custom API’ source in the REST API Browser (Beta).

To authorize a Facebook API in Astera Centerprise, follow the steps below.
1. Go to this Url: https://developers.facebook.com/ and log in.

Note: If you have not created an account yet, you need to create one first after signing in.
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Producis

Tech by Hor

Made by women.
Empowered by

technology.

2. Enter your Facebook account credentials to log in.

&« c 8@ web.facebook.com/login/?next= https%3A%2F%2 Fdevelopers.facebook.com%2F&_rde=18._rdr Lo+ e H

facebook e

n You must log in to continue. ‘

Log in to Facebook

‘You must log in to continue

gasuppori@astera.com

Forgotten account? - Sign up for Facebook

3. Go to My Apps > Create App to create an application.
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&« C & developers.facebook.com
facebook for developers Products Docs More ¥ My Apps ¥
Important F8 2020 Update
In light of the growi
concerns around C(
Facebook Developer Conference we’ve made the diffi
decision to cancel t

person component ¢
year.

4. Provide the Display Name for your application, and click Create App ID.
&« C @ developers.facebook.com g a H

facebook for developer: Products More ¥ My Apps ¥

Create a New App ID

— » popular
Centerprise| lmework

Contact Email i n i n g

qasupport@astera.com A I
L]

Facebook Platform Policies Cancel | MeCECEYN]

Once your application is created, it will show under the My Apps tab.

298 Chapter 11. API Consumption



Data-Services

&« > C 8 developers.facebook.com

¥ 0 :

facebook for developers Products Docs More ¥ My Apps ¥ Q

Tech by Her

Made by wo
Empowered

technology.

5. Click Centerprise to open the dashboard.
Reference Url: https://developers.facebook.com/apps/217423066002800/dashboard/

Centerprise

men
by Requests

Developer Settings

Company Settings

I3 C @ developersfacebook.com/apps/217423066002800/dashboard/ s 0 :
facebook for developers Docs Tools Support [IYFNERN C, Search developer documentation m
[E] centerprise - APP ID: 217423066002800 ® ) Indevelopment A View Analytics @ Help
4 Dashboard Application Rate Limit User Rate Limit
£ settings »
By Roles ' Centerprise
& Aers v n App ID: 217423066002300
& App Review » 0
Users throttled
PRODUCTS (3) 0% of limit used View Details
L] 100% Remaining
API Stats
Calls Errors Average Request Time
u No data is available.
6. Click on Sertings > Basic to get the relevant credentials.
Reference Url: https://developers.facebook.com/apps/217423066002800/settings/basic/
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< C @ developers.faceboock.com/apps/217423066002800/settings/basic/ ¥ e H
facebook for developers Docs Tools Suppori My Apps m
& centerprise - APP ID: 217423066002800 ® | In development A View Analytics () Help

# pashboard

ﬂ' Settings - AppID App Secret
- 217423066002800 sessesne Show
asic
Advanced Display Name Mamespace
H] Roles ’ Centerprise
A Alerts ’
@ Ao Revi . App Domains Contact Email
pp Review

qasupport@astera.com

PRODUCTS (¥)

Privacy Policy URL Terms of Service URL
Privi for Login dialog and App Details Ten Login dialog and App Details
App lcon (1024 x 1024) Category
Choose a Category v

Find out more information about app categories here

Discard Save Changes

https://developers.facebook cam/suppart!

7. Here you can see the App ID and App Secret. Save this information to use later for authentication.

<« C @ developers.facebook.com/apps/217423066002800/settings/basic/ or e
facebook for developers Docs Tools Support [UVESNER O Search developer documentation m

ﬂ Centerprise - APP ID: 217423066002800 ® | Indevelopment A View Analytics (@) Help

# Dashboard

£ Settings . App ID App Secret
- 217423066002800 d7d8969c6ea31bf117f04768b63bb16e Reset
asic
Advanced Display Name Namespace

A} Roles 4 Centerprise

A Alerts ’

© App Review . App Domains Contact Email

qasuppori@astera.com

PRODUCTS (3)

Privacy Policy URL Terms of Service URL
Privi olicy for Login dialog and App Details Terms of S Login dialog and App Details
App lcon (1024 x 1024) Category

Choose a Category +

Find out more information about app categories here

Discard Save Changes

8. To use Bearer Token authentication, go to Tools > Graph API Explorer.
Reference Url: https://developers.facebook.com/tools/explorer/

9. Click Generate Access Token and copy the token.
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< c

@ developers.facebook.com/tools/explorer/

facebook for developers

Graph API Explorer

= GET w

v6.0 w / mePiields=id name

Swilch to Classic Mode

Docs

Tools

O :

Support My Apps Q, Searcl

Access Token

T
per documentation m

EAADFVSCOdXABAA3I4ZECIPMHSZC4KXguxsjewsSgs3DT1sV fD

| Generate Access Token |

Facebook App
@ Centerprise
User or Page

| @ User Token

Permissions

public_profile

@hdd a Permission

Add a Permission -

10. To access and try out different APIs, go to Tools > Graph API Explorer.

Reference Url: https://developers.facebook.com/tools/explorer/

« > c

@ developers.facebook.com/apps/217423066002800/settings/basic/

facebook for developers

Eﬂ Centerprise

# pashboard

£# settings
Basic
Advanced

H] Roles

& Alerts

@ App Review

PRODUCTS (¥

- APP ID: 217423066002800

App ID

217423066002800

Display Name

4 Centerprise

App Domains

Privacy Policy URL

In development

Docs

Privacy policy for Login dialeg and App Details

11. Select anything from the drop-down list.

* 70

Tools Support My Apps

Q. Search developer documentation

VIEW ALLTOOLS

Contact Email

qasupport@astera.com

Terms of Service URL

erm:

@) Help

A View Analytics

Show

s of Service for Login dialog and App Details
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& C @& developers.facebook.com/tools/explorer/ W e H

Suppoit My Apps

ook for developers Docs Tool

Graph API Explorer

= GET v —/ v6.0 w [/ meTfields=

about
Node: me *Retums no data as of April 4, 2018 * - Access Token
id

Search for a field

The ID of this person's user account. This ID is unique to each app and cannot be used across different apps. [Ou EAADFvsCddXABAEPHCEqFDXNSCT GMpkB 1HUZjgAXbzZC [D
address

The User's address Generate Access Token

admin_notes

Notes added by viewing page on this User. Facebook App

age_range @ Centerprise A4

The age segment for this person expressed as a minimum and maximum age. For example, more than 18, less th...

auth_method User or Page

The authentication method a Workplace User has configured for their account. It can be either "password” or "sso”. | @ User Token -
birthday g
The person's birthday. This is a fixed format string, like "MM/DD/YYYY". However, people can control who can se.
N Permissions
can_review_measurement_reguest
Can the person review brand polls public_profils g

education

“Returns no data as of April 4, 2018 * @hdd a Permission

email

The User's primary email address listed on their profile. This field will not be returned if no valid email addressisa... |} Add a Permission i
Response Th 584 m5
Switch to Clas: de Copy Debug Information <> Get Code Save Session
12. Click Submit, to see the results.
&« c & developers.facebook.com/tools/explorer/?method=GET&path=me%3Fields%3Dname&version=v6.0 b+ g e H
facebook developers Docs Tools Support [TNNEE Q Search developer documentation m
Graph API Explorer
= GETw —/ veow |/ me’Mislds=name m
Node: me » Access Token
@ name "name": "QA Astera”,
"id": "113595996949435" .
Search for a field } EAADFvsCddXABAEPHCOqFDXN5c7 GMpkB1HUZjqAxbzZC (D
Generate Access Token
Facebook App
@ Centerprise -
User or Page
@ User Token -
Permissions
public_profile S
#hdd a Permission
- Add a Permission -
Response re in 500 ms
Switch to Classic Mode Copy Debug Information <f> Get Code Save Session

httpsi//developers.facebook.com/?na_redirect=

13. Import the API in Centerprise using the Import API option in the REST API Browser (Beta). Select API Import
Source as Custom API by providing Name and Base Url. To learn more about how to work with custom APIs in
Centerprise, click here.

Base Url: https://graph.facebook.com/
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Data-Services

Import AP *

AP Import Source:  Custom API v | (Speciy custom Api by providing Name and Base Ui)

Custom Api
Name: IFacehmk AP

Base Ud: |hitps://graph facebook .com/

Shared Connection
[] Use Existing Connection

OK Cancel

14. Now, you need to authenticate the Facebook APIs to use them in your dataflow. Without authentication, you will
get an error. To authenticate an API, go to the Project Explorer panel and double click on the APT’s .sact file under the
Shared Connection node.

Search ...

=" Facebook APl.cpij
- REST APIs10
El-k=! Shared Connections10
= Facebook_API Sact

Facebook’s .sact file will open on the designer. Now, right-click on the shared action file’s header and select Properties.
This will open the REST API Connection window, where you can configure the settings to authenticate Facebook’s API.
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[ 4] Facebook_API : Rest APl Connection (Beta) O X
@ . Editing: Facebook_API -
Base Un: hitps://graph facebook .com/
Timeout (MSec): 5000 =

Authentication

Security Type:

No Authentication ~

Does not contain any type of authentication.

Prev Next OK Cancel

Facebook uses ‘OAuth 2’ authentication with Grant Type, ‘Authorization Code’.
Auth Url: https://www.facebook.com/dialog/oauth
Access Token Url: https://graph.facebook.com/oauth/access_token

Provide ClientID and Client Secret that you had saved earlier, then click on Request token to generate the access token
for Facebook.
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[ 4] Facebook_API: Rest APl Connection (Beta) X
@ . Editing: Facebook_API -
~
Base Un: [hﬂps -//graph facebook .com/
Timeout (MSec): (5000 =
Authentication
Security Type: Auth Ud: |htlps:ffwww facebook.com/dialog/oauth |
[OAth 2 v| || Access Token Ud: |https://graph facebook com/oauth/access token |
Grant Type: Client|d: [mmxmm l
|Mhoﬂzalion Code v | Client Secret: | |
Addtona o
v
Prev Next Cancel
Note: As you click on Request Token, Facebook’s login window will open where you will have to provide
your credentials to generate the access token to access Facebook API.
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[ 4] Facebook_API : Rest APl Connection (Beta) O X
@ . Editing: Facebook_API -
)
Base Un: hitps://graph facebook com/
Timeout (MSec): 5000 =
Authentication
Security Type: Auth Ur: |https'.ﬂwww facebook com/dialog/oauth |
[OAth 2 v| || Access Token Ud: |https://graph facebook com/oauth/access token |
Grart Type: Clientld: |mmmxm| l
|Mhoﬂzation Code v | Client Secret: | |
Additional Info Request Token
Access Token: EAADF*sssmassnsases IFoZD
Expires On: Monday. 23 November 2020, 11:29:00 am
W
Prev Next OK Cancel

15. Save the shared action file after authentication and you are ready to use Facebook APIs in Centerprise. For more
information on how to use a Custom API in Centerprise, click here.

This concludes authenticating the Facebook APIs in Astera Centerprise.

11.11 Authorizing Centerprise’s Server APls

Follow the steps below to learn how to authenticate Centerprise’s Server APIs.

1. Right-click on the server name

HTTPS://(ServerName):9260.

in Server Explorer > Server Connections > DEFAULT >
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Data-Services

Server Explorer

Configure~ 4 ¥ ﬂ - _'; = x ¥ 0O

E--ﬁ Server Connections
=gl DEFAULT

[i HTTPS://A

Elb Server Properties
Manage Server License
Manage Client Activation
o Show Server Information
4 ¥ Get Server Access Token

|25 Get Centerprise Server AP| Path

:.a Generate Diagnostics File

Project Explorer Report Properties
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2. A wizard will appear with the Centerprise Server API Path. Click on the copy icon located at the bottom-left of the
wizard to copy it.

8 Centerprise Server APl Path X

Centerprise Server AP| Path: hitps:/Aocalhost-9260/swagger/v1/swaqger json

E OK

A message will appear to confirm that the text has been copied successfully. Click OK.

>

Text copied successfully.

oK

11.11.1 Importing APlIs in Centerprise

3. Click the Import API option in the REST API Browser and paste the Centerprise Server API path in the URL box.
Then click OK.

Note: Check the “Ignore certificate errors over HITTP/SSL” option to avoid any certification barriers.

Impaort API X

AP| Import Source: | JSON/YMLURL  ~| (Frowvige URL fo mpart AFY)

Import URL
URL: I Il"ttps:ffhcahoﬁ ‘9260/swagger/v1/swaggerjson l I

] lgnore cestificate emors over HTTPS/SSL

Shared Connection
[J Use Existing Connection

0K Cancel
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4. A wizard will appear, notifying you about the created shared action file. Click Yes to set it up.

You can also click on the .sact file in Project Explorer to configure the authentication settings.

R ——
- Hzmoe: - & FEE N DO EHCOoEBE Bk

v X

Centerprise_Server A " & Centerprise-Server-AP|.cpn
&) REST APIs
i {3 Centerprise_Server.capi

-] Shared Connections

Project Explore Server Explorer  Report Properties

The REST API Browser will be populated with Centerprise’s Server APIs, which you can use in your dataflow.
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REST APl Browser

4@ O

Search...
Centerprise_Server
=& api A
& account
& adm
& auth
& db
4, /api
- & Job
- & Jobs
@& Schedule
- & Server Profile
- & Cluster
- & Server
- & Deployment
- & Deployment2
- & Deployment Corfigs Rest Api
---n! Deployment Configs
@& Trace
- & Preview
@& Vitual Model
- & Function
@& License
-5 /api/JobShorts
------ wet fapi/TestCaselob
------ - /api/Regressioninfo
w1 Sapi/Schedules
- ser fapi/Serverinfo
aer fapi/ServerProfiles
e fapi/Events v

@ Centerprise_Server

5. Right-click on the Centerprise_Server object and select Properties.
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Centerprise_Server A

v

Sorted
m Show Lineage
Delete Action and Reroute Maps

Exclude from Pushdown
Help...

Align

This will open the REST Connection screen. Select the Security Type as Bearer Token, as Centerprise Server APIs use
Bearer Token authentication.
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(2 Centerprise_Server : REST Connection O et

@ . Editing: Centerprise_Server -

Base URL: hitps:/Aocalhost:9260/swagger/v 1/swagger json

Timeout (msec): 5000 =

Authentication

Security Type:

No Authentication v

No Authentication
OAuth 2

AP| Key

Basic Authentication
Bearer Token

Does not contain any type of authentication.

Prev Next OK Cancel

Provide the User Name, Password, and Token URL for Bearer Token. Then click Request Token to generate a token,
and click OK. Press Ctrl+S to save changes in the shared action file.

Note: You will have to regenerate the token if the validity period has expired.
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(2 Centerprise_Server : REST Connection O et
(@) @ . Editing: Centerprise_Server -
Base URL: [hﬂps:Mo-cdl'lod:QZGﬁfswaggerNUswagger.jsm
Timeout (msec): |SDIII %|
Authentication
Secuty Type: @) Basic O Provide Token Manually
Bearer Token v | Usemame: |ad1'n |
Password: |’"‘"“ |
Token URL: |https:/localhost 9260/api/account login |
Request Token
Access Token: eylJhpreressesee anddw »
|
Expires On: Sunday, January 17, 2021, 3:50:59 PM
Prev Next OK Cancel
6. Now, drag-and-drop the /api/Serverinfo from the REST API Browser to make a GET request.
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REST API Browser

& e S

Search...

Centerprise_Server

= api A
-« account
~& adm
~& auth
~-& db
- GET fﬂm
Job
Jobs
Schedule
Server Profile
Cluster
Server
Deployment
Deployment2
Deployment Configs Rest Api
Deployment Configs
Trace
Preview
Virtual Model
Function
License
+ /api/JobShorts
* fapi/TestCaseJob
o0 /api/Regressioninfo
- Japi/Schedules
e [api/Serverinfo
-ae1 fapi/ServerProfiles
-wr /api/Events v

O T I T T I T T T T T T T T

*

@ Centerprise_Server

7. Right-click on the object’s header and select Preview Output.
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Run Flow to Generate Layout
Quick Profile

Collapse Tree Sub-nodes
Resize

Sorted

Show Lineage

Delete Action and Reroute Maps

Save as Shared Action
Open Query Window

Show in Data Source Browser

Source

Transformation

Singleton
Generate XML schema for layout

This is how your output would look like:
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Data Preview vax
Source Record Count 50 [y
Data Preview for action Get. Total Records 1. Records With Errors 0. Duration 00:00:01.796.
e 1 N
Object Path |
B Output
Object Path | Responsel | HepStatusCode | HitpStatusDescription Content | Rawt
= Responselnfo hitps Tocalhostd | 200 oK CserverNlame™"ASTWK | 78227365727665
Object Path | Neme | value
Headers Date Wed, 25 Nov 202
Hesders Server Kestrel
Headers Transfer-Encodin | chunked
Headers Vary Accept-Encoding
Headers Content-Type applicationjson: ¢
Object Path
- JSON_Body
Object Path | runningP nt | stagingDirectory | status | Iastiotification | port | majorVersion | minorVersion isRestServer | isLinu
- ServerMonitoringnfo  ASTWKS1055:92 DEFAULT_REST = DEFAULT 0 Running 1/1/0001 12:00:00 9260 True False
ObjectPath | jobQueve | serverEvent | jobinfo pendingFileDrop | | | Queve | | tastCheckDbCurrentDate
TastUpdateDates  11/24/2020 12:44: 11252020 6:160 1172412020 124405A | 112472020 124406 AM | 1172412020 1244; 1112520206:092 112520206082 1112472020 124405 A | 1172872020 124405 | 117252020 64405 AM
Object Path _data_
ipAddresses  1e80:341biea60
ipAddresses 1921682132

This concludes working with Centerprise’s Server API in Astera Centerprise.

11.12 Authorizing Avaza APIs in Astera Centerprise

The Avaza API follows REST protocol with ‘OAuth2’ authentication. It allows you to access contacts, projects, tasks,

invoices and taxes. In Astera Centerprise, you can configure an Avaza API through a swagger definition using the
Import API option in REST API Browser.

Let’s go over how we can authenticate an Avaza API in Astera Centerprise.

1. Create an integration project by going to Project > New > Integration Project.
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Project TJools Window Social Help

New ’ D Integration Project Ctrl+Shift+A |
Open |"J DataWarehousing Project  Ctrl+ShiftP
Build Archive (*.Car) for the Project I:l_ Virtualization Project Ctrl+Shift+Z

Open from Source Control

Close EE\‘

Verify
Refresh
Replace Parameter Info

Replace Distinct Parameter Info

Project Explorer

Source Control »
1 C:\Users\tooba.tari...\RM_Training.cprj

2 C:\Users\tooba...\Training_Project.cprj

3 D:\Centerprise\Training.cprj

4 C:\Users\tooba.t...\APltestproject.cprj

o EE Q)] i EE R

clalalal

2. To import Avaza API in your Centerprise client, click on the following icon.

REST APl Browser
CY e
Import AP| i

3. An Import API window will open. Here you will need to select your relevant import source. In this case, we will
import using the Json/Yml Url source.

Base URL: https://api.avaza.com/swagger/docs/v1
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Import APl >
API Import Source: |Json/Yml Ud v | (Provide Uk to import AFJ)
Import Url
Base Un: |https //api.avaza.com/swagger/docs/v1

Shared Connection
[ ] Use Existing Connection

OK Cancel

You will see that all the APIs present on Avaza’s URL have been populated in the REST API Browser (Beta).
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REST APl Browser (Beta)

@ [ad

Avaza_AP|_Documentation

Avaza_AP|_Documentation
ERRCE Avaza_AP|_Documentation
v~ & /api/Accourt
/api/Company
/api/Company/{id}
/api/Contact
/api/Contact/{id}
/api/CreditNote
/api/CreditNote/{d}
/api/Cumency
Japi/Estimate
/api/Estimate/{id}
fapi/Expense
/api/Expense/{id}
/api/Fixed Amount
/api/inventory
/api/Inventory/{id}
/api/Invoice
/api/invoice/{d}
/api/Payment
/api/Payment/{id}
/api/Project/Lookup
/api/Project
/api/Project/{id}
Japi/ProjectMember
/api/Project TimesheetCategory
Japi/ScheduleAssignment

/api/Schedule Series

Japi/Section

-& /api/Task/Lookup v

@

+

F A A A A A A A A A A A A A A A A

@ Avaza_AP|_Documentation

4. Now, you need to authenticate the Avaza APIs to be able to use them in your dataflow. Without authentication, you
will get an error. To authenticate an API, go to the Project Explorer and double click on the API’s .sact file under the
Shared Connection node.
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Search...
&3
I":.I*Zl---i REST APIs2
=)} Shared Connections2

'l? Avaza_AP|_Documentation.Sact |

The Avaza .sact file will open on the designer. Now, right-click the shared action file’s header and select Properties.

Avaza AP|_Documentation [

Resize

Sorted

Show Lineage

Delete Action and Reroute Maps

Exclude from Pushdown

Help...

Align

5. This will open the REST API Connection window where you can configure settings to authenticate Avaza API.
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L Avaza_APl_Documentation : Rest AP Connection (Beta) O x
@ . Editing: Avaza_AP|_Documentatic -
Base LURL hitps://api.avaza com
Timeout imsec): 5000 ==
Authentication
Security Type
Mo Authentication o
Does not corlain any type of autherdication.
Prev Mext OK Cancel

Avaza uses ‘OAuth 2’ authentication. In the ‘OAuth 2’ Security Type, select one from the following Grant Type options:
1. Authorization Code
2. Implicit

In this case, we will be using the ‘Authorization Code’.

Note: Login to your Avaza account and go to Settings > Developer Apps > Add OAuth App to generate
the ClientID and Client Secret.

Auth Url: https://any.avaza.com/oauth2/authorize

Access Token Url: https://any.avaza.com/oauth2/token
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[ 4] Avaza_APIl_Documentation : Rest APl Connection (Beta) O X
@ . Editing: Avaza_AP|_Documentatic
Timeout (MSec): %' ~
Authentication
Security Type: Auth Ur: |https:ﬂany.avaza.comfoatﬂhZ/aulMﬁze |
|0Auth 2 ~ | Access Token Ud: |htlps:ﬁany.avaza.co|11foamh2ﬁoken |
Grart Type: Clentld: |555 |
|Mhorization Code v | Client Secret: | |
Addtional Info Reguest Token
L4
Prev Next OK Cancel

6. Now, click Request token to generate an access token and refresh token for Avaza.

Note: As you click on Request Token, Avaza’s authorization app will open where you will be required to
provide your credentials to be able to generate access token and refresh token to access Avaza.
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@ Avar _API_Documentation : Rest APl Connection (Betz O X
@ . Editing: Avaza_AP|_Documentatic
Timeout (MSec): 5000 : "
Authentication
Securty Type: Auth Un: |https:,—‘fany.avaza.comfoath/athorize |
|0Auth 2 ~ | Access Token Ud: |htlps -//any.avaza.com/oauth2/token |
Grant Type: Clientd: |B56 |
|Mhor‘iza‘(ion Code v| Client Secret: | l
Additional Info Request Token
Access Token: 21283 ===+ *ddd 3e
Refresh Token: clebg™ " =" 4a59
Expires On: Tuesday, 28 July 2020, 12:31:.07 pm
v
Prev Next OK Cancel

7. After authentication, save the shared action file, and you are ready to use Avaza APIs in Centerprise.

This concludes authenticating the Avaza APIs in Astera Centerprise.

11.13 Authorizing Square API in Astera Centerprise

Square API is an HTTP-based API that follows REST standards. It allows you to manage the resources of your Square
account by making requests to URLs representing those resources. You can configure Square API for use in Astera
Centerprise by providing its swagger definition using the Import API option in the REST API Browser.

1. After you have created the application in Square, go to Manage Properties.

My Applications

Application Date Connected

@} AST-TEST 6 months ago (Jan. 24, 2020)

2. Now go to OAuth properties in Production tab. Here, you have to provide the Redirect URL for the authorization
callback.

Note: Save Applicant ID and secret to use it later for Centerprise authentication.

Reference Link: https://developer.squareup.com/docs/oauth-api/overview
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Sandbox Production

AST-TEST

Before your application can access a Square merchant's data, the merchant needs to give your
Credentials application permission. The Square APl uses the OAuth 2.0 protocol for this purpose. This is the same
OAuth method that services like Twitter and Facebook use to let applications post on your behalf. Read

more about using OAuth with the Sguare APL
Webhooks
Reader SDK

Production Redirect URL
Point of Sale API

Apple Pay http://localhost:8050/

Locations

3. Now create an integration project in Centerprise by following the instructions provided in this article. Also, import
the following swagger definition in REST API Browser:

Base Url: https://raw.githubusercontent.com/square/connect-api-specification/master/api.json

Import AP >
APl Import Source: ' Json/Yml Ud v | (Provide Ui to import API)
Import Url
Base Ud: |I1ttps -//raw githubusercontent com/square /connect-api-specification/master/api json

Shared Connection
[] Use Existing Connection

OK Cancel

4. Go to the Square’s shared action file’s (.sact) properties to authenticate it in Centerprise. Click here to learn more
about how to work with APIs that require authentication.
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Project Explorer

wliwkslicli=

Search...

-]

: Squareup Api.cprj
5 REST APlIs3

v 2 X

Shared Connections3

..]s* Square_Connect_API.Sact

You can authorize Square API by using Security Type OAuth 2 or Bearer Token. In this example, we will be authorizing

using OAuth 2.

5. Set its Security Type as ‘OAuth 2’ and Grant Type as ‘Authentication Code’. Provide the application ID and secret

that you had saved in step 2.

Click on Request Token to get the access token to Square API.

Auth Url: https://connect//squareup.com/oauth2/authorize

Access Token Url: https://connect.squareup.com/oauth2/token

[ 4] Square_Connect_API; Rest APl Connection (Beta) O X
® - Editing: Square_Connect_API -
)
Base Un: |hﬂps:x’fconned SqQuareup.com
Timeout (MSec): 5000 =
Authentication
Security Type: Auth Ud: |https:f}conned}fsmareup.comfoaL.rch’/aL.rtmnze |
OAuth 2 v| || Access Token U |https://connect squareup com/oauth2/token |
Grart Type: Clientld: | l
|Mhoriza1ion Code v | Client Secret: | |
W
Prev MNext 0K Cancel

Additional Info: You can modify your authorization by mentioning names of only those permissions that you want to
access from your Square account in Centerprise. In case you want to access all of them, leave the settings at default.
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& Additional Information X

Provide additional information

Resource: |

Scope: |BANK_ACCOUNT5_HEAD. ITEMS_WRITH

|
|
State: | |
Callback URL: |http:/ Aocahost:8050/ |
Ignore Certificate Emors? ]

oK Cancel

6. Once you get the access token, save the Shared Action file and you are ready to use Square API in Centerprise.

This concludes authenticating the Square API in Astera Centerprise.

11.14 Authorizing ActiveCampaign API in Astera Centerprise

The ActiveCampaign API is structured around REST, HTTP, and JSON. You can make requests by using URL endpoints
particular to a specific resource. The resources in ActiveCampaign are represented in JSON following a conventional
schema. In Astera Centerprise, you can configure an ActiveCampaign API using the Import API option present in the
REST API Browser.

ActiveCampaign does not provide an Open API definition so we will add a request manually by using a Custom API
in Centerprise.

To authorize an ActiveCampaign API in Centerprise, follow these steps:
1. Create an integration project in Centerprise by following the instructions provided in this article.
2. Create a Custom API and provide Base Url.

Reference link for Base Utl: https://developers.activecampaign.com/reference#url

326 Chapter 11. API Consumption


https://docs.astera.com/projects/centerprise/en/8/web-services/rest-api-browser(beta).html#creating-an-integration-project-for-rest-api-browser-beta

Data-Services

Import AP >
API Import Source:  Custom API v | (Speciy custom Api by providing Name and Base Ur)
Custom Api
Name: |Pcﬁ\re{:arnpaign |
Base Ur:  |https://<your-account>.api-us1.com/api/3 |

Shared Connection
[] Use Existing Connection

OK Cancel

3. Now, you need to authenticate the ActiveCampaign APIs to use them in your dataflow. Without authentication, you
will get an error. To authenticate an API, go to the Project Explorer and double click on the API’s .sact file under the
Shared Connection node.

=", Project.cpr
El-iw! Modules
. [ REST AP
R Rest Apis
(-t Web API Browser
=-kw Shared Connections

-|g_ActiveCampaign.Sact |

The ActiveCampaign .sact file will open in the designer. Now, right-click the shared action file’s header and select
Properties.
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ActiveCampaign

Show Lineage
Delete Action and Reroute Maps
Exclude from Pushdown

Help...

Align »

Delete
Cut
Copy

4. ActiveCampaign uses an API Key as Security Type. Specify your Key and Value.
Key: API-Token
Value: {Token}
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4] ActiveCampaign : Rest APl Connection (Beta) Oa X
Q - Editing: ActiveCampaign -
Base Ud https:// .apius1.com/api/3

Timeout (MSec): 5000

ik

Authentication

Security Type: Key: Api-Token
API Key v .

Value:

Addto: [Header vl

Prev Next 0K Cancel

5. Click OK, and save the shared action file (.sact).

6. Add methods in REST API Browser panel which you want to use in Centerprise by adding requests, and you are
ready to use the ActiveCampaign API in Centerprise.

This concludes authorizing the ActiveCampaign API in Astera Centerprise.

11.15 Authorizing QuickBooks’ API in Astera Centerprise

The QuickBooks API is a RESTful API which allows you to read or write data to and from QuickBooks. It uses ‘OAuth
2’ authentication type. You can configure a QuickBooks API in Astera Centerprise by using the Import API option
present in the REST API Browser.

QuickBooks does not provide Open API definition, so we will add the request manually by using a Custom API in
Astera Centerprise.

We only need to follow steps from Development > Create and Configure an App from the following link:
Authentication steps: https://developer.intuit.com/app/developer/qbo/docs/build-your-first-app

Where the Redirect Url used in step 7 in the above link for Centerprise would be:

Redirect Url for Centerprise Server: http://{Server_Name }:8050/)

Note: Save ClientID and secret to use it afterwards in Centerprise authentication

11.15. Authorizing QuickBooks’ APl in Astera Centerprise 329



Data-Services

11.15.1 Follow these steps to authorize QuickBooks’ API in Astera Centerprise:

1. Create an integration project in Centerprise by following the instructions provided in this article.
2. Create a Custom API and provide a Name and Base Url.

Base Url (Sandbox): https://sandbox-quickbooks.api.intuit.com

Base Url (Production): URL:https://quickbooks.api.intuit.com

Import API X
AP Import Source: |Custom API v | (Speciy custom Api by providing Name and Base Ut
Custom Api
Name: p.ﬂckBooks I
Base Ur: [https://quickbooks api intuit com/| |

Shared Connection
[] Use Existing Connection

OK Cancel

3. Now, you need to authenticate QuickBooks APIs to be able to use them in your dataflow. Without authentication,
you will get an error. To authenticate an API, go to the Project Explorer and double click on the API’s .sact file under

the Shared Connection node.

Project Explorer

F&COCMHEE =X

Search...

=), QuickBooks API.cprj
- REST APls6
8- Shared Connectionsb
| =" QuickBooks.Sact |

The QuickBooks .sact file will open in the designer. Now, right click on the Shared Action file’s header and select
Properties.
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QuickBooks

Show Lineage
Delete Action and Reroute Maps
Exclude from Pushdown

Help...

Align

4. QuickBooks uses ‘OAuth 2’ Security Type with Grant Type, ‘Authentication Code’.
Auth Url: https://appcenter.intuit.com/connect/oauth2

Token Url: https://oauth.platform.intuit.com/oauth2/v1/tokens/bearer

ClientID: {ClientID}

Client Secret: {Client_Secret}

Scope: {Scope}

State: {State}
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@ QuickBooks : Rest APl Connection (Beta) O X
@ - Editing: QuickBooks -
Timeout (MSec): 5000 = )

Authentication

Security Type: Auth Un: |Htl:'ﬂiff'appoeﬁer.rmjt.cwfconnedf’oauch |
|OAuth 2 v | Access Token Un: |s:f’foaLthplatformjrluﬂ_comfoauhbv‘lnokensfbearer”
Grart Type: Clientld: | |
|Mhori:ation Code v| Client Secret: | |

U

W

Prev Next OK Cancel

Additional Info - You can modify the authorization by mentioning names of only those permissions that you want to
access from QuickBooks in Centerprise.

Note: While working with QuickBooks APISs, it is necessary to specify Scope and State to generate the
access token.

(& Additional Information >
Provide additicnal information

Fesource: || |
Scope: |com.irrtu'rt.quid{books.accounting openid email profile |
State: |test-ast |
Callback URL: |nttp:/localhost:8050/ |
lgnore Certficate Emors? ]

QK Cancel

5. Click OK, and save the Shared Action file (.sact).

6. Add methods in the REST API Browser which you want to access in Centerprise by adding requests and you are
ready to use QuickBooks APIs in Centerprise.

Reference Link: https://developer.intuit.com/app/developer/qbo/docs/api/accounting/most-commonly-used/account

This concludes authorizing a QuickBooks API in Astera Centerprise.
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11.16 Accessing Centerprise’s Server APIs Through a Third-Party
Tool

Astera Centerprise provides you with the flexibility to execute your jobs through a third-party tool, without using the
Centerprise client. Let’s learn how to achieve this in the article below.

11.16.1 Use Case

In this use case, we have our Centerprise client on a local machine and server installed on a virtual machine. Instead
of using Centerprise client, we will use Postman as a third-party tool to send REST requests to the server in order to
execute the job.

Workflow in Centerprise

The workflow document in Centerprise consists of a Variables object, a FileTransferTask object and a RunDataflow
object.

We will pass the name of the file that we want to download and process to the FileTransferTask from the Variables
object. The Variables object takes an input from the REST call sent through Postman, and passes it to FTP to download
the file with that name. We then pass the file path of the downloaded file to the RunDataflow object.

bo FileTransferTask 4 »

) [] FileTransferTask
B3 input

TyYvYvvy

(5]
OVariables A

-
-
-
-
-
-
-
-

In the following section, we will cover a step-by-step overview of how you can achieve this.
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11.16.2 How to Execute a Job Using Postman

1. We will make the first API call for logging into the Centerprise server to generate an access token. Provide the

following credentials in the request body and click on Send.
e User: admin
* Password: Adminl23
* RememberMe: 1

Centerprise Login

POST ~ https://ASTWKS251:9261/api/account/login
Params Authorization Headers (8) Body @ Pre-request Script Tests Settings

none form-data x-www-form-urlencoded @ raw binary GraphQL JSON ~
1 d

2 "User":"admin",

3 "Password" :"Admin123",

4 "RememberMe" : 1

5

6

Centerprise server will provide you with an access token in response.

Body Cookies Headers (6) Test Results

Pretty Raw Preview Visualize JSON v =
101
2 "userId": 1,
3 "access_token": "eyJhbGciOiJIUzIANiIsINRScCI6IkpXVCI9.

~ oee /

Cookies

Beautify

@ Status: 200 OK  Time: 683 ms  Size: 930 B Save Response -

B Q

eyJodHRWO1i8vc2NoZWihcy54bWxzb2Fwlm9yZy93cy8yMDALLZALL 21kZW58aXR5L2NsYWltcySuYWllaWR1bnRpZmlleiT6TIjEiLCIodHRWOiBVc2NoZWlheyS54bhxzb2Fwl
mIyZy93cy8yMDALLzALL21kZW50aXR5L2NsYWltcy91bWFpbGFkZHI1c3Mi0iJhZG1pbkBjZW502XIwecmlzZS5]b20iLCIodHRWO18vc2NoZWihcy54blixzb2FwlmayZy93cy
BYMDALLZA1L21kZWS0aXR5L2NSYWltcy9uYW1lIjoiYWRtawdilClzdwIioiJhZG1pbiIsImp@aSI6ImIyY2U2MzA2LTQzYZMINDRhMi1lhZjgxL TIyOTMXYMRIMTCSNCISIML

hdCI6MTYZMJEZNTYSMywicm9sIjoiYXBpX2Fj¥2VzeyIsImlkIjoiMSISIm5iZiT6MTYZMJEZNTYSMiwiZXhwIjoxNMONZzI3Nky Q.

Cwzrgdriivz8Zh-mHcs9qNmxa9JQemcI8Io208USXga|" ,
"expires_in": 2592000.0,
“userName": “admin",
"email": "admin@centerprise.com",
"name": "admin ",
"roles": "ROOT",
"isSuperUser": true

IS

@ w0 Mmoo

2. In the second step, we will send the path of the file that we want to download from FTP, in the form of a string, to

the Variables object.

Run Job API (CLI)

[2) save v~ oo Vi

POST ~  https://ASTWKS251:9261/api/CommandLineProcessor Send v
Params @ Authorization Headers (14) Body ® Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON Beautify
14 I
2 "Parameters”: [
3 i
4 "ActionName": "Variables",
5 "ParameterName": "sourceFilePath",
6 "Value": "/data/Astera/InputFiles/Tab 1@ Presentation Case Study missed fields.pdf"
7 i
8 1.
9 "FilePath": "D:\\Pre-Sales\\CenterpriseServerAPI - Documentation\\Workflow.Wfs"

=4
@
)
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In the parameters:

e ActionName: Variables

Name of the object present inside the workflow to which the name of the file will be passed

e Parameters: sourceFilePath
The value of the input variable field inside the workflow
* Value: [file path of the file that you want to download]

The value of the input variable field inside the workflow

As soon as you send this API request, Centerprise will provide you with a jobID that you can use to get the job

status.
Body Cookies Headers(7) TestResults @ Status: 200 OK Time: 317 ms Size: 746B  Save Response v

Pretty Raw Preview Visualize JSON = i} Q

1 |

2

3 "request": §

4 "parameters": [

5 i

6 "actionName": "variables",

7 "parameterName": "sourceFilePath",

8 "value": "/data/Astera/InputFiles/Tab 10 Presentation Case Study missed fields.pdf"

9 ¥

10 1.

11 "serverUri": null,

12 "userName": null,

13 "password": null,

14 "userInfo”: null,

15 "JobTd": @,

16 "requestType": "Run",

17 "filePath": "D:\\Pre-Sales\\CenterpriseServerAPI - Documentation\\Workflow.wfs",

18 "filesuffix": null,

19 "infoIndex": @,

260 "infoMaxCount": @

21 i

22 "outputText": "JobId=20",

23 "status": "Unknown",

24 "errorInfo": null,

28 "startTracaTtemTndav"'- A

. . . N .1 .

3. In the third step, we will make a GET call to fetch the job’s status by providing the job ID.

GET 7 I https://ASTWKS251:9261/api/Job/20/Status I Send v
Params Authorization Headers (10) Body Pre-request Script Tests Settings Cookies
Headers 6 hidden

KEY VALUE DESCRIPTION oo Bulk Edit Presets v

Accept application/json

Authorization Bearer eyJhbGciOiJIUzIMNilsInR5cCI8IkpXVCJS.eyJodHR...

Content-Type application/json

Expect 100-continue

This is what Centerprise’s response would look like.
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Body Cookies Headers (7) Test Results @ Status: 200 OK  Time: 8 ms  Size: 248 B Save Response v

Pretty Raw Preview Visualize JSON + = O Q

"Completed”

This concludes accessing Centerprise’s server APIs through a third-party tool.

11.17 Centerprise’s Server APl Documentation

11.17.1 Authentication

Centerprise’s Server APIs use Bearer Token authentication. To learn more about authenticating Centerprise’s Server
APIs, click here.

Resource: Account

Login

Method: POST

Endpoint: https://{servername}:{portno }/api/account/login

In this case: https://LOCALHOST:9261/api/account/login

Resource: /api/account/login

Request Body

Note: The format of our request body is JSON type.
Resource: Job

Status

Method: GET
Endpoint: https://LOCALHOST:9261/api/Job/{jobID }/Status
Resource: /api/Job/{jobID}/Status
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Required Parameter

Description: This method fetches the status of a job for the given job ID. A few of the response statuses are given
below:

1. Unknown
Invalid
NotStarted
Queued
Initializing

Running

A o

Completed

11.18 NTLM Authentication

NTLM (NT LAN Manager) authentication is a Microsoft proprietary authentication protocol used to authenticate users
in a Windows-based network.

It provides secure authentication by using a challenge-response mechanism, where the server sends a challenge to the
client, and the client sends a response that is encrypted using a hash of the user’s password.

NTLM authentication is used in various Microsoft products, including Windows, Internet Explorer, and Microsoft
Office.

11.18.1 NTLM in Astera APl Management

Astera also offers the ability to use NTLM authentication when establishing an API connection.

1. To start, drag and drop the API Connection object from the toolbox onto a dataflow.
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» Sources

» Destinations

» Transformations

» Function Transformations
» Data Profiling

» Resources

» Database Write Strategy
» Data Warehouse

¥ Services

¥ Consume

!- API Client

e API Connection

» Text Processors

»  All ltems

2. Right-click on the object and select Properties from the context menu.

This will open a new window,

@ APIConnection : REST Connection

© -

Editing: APIConnection -

Base URL: I

Timeout (msec): 5000 I%‘

O Include Client SSL Certificate

[] Enable Authentication Logs

Authentication

Security Type:

No Authentication L

Does not contain any type of authentication.

Prev Next 0K Cancel
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Base URL: Here, you can specify the base URL of the API which will prepend as a common path to all API endpoints
sharing this connection. A Base URL usually consists of the scheme hostname and port of the API web address.

Timeout (msec): Specify the duration, in milliseconds, to wait for the API server to respond before giving a timeout
error.

Include Client SSL Certificate: Selecting this option is going to include any Client SSL certificate that is needed for
authentication.

Enable Authentication Logs: Selecting this checkbox will allow the client to generate authentication logs when the API
connection has been configured.

3. Fill in the Base URL and open the Security Type drop-down menu,

For our use case, we have deployed an API on IIS Manager on another machine, and we will send a request to access
that APL

4. Select NTLM as the authentication type.

This will give us the following options,

€% APIConnection : Connection O s
@ . Editing: APIConnection -
Base URL: http://192.168.2.113
Timeout (msec): 5000 =

[ Include Client SSL Certificate

Authentication

Security Type:

Username: ASTERA\ nesssssissen
NTLM v

Password; | *reeeeeesssese ‘

Prev Next OK Cancel

Username: This field will input the same username that is used to login to Windows.
Password: The password associated with Windows login credentials.

Note: NTLM authentication establishes API connections using a challenge-response mechanism. When sending an
API request, Centerprise sends a hashed version of the user’s credentials (username and password) to the server, which
sends back a random challenge. Centerprise then mixes this challenge with the user’s password and sends back a hashed
value for verification. Access is granted if the validation is successful.

5. Click Ok and the API Connection object will be configured with NTLM Authentication.
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This API Connection can then be used in API Client objects to make API calls to the server and receive appropriate
responses in return.

6. Drag and drop an API Client object onto the dataflow and select the shared connection that was defined.

By Client : API Client O X
® @ - Editing: Client -
Shared Connection: | APIConnection v

https://192.168.2.113

Request

HTTP Method: (Get v|
Resource:

Input Content Type: application/json

Output Content Type: | application/json v

Prev Next oK Cancel

Note: The Resource will be ‘/° since our entire address has been defined in the Base URL.
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By Client : API Client O x
@ . Editing: Client -
Shared Connection: | APIConnection v

https://192.168.2.113

Request

HTTP Method: Get ~
Resource: ,1

Input Content Type: application/json

Output Content Type:  |application/json v

Prev MNext oK Cancel

7. Click Ok and preview the output of the API Client object.

As we can see in our data preview window, the request has been sent successfully and the response has returned as 200
oK.
Data Preview for action Client. Total Records 1. Records With Errors 0. Duration 00:00:01.769.

Object Path
5 p | Client

Object Path
3 Qutput

Object Path Responselrl HttpStatusCode HttpStatusDescription Content ContentType
[# Responseinfe http://192.168.2.1 200 oK <!DOCTYPE html  text/html

by

Object Path
Body

This concludes the working and configuring of NTLM Authentication in Astera API Management.
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11.19 AWS Signature Authentication

AWS Signature authentication is the process of verifying the authenticity of requests made to Amazon Web Services
(AWS) using the AWS Signature method.

This authentication process involves calculating a digital signature for each request using the requester’s access key and
secret access key, along with details about the request being made. AWS verifies the signature against the user’s access
credentials and grants access to the requested resources if the signature is valid.

The AWS Signature authentication method ensures that requests are securely transmitted and that only authorized users
can access AWS resources.

11.19.1 AWS Signature Authentication in Astera API Management

Astera API Management lets the user configure an API Connection with AWS Signature as an authentication type.

1. Drag and drop an API Connection object from the toolbox onto a dataflow.

o [ zeom100x - & == N\ [ @ B
»  Sources
» Destinations
» Transformations
» Function Transformations
» Data Profiling e o

» Resources

» Database Write Strategy
» Data Warehouse

v Services

¥ Consume

Eﬁ API Client

I @ AP connection I

» Text Processors

» Al ltems

2. Right-Click on the object and select Properties from the context menu.

This will open a new window,
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(% APIConnection : REST Connection O X
@ . Editing: APIConnection o
Base URL:
Timeout (msec): 5000 2

[] Include Client SSL Certificate

[] Enable Authentication Logs

Authentication

Security Type:

No Authentication v

Does not contain any type of authentication.

Prev Next oK Cancel

Base URL: Here, you can specify the base URL of the API which will prepend as a common path to all API endpoints
sharing this connection. A Base URL usually consists of the scheme hostname and port of the API web address.

Timeout (msec): Specify the duration, in milliseconds, to wait for the API server to respond before giving a timeout
error.

Include Client SSL Certificate: Selecting this option is going to include any Client SSL certificate that is needed for
authentication.

Enable Authentication Logs: Selecting this checkbox will allow the client to generate authentication logs when the API
connection has been configured.

3. Define the Base URL and select AWS Signature from the security type.

11.19. AWS Signature Authentication 343



Data-Services

Editing: AWS_API

Base URL: ‘https:ﬁgm
Timeout (msec): 5000 =

[ Include Client S5L Certificate

[ Enable Authentication Logs

Authentication

Security Type:

No Authentication v
No Authentication

OAuth 2

APl Key

Basic Authentication

Bearer Token

NTLM

Does not contain any type of authentication.

Prev Next oK Cancel
4. Selecting it will make the following options available.
@ . Editing: AWS_API -
Base URL: ‘httpsth@m
Timeout (msec): 5000 =
[1 Include Client S5L Certificate
[ Enable Authentication Logs
Authentication
Security Type:
Access Key: |
AWS Signature 7
Secret Key: | ‘
AWS Region: | ‘
Service Na... |
Prev Mext OK Cancel

Access Key: The unique access key provided to the AWS user for authentication.
Secret Key: The corresponding unique key provided to the AWS user for authentication
AWS Region: The region from where the API connection is being made, set by the admin.

Service Name: The name of the AWS service being used in the API Connection.

Note: While the Access Key and Secret Key are unique to each user, the AWS Region and Service Name are common

among a group of users.
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5. Once the fields have been filled, click OK and the API Connection will be configured.

@& APIConnection : REST Connection 0 W
@ . Editing: APIConnection -
Base URL https:// T
Timeout (msec): 5000 =

-

[ Include Client SSL Certificate

Authentication

Security Type:
Access Key: | kit Siinliiptiniiniiin

[ aws s - '

ignature &
Secret Key ' el —
AWS Region: | muais |
Service Name: R
< >

Prev MNext oK Cancel

This API Connection can then be used in an API Client object to make API Calls to the resource.

6. Drag and drop an API Client object and configure it with the API Connection.
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By Client : API Client

@ -

Shared Connection: AWSSignature

s/ cf

Request

HTTP Method: Get

Resource: iam_auth/iam_auth
Input Content Type: application/json

Output Content Type:  |application/json

7. Preview the output of the API Client object.

As you can see, the response has returned a ‘200 OK” status.

Object Path
=} p Client

Object Path
=] Qutput

Object Path ResponseUrl
[+ Responselnfo https://d36c4oqp 200

Object Path

= Body

Object Path statusCode

root 200 "Hi, saad !Test body response AWS"

O X
Editing: Client -
W
HttpStatusDescription Content ContentType
oK {"statusCode™:200 application/json

This concludes the configuration and testing of the AWS Signature Authentication in Astera API Management.
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